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INEPEJMOBA

Hamnpukinmi XX CT. CBIT CTUKHYBCS 3 TEHICHIIIE€I0 PI3KOTO 3pOCTaHHS 3a-
I'PO3H TEPOPHU3MY, 10 BUABIISUIOCS HE JIMIIE y 3HAUHOMY 301JIbIIEHH] KUTbKOC-
Ti TEPOPUCTUYHMX aKTIiB (y T.4. 3 BAXKKMMHU HACHTIKaMH), a i B akTUBi3amii
HaMaraHb TEPOPHUCTIB OBOJIOMITH 30POEI0 Ta MaTepialaMi MaCOBOTO 3HHILICH-
HS, iX HaMaranHi po3po0JsSTH HOBI CIIOCOOM 3/11HCHEHHS TEPOPUCTHYHHX aTaK
(Y T.4. i3 BUKOPUCTAHHSIM HOBITHIX TEXHOJIOTIIT) 3 METOIO CITPUYNHEHHS MakK-
CHUMAJIBHOT KIJIBKOCTI )KePTB 1 3HAYHUX PyHHYBaHb.

PiBenp 1 MacmTabu 3arpo3u TEpOpu3My OyJIH 3HAYHOKO MIPOI YCBIIOM-
JIeHi B pe3ynbrari TepopucTrdHuX akTis 11 BepecHs 2001 p. Li moxii 3acBia-
YUK, 1[0 TEPOPUCTH 3/1aTHI HA OyJIb-sIK1 Ji1 337151 JOCSATHEHHS CBOIX ITiIeH, 1
TOMY, 3a TICBHUX YMOB, HalO1IbIII TPUBAOIMBUMU MIIIICHMH JJIS1 HUX MOXKYTh
CTaTH 00’€KTH, CHCTEMH M pecypcH Tiel 4 iHIIOI 1epKaBH, SKi € KPUTHIHO
BaXJIMBUMH JIJIsl 320€3MEeUCHHS 11 KUTTEMISIIBbHOCTI, Oe3neku 1i rpoMaisH i
noBkiwtst. Came Taki 00’ €KTH, CHCTEMH M peCcypcH BiIHOCSTH 10 T.3B. KPUTHY-
Hoi iHdpacTpykTypu (KI) nepxasn.

BbesymoBHo, izuuHiii Oe3melli Takux 00’ €KTIB 1 CHCTEM MPHILISIIACS 3HAY-
Ha yBara 3 OOKy ypsiIiB OifbIIOCTI KpaiH CBITY, ane y BUIAJIKy BiJCYTHOCTI
Oe3nocepeaHbOi BOEHHOT 3arpo3u 3a0e3MedeHHs iX 3aXHCTy PO3MIIAAaIocs me-
PEBaKHO 3 MOIIAAY BIUIMBY TEXHOT€HHUX 1 MPUPOAHUX YMHHHKIB. [71006ams-
Hi 6e3MeKoBi 3MiHM HAMPUKIHII XX — modaTky XXI CTCT. 3MycHiIM NpoBigHi
JIep>KaBy CBITY W MDKHApOAHI OpraHizamii JOKOPIHHO MeperIsTHyTH CBOT ITij-
X0/ J10 3a0e3MeYeHHs Oe3IeKH, 10 3HAYHO aKTHBI3yBaJIO MPOIIEC IHTErpartii
BiJIMOBIIHUX 3aXO0JliB Y MEKaX CIEialIbHOTO O€3MIEKOBOT0 HANPAMY — 3aXHCTY
KpUTHYHOI iH]pacTpykTypH. IIpy mboMy CHCTEMHMI MiAXix OO Takoro am-
OimiiiHOTO 3aBIaHHS 3a0e3Meuy€eThCs, 3-IOMDK IHIIOTO, H THM, 110 KPUTHY-
Ha iHQpaCTPyKTypa pO3MISIIAETHCS K JTyKe CKIAIHHUNA, aje €IUHUN 00’ €KT
3aXHCTY, 3/ ICHIOBAHNI KOMITETEHTHUMH JIep>KaBHIMH OpTaHaM¥ i iHIITUMHA
cy0’eKTaMH Mpolecy, Mo Aa€e iM 3MOTy OUTBIN e()eKTHBHO 3aCTOCOBYBATH 3a-
rajbHi MEXaHi3MH yNPaBIiHH PU3UKAMHU Ta HASIBHUMHU PECYpCaMHu.

3axuCT KPUTHYHOI 1H(PACTPYKTYpH SK HampsiM 3a0e3nedeHHs Oes3rexd
Ha HaI[IOHAJIbHOMY Ta MIKHAPOAHOMY piBHSAX HaOyB HOPMATHBHO-ITPABOBOTO

3



Konyenyia saxucmy kpumuunoi ingppacmpykmypu: cman, npoonemu...

oopMIICHHS Yy TaKHX TPOBIAHMX KpaiHax cBiTy, sk CIIIA, Kanama, Benuka
Bpuranis, Acrpanis, Pocis, y kpainax-uneHax €C, siKi iMIUIEMEHTYIOTh Bifl-
MOBiHI IupeKkTuBU €Bpornelickkoi Komicii. 3HauHa yBara mpuaiseTbes 3a-
xucty Kl i B mistmpHOCTI HATO, 1110 BimoOpakeHo, 30kpemMa, y ioro ITomithuy-
HUX JIUPEKTHBAX 3 OOPOTHOM MPOTH TEPOPHU3MY, TPUHHATUX Y TpaBHi 2012 p.
Ha camiti AnbsiHCy B Unkaro (CHIA). Macmrabu HaciIKiB TEPOPUCTHIHHX
HanaJliB Ha eJIMEHTH KPUTUYHOI iH(pacTpyKTypH abo 1HIIN HAJA3BUYAIHI CH-
Tyallii, MOB’s3aHi 3 HEl0, Iy’Ke TOCTPO CTABIATH MUTAHHS B3aEMOJIL Ta CITiB-
POOITHUITBA Y 3HIDKCHHI PU3UKIB TAKHX IMOJIH 1 HA HAI[IOHAIEHOMY, 1 Ha MiXK-
HapOJHOMY PiBHSX.

Y HarionansHOMY iHCTHTYTI cTpareriyaux gociimkens (HIC) npumins-
€ThCS 3HAYHA yBara JOCIIDKCHHSAM PI3HUX aCHEKTiB MPOTUAil Tepopu3my. 13
oepesns 2011 p. mpu HIC/] mparroe MixkBizoM4a ekcriepTHa pododa rpymna
(MEPT) 3 nuTanp npoTHIii 3arpo3aM pO3MOBCIOKEHHS 30poi Ta MaTepialiB
MacOBOTO 3HUIICHHS, a TAKOXK ITOB’SI3aHUX 13 HUMH TEPOPUCTHYHHX 3arpo3
1 3aXHCTy KpUTHYHOI iHppacTpykTypH. I3 wacy crtBopenns MEPI™ mposena
12 3acigaHp, miJl 4ac AKX HEOIHOPA30BO PO3IVISAAIUCS MUTAHHS, TTOB’ A3aHi
3 Oe3MneKoro KpUTHYHOT iHppacTpyKTypH. 3i 3BiTamu mpo 3acizanas MEPI ta
3 aHAJIITUYHUMHU MaTepiaiaMH, MiJrOTOBICHUMH B Pe3yibTaTi poOOTH TPYIH,
MO)KHa o3HaomuTucs Ha caiti HIC/I.

Came mijg yac 3a3HAuCHHX 3aCiaHb BHHUKIIA 1/1es] MPOBEIEHHS CITLIHHO 3
HATO wmixxHapomHOT KoH(EpeHIii 3 mpodaeMaTuku KpUTHYHOT iHQpacTpyk-
TypH, Ha 1m0 Odic 38’ s3xy HATO B VkpaiHi naB 3roxy.

[1pwn migroroBui nporpamMu KoH(epeHmii opra”izaTopy BUXOAWIH 13 HE00-
XIJHOCTI ypaxyBaHHsS (akTy mpoBelieHHs B YkpaiHi criabHO 3 HATO Mmik-
HApOJHMX KOHCYNbTalil i3 muTaHb iHQopManiifHOi Ta kibepOe3neku, TeMaTu-
Ka sSIKUX TiCHO ITOB’si3aHa i3 TeMoro KoH(pepeHIii. TakuM 4uHOM, CTPYKTYPHO
IporpamMa OCTaHHbOI CKJIaJaIacs i3 TPhOX OCHOBHHX OJIOKIB:

* nepwiuil — BUCTYNHU (TUIGHApHE 3aciflaHHs), MPUCBIYCHI MHTAHHIM
3aXHCTy 00’ €KTIB 1 CHCTEM KpUTHYHOT iH)PACTPYKTYpH YKpaTHU 32 OKPEMUMU
HampsiMaMH i CEKTOpaMu 3 ypaxXyBaHHSIM TOTO, III0 B HAIIild KpaiHi JToci He
3aMpoBAKEHO 1HTETPOBAHMMA MiJXiJl JO 3aXHMCTy HallilOHAIBHOI KPUTHYHOT
iH(pacTpyKTypH;

* Opyeuti 670K (Ipyre TUICHAPHE 3aCiIaHHs) NPUCBIYCHHIA 3apyOiHOMY
JOCBIly 3aXHCTy KpUTHYHOI 1H(PAcTpyKTypH Ha HaIllOHAJTHHOMY Ta
MiKHaponHoMy piBHsX. [1if 9ac bOro 3aciaHHs 0OTOBOPIOBAIIKCS MIEPEBary,
SIKI HaJla€ 3aCTOCYBAHHS KOHIICTIIT KPUTHYHOI 1HPPACTPYKTYpPH Yy KpaiHax
HATO, npo pisnbpHIiCTs ATIBSIHCY Y IbOMY HampsiMi;
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Ilepeomosa

* mpemiii ONOK mHUTaHb (TpPEeTe BHi3HE 3aciflaHHs) 00 €IHAB THUTAHHA
peanizanii 3axoaiB i3 (Gi3u4HOT Oe3neKkn Ha OKpeMuX 00’€KTax 1 cucTemax, a
TaKOX MATAHHS HAYKOBUX JTOCIKEHB MO0 3a0e31eueHHs (i3nIHOT Oe3reKn
KPUTHUYHOT IHPPACTPYKTYPH.

Kpim Toro, no 30ipHHKa MaTepiaaiB yBIHIIIM pillleHHs KOH(pepeHLii, Bu-
kopucrani HIC/] mpu miAroToBIi aHATITHYHIX MaTepialliB s BiIIOBITHHX
JIep’)KaBHUX OpTaHiB.



BUCTYIIN YYACHHUKIB

BE3IEKA OB’EKTIB I'I/IPOEHEPTETUKH YKPATHM:
HOPIOPUTET AIAJIBHOCTI ITAT «YKPTI'TAPOEHEPI'O»

CHUPOTA Irop MuxkonaiioBuy,
2enepanbHull Oupexmop
AT «Yrpeiopoenepeoy

ITAT «YkprigpoeHepro» — HailOiIbIIa TigporeHepyoua KoMIaHis Ykpai-
Hu. Jlo 11 ckimangy BXOmATH JEB’STh CTaHIM Ha piukax JlHimpo Ta JlHicTep.
VY 2013 p. Ha cTaHIisAX HAMIOro ToBapucTBa mpamtoBaB 101 rigpoarperar
CYMapHOIO BCTaHOBJICHOIO TOTYXHicTI0 5040 MBT. Hampukinui 2013 p. mu
MaJId OTPUMATH JONATKOBO IIE OAWH TiJpoarperar, sSIKUi MaB TpaIfoBaTH Ha
Huictposcwkiii TAEC, Tox cymapHa motysxHicth Oyie 5365 MBT.

VY cepenuni 90-x pokiB XX cT. OyJI0 po3moyaro MacIiTaOHUI MPOEKT pe-
KOHCTPYKIIi HAIIUX CTaHMil (IIe MepInil TOCBiA poOOTH 3 IHO3EMHUMH iH-
BecTUIlisiMHU). J1o (iHaHCYBaHHS 3a3HAYEHOTO MPOCKTY N0IydnBcs CBITOBUI
0aHK, KW HUHI 3aJIMIIAETHCS HAIIMM HAJAIMHUM TapTHEPOM 1 KPEIUTOPOM.
II’sTh pokiB Tomy Ha BcecBitHbOMYy (opymi kepiBHuKiB y M. Hbro-Fopky
HaIlra KOMIIaHisl YBIMIIUIA 0 CIIMCKY COTHI JIIIIIMX KOMITaHii CBITY, IO 3JIikc-
HIOIOTh PEKOHCTPYKIIFO OONaJHAHHS Ta CIOpPYH 338 KPEIUTHI KOIITH OaHKY.
3amopyKkor0 TPUBAJIOTO Ta B3AEMOBUTIIHOTO CIIIBPOOITHUIITBA € HE JIUIIIE PO-
3YMIHHSI BOKJIMBOCTI peaizallii 1[boro MacIirabHoro i aMOITHOTO MPOECKTY,
SKHUH jae apyre sKkuTTd ykpaincekum ['EC, nponoBkyoun TepMiH iX 6e3nedHol
Ta HaniiHoI excrnryararii me Ha 30—-40 pokiB, a i BIAKPUTICTH HAIIIOI KOMIIa-
Hii 10 CIIBpOOITHUIITBA 3 MIXKHAPOJAHUMH (D IHAHCOBUMH OPTaHi3allisIMH, IIPo-
30picTh ii poOOTH, hiHAHCOBOT 3BITHOCTI ¥ IEMOHCTpaIlisi BUCOKHX SKICHUX
TIOKa3HHUKIB pOOOTH.

Huni aktuBHO peani3yethes apyruit eramn [Ipoekty pexonctpykiii ['EC,
10 TEXHIYHO peadiniTye Bei crauiii. Ilicas 3aBepiieHHs MaTUMEMO MOBHIC-
TIO HOBi B TexHiYHOMY IutaHi ctanmii. Hampukian, na Kuiscwkiit [EC yxe
3aBEpIICHO PEKOHCTPYKIIIIO Ta MOJACPHI3aIlil0 0CTaHHLOTO, 20-T0 TiIpoarpe-
rara, it 2014 p. ue 6yzne craHIlist 3 MOBHICTIO HOBUMH 20-Ma TypOiHaMu i rexe-
paropamu, eIeKTPOHHHUM 1 MEXaHIYHUM O0JaHAHHSIM, CYYaCHOIO CHCTEMOIO
KepyBaHHS Ta KOHTPOJIIO, BCiMa 3aco0amMu Oe3IeKkrd HaWBHINOTO piBHS. 3ara-
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30ipHuK Mamepianie MidcHapoOOHOT HaAYKO8O-NPAKMUYHOT KOHhepeHyil

JIOM TIO BCiX CTaHIIAX YK€ 3aBEPLICHO ITOHA[ OJIOBUHY 3ariaHoBaHuX [Ipo-
eKTOM peabimiTanii poOiT, 1 Il TEMMH JIMIIEe TPUCKOPIOIOTHCS, aKe podboTa
Mae Oytu 3aBepmieHa 10 2017 p., mo 301IpmmTh moTyxHicTh nitounx ['EC Ha
250 MBT.

3Buuaiino, 1o B 90-Ti poku XX CT. 4yepes cKiIaaHy (iHaHCOBO-EKOHOMIUHY
CUTYAIIIIO B IEP>KaBi 3aIIyCTUTH LA MPOEKT Oe3 30BHINTHBOI (PIHAHCOBOI ITi/I-
TPUMKH OyJi0 60 HEMOXIMBO. 3aBasku komram CBITOBOro OaHKY BiH CTaB
peasbHICTIO. 3BICHO, KOMIIaHisl BKJIAJa€ 1 3HAYHY YacTKy BJIACHUX KOIUTIB,
SKi BOHa OTPHMYE 32 paxyHOK Tapudy Ha BUpoOIeHy erekTpoeHeprito. On-
Hak iX HEJO0CTaTHLO, TOMY MU 3MYIIIEHI 3aIy4aTy JoAaTKoBe (hiHaHCYBaHHSI
y MXKHapOAHUX (iHAHCOBUX OpraHi3alliil mix aepsxasHi rapanrtii ypsuny. [Ipo-
[EHTHA CTaBKa TAKUX KPEIWTIB € HU3BKOI, YMOBH HAJAHHS KOIITIB JOCHUTh
pUBaOIIMBi, 3BaXKAOUX Ha TEPMiH KPEIUTYBaHHS i MUIBIOBI MEePiou moBep-
HeHHsI. KpiM Toro, 3ajlydueHHs! TaKUX 1HBECTHIIM HE CTBOPIOE J10JaTKOBOIO
HABaHTAXCHHS Ha Tapud.

3a momnepenHi pokH 10 (QiHAHCYBaHHS MPOCKTY PEKOHCTPYKINI CTaHITIN
JOTy4MMcs 1ie Ba 0aHkM — €Bpomneicbkuil iHBeCTHLIHHMNA OaHK 1 €Bpo-
necbkui 0aHK PEKOHCTPYKIIIT Ta PO3BUTKY, SKi HAJATIH IBA KPSIUTH B CyMi
400 mutH €Bpo. TakuM YWHOM, 3a ITUM TPOCSKTOM BiJ] TIOYATKy HOTO peasizarii
MU Bxe 3amyauian 680 miH goin. CIIIA Ha qy*e BUTITHUX NIJIBTOBUX YMOBAX.

Takox y 2008—2012 pp. KoMITaHis YCIIIIHO peai3yBalia MPOeKT CILTBHO-
T'O BIPOBAKCHHS 33 TIpoekToM pekoHcTpykiii ['EC, 1110 ckopoTruio BUKUIN
CO, o6csrom monaz 800 THC. T O1I., LIE 1aJ0 3MOTY OTPMMATH Maike 4 MJIH
€BPO JIOAATKOBOTO pecypcy (hiHaHCYBaHHS Ha 3aXO/W 3 PEKOHCTPYKIii cTaH-
Iiit.

PekoHCTpyKIIisl Ait0UMX CTaHINM — 1€ JUIIe OAWH 3 HAMPIMIB IisJIbHOCTI
KoMIaHii. 3HaYHa yBara MPUAUTIETHCS OYIIBHULTBY HOBHX I€HEPYIOUUX IIO-
Ty>)kHOCTEH. CHOpY/DKEHHST HOBUX O0’€KTIB y Oylb-siKid rayry3i eKOHOMIKH
npuBeprae ypary Oankipis. Tak, npoekramu OyniBHuITBa Kaniscbkoi TAEC
i KaxoBcpkoi EC-2 yike 3arikaBritics He WIS MKHAPOIHI (hiHAHCOBI opra-
Hizalii, a i koMepiiHi 6anku Himeuunnu, Kutaro ta iHmmx kpain. 3apa3 Mu
1HIIIF0EMO 3aJTyueHHS KomTiB Ha OyaiBHMITBO KaHiBchkoi TAEC — croziBae-
Mocst orpumaru omu3pko 1 mupa gon. CIIIA kpeAuTHHX KOIITIB, IO TOKPUE
70 % HeobxigHoTO (iHAHCYBAaHHS (PEmTy 320€3MeYnMO KOIITaMU KOMIIaHii).
Kpim Toro, kinpka pokiB Tomy €BPP Buminus rpant obcsarom 1 MiH €Bpo Ha
po3pobnenns TEO posmupenns Kaxoecbkoi 'EC-2. Ha 1ieit mpoekT cromi-
Baemocs 3aimyuuty nonay 500 mura goi. CHIA Bix M®O, noBipy SKHX MU BXKe
3aBOIOBAJIHL.



Konyenyia saxucmy kpumuunoi inghpacmpykmypu: cmau, npoonemu...

Huni «YkprigpoeHepro» — 1ie MOTy)XKHa CTPYKTypa, sKa pa3oM 3i CBOi-
MU MOCTIHHUMH TIapTHEpaMu 3[aTHa 3a0e3MeYUTH MOBHUN LUKI peamizaril
MaclmTaOHUX IHPPACTPyKTYpHUX NPOEKTIB — BiJ CTajii MpoeKTyBaHHSA, Oy-
JIIBHUIITBA JI0 OE3MOCEepEHbOI eKCIuTyarallii. Mu € mpukiagoM Juis 6ararbox
1HO3eMHUX (HE JIUIIE TiIPOSHEPTETUYHHNX), & i YCIX CHEPTeTUYHUX Ta THIINUX
KOMITaHi# 1110710 CIPOMOXKHOCTI BIaCHOPYY peajli3yBaTH JOCUTh aMOiTHI Ipo-
eKTH 3 «HYJIsD», BHKOPHUCTOBYIOUH BUKJIIOYHO BIIACHY po0Oody cHity, 0OmaaHaH-
HS YKPalHCBKOTO BUPOOHUIITBA Ta, KPIM YChOTO, BJIaCHI 0OOPOTHI KOIITH, 5IKi
BKJIaJJal0ThCA B €KOHOMIKY YKpaiHM, IO CTHMYIIIO€ €KOHOMIYHHH PO3BHTOK
JepKaBH.

[Ipuxnanom Taxoi podotu € Juicrposcrka TAEC — cranmis, sika 3a mpo-
€KTOM Y’Ke ITOTpaImiIa 1o I’ ATIPKH HAHOTYKHIIIKX y CBITI if Ma€ ctaTy Haii-
OLIBIIOK0 B €BPOITi; CTAHITIs, IKY MH OyJlyEMO BXKE YMMaJIO POKIB 32 BJIaCHI Ta
KpEIMUTHI KOIITH JAepKaBHUX OaHKiB YkpaiHu. | sxmio nie 15 pokiB ToMmy 1ieit
MPOEKT yCi Ha3MBAJIN «ITOKWHYTHM PAISTHCHKIM JJOBIOOYIOM», TO HIHI OCHOB-
Ha yBara BIaJ¥ Ta CBITOBOTO TiPO€HEPTETUYHOrO TOBAPUCTBA MPHKYTA 10
MYCKy HepIIoi 4epru Bke peabHO MPaLioiodo] CTaHIIll, SKa 3a MaciTabaMu
OyniBHHILTBA He mocTymaeThes cnaBetHoMy JHinpol ECy. Huni OyniBHHITBO
HuictpoBchkoi TAEC — uu He €uHMIA 1 UM He HaWOUTBIHNK 1H(PaACTPYKTYp-
HUH IIPOCKT, 110 peaizyeThes B YKpaiHi caMMMHU YKpaiHIIIMH.

[lepmmii rixpoarperar, HOTYHICTb SIKOTO MOYKHA OPiBHATH i3 tistoro ['EC
Ha J{Hinpi, Oys10 BBEICHO y MPOMHUCIIOBY SKCILTyaTaIlil0 TpH poKH Tomy. [Ticist
KOPUTYBaHHS MPOEKTY OyJI0 BHECEHO KOPEKTHBH 11010 OyIiBHUIITBA BEPXHbBOT
Bogoimu. Ockimbku [HicTpoBchbka [AEC € MaHEBpOBOIO CTaHINE0, TO OYII0
MPUIAHATO PIIIEHHS PO 30UIBIICHHS] MAaHEBPOBOI TOTYKHOCTI M TIepexia Bij
J000BOTO Ha TIKHEBHUH rpadik peryaroBaHHs, a TAKOXK 3aBEepIICHHs OyIiBHU-
[ITBa BEPXHHOI BOJOWMH B IMIOBHOMY 00cCs3i. 3aBIaHHs BUKOHAHO, 1 Temep 3a
PaxyHOK 3MEHIICHHS CIOKHBAHHS a3y il Ma3yTy €HEpreTHKH MaroTh 3MOTY
eKOHOMHTH O0Ju3bk0 800 MITH TPH MIOPIYHO.

Sk 1 Oymo oOIIsIHO KepiBHULTBY AEPXKaBU Ta TPOMaJICHKOCTI, IIOCTABIICHE
nepe; HaMu 3aBJaHHS PO3IOUYaTH ITyCKOBI oOIeparlii Apyroro rigpoarperary
ctaHuii Bxe y rpyasi 2013 p. Ta BBecTH B eKCIUTyaTalliio MepIry Yepry y cKiia-
Ii TppoOX rimpoarperariB y 2015 p. 3rigHO i3 3aTBep/KEeHHM rpadikoM Mae
OyTH BHKOHAHO.

3apa3 poOOTH B IIaxTax APYroro i TpeThOTo Tipoarperary, B MAIIMHHOMY
3aii, Ha HaHOinpIIiH mTy4Hild BogoiiMi TAEC y €Bpomni Ta iHIINX ITycKOBUX
00’exTaxX BeAyThCs 0e3 3yNMUHKH, 3aMOBIICHHS Ha BCE OCHOBHE TiIPOCHIIOBE
oOaHaHHS CTaHIII] BKE PO3MIIIIEHO Ta CIIJIAa4YeHO aBaHCOBHUM TuiaTexxeM. Lle
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30ipHuK Mamepianie MidcHapoOOHOT HaAYKO8O-NPAKMUYHOT KOHhepeHyil

oOnamHaHHs OyJie BITUM3HSHOTO BUPOOHMIITBA, a caMe JIEP’KaBHUX 3aBOJIIB
«TypGoatom», «EnexTpoBaxkmanny, 3anopi3pKoro TpaHc(hopmMaTopHOro 3aBo-
Iy, 9UM BiJIBEPTO HHUIIAEMOCS.

Humni 3ycnims « YkprizpoeHepro» pa3oM i3 MiHICTEpCTBOM EHEPIeTHKH Ta
BYT'UJIHOI IPOMUCIIOBOCTI YKpaiHU CIIpSIMOBaHi Ha MOHTAX 1 IMycK o0OnaHaH-
Hs IPYTOTO TiIpoarperary, 3aBepIICHHs OyIiBHUITBA XXUTIOBOTO OYIUHKY Ta
BHKOHAHHS HU3KH B3SITHX Ha ce0e 3000B’s13aHb TIepe/l MiCIIEBUMHU MEIITKAHIIS-
MU I[OJI0 PO3BUTKY PErioHy. AJKe pa3oM i3 3aBEpIICHHAM POOIT MO APYroMy
rigpoarperary JomssM Oyio OOIITHO O KIiHIL POKY 3[aTH B CKCILIyaTaIliio
0araTornoBepXoBUH KUTIOBHH OynnHOK Ha 114 kBapTH.

3BHUaifHO, 110 peasizytoun npoekT OyaiBHULTBA 1 JHicTpoBCchkoi TAEC,
1 IHIIMX HOBUX 00’€KTiB, « YKPTigpoeHepro» Oepe yJacTh y pO3BUTKY iH}ppa-
CTPYKTYPH TIPUJICTIIUX TEPUTOPIH, I YOro y MPOEKTH OyIiBHUIITBA 3aKJiia-
JAIOThCsl BiAMOBiAHI KomTH (y BUMAAKy i3 JIHicTpoBchkoro Ta KaHiBChKOIO
I'AEC — 1o 300 mutH rpH). Taka mormoMora gae 3MOTy BUPIIIIATH YAMAIIO TIPO0-
JieM palioOHIB Ta 00JIaCTe, OB’ A3aHMX 13 OYIBHUIITBOM 00’ €KTIB COIiabHO-
KyJBTYypHOT c(hepH, KUTIOBO-KOMYHAILHOTO TOCIIOAAPCTBA, BHKOHAHHS POOIT
i3 6maroycrporo. Hanpuxian, y M. Cokupsia, 110 noomm3y OyniBHuiTBa J{Hi-
crpoBcbkoi TAEC, Mu npodinaHcyBaiiu OyJIiIBHUIITBO Cy4acHOI palilOHHOI JIi-
KapHi, sIka HWHI 00CIIyTrOBy€ MEIIKAHI[IB YChOTO PaiiOHy, TAKOXK B3SUTH y4acTh
y ¢iHaHCYBaHHI OyIiBHHITBA pailoHHOTO OYIUHKY KyIETYypH B M. HoBomHi-
CTPOBCHKY. Y IIbOMY XK MiCTi MU (hiHAHCY€EMO MTPOKJIIAIaHHS BOJOTIPOBOY, 3/TiH-
CHIOEMO KamiTajbHEe OyIIBHUIITBO I PEKOHCTPYKIIIIO €JIEKTPUIHUX 1 TETNIOBUX
Mepexk. Y Takux MpoeKTax OyIiBHUIITBO MO3UTHUBHO BILTMBAE HA COIiaIbHO-
€KOHOMIYHHUH PO3BUTOK PETIOHY: MOJIIIITYETHCS TPAHCIIOPTHA MEpeka, 301JTb-
HIY€ETHCS] HAAXOKEHHS KOIITIB JI0 MICIIEBOIO OIOKETY, 3’ ABJISAIOTHCS J0AaT-
KOBi po00dUi MiCIIs TOIIIO.

Hanpuxitan, va oyaisaunTei JaictpoBebkoi [TAEC 3aisiHO AB1 THCSYI JTFO-
JIeH 1 IeCATKU BITUU3HSIHHUX OyIiBEIbHUX, MOHTQKHUX, TPAHCIIOPTHUX, HAy-
KOBHX Ta IHIMNX MiAMPUEMCTB 3 yCiX KyTOUKiB YKpaiHu (Maibke i3 TpeTHHU
obmnacreit). CBOIMH 3aMOBJICHHSIMH MU JIOTIOMOTJIM BHXKUTH Y CKPYTHI 4ach
i BITUM3HSHUM BUPOOHUKAM TiAPOCHUIOBOTO Ta EIEKTPUYHOIO OONagHAHHS.
ToOTO Taki MPOEKTH HEOOXIMHO PO3TISLAATH SK PYIIiiHI TS COIIaIbHOTO Ta
€KOHOMIYHOTO PO3BUTKY PETIOHIB.

He na croBax 1 He Ha narnepi, a peajJbHOI0 CIIPAaBOIO MU MTPOJIEMOHCTPYBAIH
CIIPOMOKHICTh CAMOCTIIHO pealtizyBaTy Takuii aMOITHHI 1 MacIITaOHUI TIpo-
€KT, 3pYIINTH 3 MiCIlsl TIporiec OyIiBHUIITBA Ta peaHiMyBaTH PaJTHCHKUI JIOB-
roOy/1, MeperissHyTH MPOEKT 1 3abe3neunT Horo peanbHUM (piHaHCYBaHHSIM
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BJIACHUMHU CHJIaMH, 0€3 3aTy4YeHHS 30BHIIIHIX KPEIUTIB, 3HANTH HEOOXiTHE 00-
JIaIHaHHS Ta BUCOKOKBaJli(hikoBaHUX (PaxiBIiB HA OATHKIBIIMHI, OpraHi3yBaTu
BeCh OyIiBEIBbHUI MPOLIEC i IaTU PEe3yIbTaT — MPALIOIYY TiPOaKyMYTIOKTY
craHMiro. CaMe 11e cTaio JOMIHYIOUNUM MPHU MPUHHSTTI PIICHHS MiXKHAPOIHU-
MU (iHAHCOBUMH OpTaHi3allisiMi PO3IVISHYTH Y4acTh Y (iHAaHCYBaHHI 1HIIMX
nmBox 00’ekriB — KaniBebkoi [AEC 1 Kaxoscerkoi 'EC-2. Mu noBenw, 1o cipo-
MOXKHI peasi3oByBaTH MPOEKTH, OyTH B HUX HATIHHUMHU MapTHEpaMH, edek-
THUBHO BUKOPHCTOBYBAaTH KOIITH i PO3BUBATH I'aly3b, aJP)KE€ MU CBOE€YACHO Ta B
MOBHOMY 00Cs131 BUKOHYEMO 3aBJaHHs, BU3HAUCHI B OHOBIICHI EHepreTnyHii
crparerii 10 2030 poky, 1o nepeadadae 3a Oy/b-IKOT0O CIICHAPII0 PO3BUTKY TI0-
MUTY HEOOXiTHICTh OyiBHUIITBA HOBUX TiAPO- T TiAPOAKYMYITIOIOUYNX HOTYX-
HocTeit. Peaizarist Bcix 3a3HaYEHUX MPOEKTIB facThb 3Mory 10 2030 p. noBectu
yactky ManeBpenux notyxHocreid [EC i TAEC y 3aranpHOoMy OajaHci raimysi
13 7 1o 16 %. Mu X04eMO TOCSITTH TAKHX CAMHX ITOKA3HUKIB, K1 CTaBIATH cOO1
3a MeTy po3BHHEHI KpaiHu €Bpomneiicbkoro Corosy.

ByniBHUIITBO ¥ PO3BHUTOK T1IPOCHEPTETHKH HEPO3PUBHO TIOB’sA3aHi 3 PO3-
BUTKOM €KOHOMIKH JIep>KaBH Ta 3MIITHEHHSIM ii eHEepreTUYHO1 He3aIeKHOCTI.

€BPONENCHKHM JTOCBIJ PO3EY10BU
CUCTEMMH 3AXUCTY KPUTUYHOI IHOPACTPYKTYPH:
YPOKH JIJISI YKPATHH

BIPIOKOB /Imutpo CepriiioBuu,
cmapuiuti KOHCYIbmManm 8i00iny eKonoeiuHor
ma mexnozennoi besnexu HIC/]

HuHi BHCOKMH CTYIIHB YIPOBaKEHHS HOBITHIX TEXHOJIOTIH € O3HAKOIO
PIiBHS PO3BHHEHOCTI KpaiHW, BU3HAYAIHLHUM YHMHHUKOM ii €KOHOMIYHOI KOH-
KypEHTOCIIPOMOXKHOCTI, a OTXKe, i HeOOXITHOI0 YMOBOIO JOCSTHEHHS IILIEH,
10 BU3HAYAIOTHLCS HAllIOHAJILHUMU iHTepecamu. BomHoyac pa3oM i3 6ararbma
nepeBaraMi TEXHOJIOTIYHUN MPOTrpec CTBOPHUB YMOBH Oe3mpereieHTHOI 3a-
JISKHOCTI 1 OKPEMOI JIFOIMHY, 1 CYCITIILCTBA 3aralloM BiJl CHCTEM, IO HATAIOTh
iH(pOpMaIliitHi, KOMyHIKalliliHi, TPaHCIIOPTHI, €HePTreTHYHI, (DiHAHCOBI ¥ 1HII
nociayry. 3 pyiHyBaHHSAM TaKHUX CHCTEM HHHI IOB’SI3yIOTh HaiOinbl HeOe3-
megHi Oe3MeKOBi CIeHapil I MPOBIMHUX JEpKaB CBITY, 30KpeMa I KpaiH
€C. ToMmy, 3Baxaroun Ha OOMEKEHICTh PecypciB, 00’ EKTHBHY HEMOXKIIUBICTh
3a0e3neynTy a0COMIOTHUM 3aXUCT 1 Oe3MeKy BCiX 1HPPaCTPyKTYpPHUX CHUCTEM,
y OaraTbox KpaiHaxX CBITY IMIUIEMEHTYEThCS KOHIICIIIiss KPUTHIHOI iH(ppa-
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ctpykrypu (KI), o nae 3Mory CKOHIIGHTPYBATH yBary Ha CHCTEMax, Mepexkax
Ta OKpeMHX 00’€KTaX, 3HUILEHHs a00 MOPYIIEHHsS poOOTH SIKUX MaTuMe CyT-
T€BI HETaTHUBHI HACIIAKH JUIS HAIliOHAJBHOI O€3MEKH KX KpaiH'.

Ha mowarky XXI cr. y HaykoBUX poOOTax IMoYyayd HArojollyBaTH Ha
HEOOX1IHOCTI MOJANBIIOT0 PO3BUTKY MEXaHi3MiB 3aXUCTy eBporeiichkoi KI
Ha OCHOBI TPAaHCATJIAHTHYHUX B3a€EMOBIJTHOCHH B €KOHOMIUHIH 1 Oe3MeKoBiit
ctepax®. Ha toit wac y Crionydenux Illtarax Amepuku Bike Oyiau ckoeHi 6e3-
IpEeLeICHTHI TEPOPUCTUYHI aKTH I Y BIJIOBIAb HA HUX MPUUHATI 3aKOHOIAB-
9i aKkTH, B sAKUX 3axucT Kl Big TepopHCcTHYHMX 3arpo3 BU3HAYABCS SIK OJIHE 3
OCHOBHUX 3aBJIaHb CHCTEMH 3aXUCTy HAI[IOHAIFHOI OE3TEKH.

Y €C, po3yMmitoun piBeHb 3arpo3 i BaxiuBicTh 3axucty K, Takox iHi-
[IIOBAJIA TIPOIICCH CTBOPCHHS MPABOBUX Ta OPTaHi3aIlifHAX MEXaHI3MIiB y
i cdepi. [ouarkoM mijecnpsMoBaHOI POOOTH MOKHA BBaYKaTH 3BEPHEHHS
y 2004 p. €Bponeiicbkoi Pagu 1o €Bpomneiicskoi Komicii (€K) 3 nopydeHHsm
OO MiATOTOBKH 3araiibHoi crparerii 3axucty Kl. Ve B xoBtHI 2004 p. €K
onprIronHIIa OQIIiiiHe OB IOMIICHHS, B SIKOMY MiCTHIIMCS 1 OIS XiM, 3/1iH-
CHIOBaHUX €BpOKOMici€lo y 1iii cdepi, 1 TPONo3uIlii CTOCOBHO AOAaTKOBUX 3a-
XOJIiB 331715 BJIOCKOHAJICHHS €BPOTIEHCHKOI CHCTEMH 3aIl00iraHHs, TOTOBHOCTI
i pearyBaHHS Ha TEPOPUCTUYHI araku, crpsiMoBaHi mpoTu enemenTiB KI. Ta-
KOX y TIOBIZIOMJICHH] 3a3HAYa€ThCs, 1110 Yepe3 3HaUHy KUIBKICTh 00 €KTIB, sKi
MOTEHIIIHHO MOXYTh OyTH BimHeceHi 1o K, 3abe3neuntu ix 3aXucT Ha 3araib-
HOEBPOIIEHCHKOMY PIBHI HEMOXIIUBO, TOMY, KEPYIOUHUCh IPUHIIUIIOM CyOCH-
JapHOCTI, 3arajJlbHOEBPONEHCHKUM IHCTUTYIISIM MOTPIOHO CKOHIIEHTPYBaTu
3yCHIUISA Ha 3aXHCTi TUX 00 €KTIiB, IPUITMHEHHS (QYHKIIOHYBAHHS SKUX MaTH-
M€ TPAHCKOPJOHHUH BIUIMB, 3JIMIIMBINY 32 KpaiHamMu €C BiIOBIIaIbHICTb
3a iHmi 00’ ekTH. BomHOYac HaronomryeTsces, o miaxin o 3axucty Kl B ycix
kpainax €C mae OyTH 3araJpHHM. 3a0e3NeYnTH BIPOBADKEHHSA W peaisa-
Ii}0 TAKOTO 3arajbHOro IiIX0My MalTh €Bponeichka mporpama 3axucty KI
(ETI3KI) ta €Bporneiicrka iHpopMaliiiHa Mepexa nonepemkeHHs moao Kl
(European Critical Infrastructure Warning Information Network, CIWIN).

! CEPS task force report: Protecting critical infrastructure in the EU / B. Hammerly,
A.Renda. — Brussels : Centre for European policy studies, 2010. — 100 p.; Critical infrastruc-
ture protection at the European level // Studia diplomatica. — 2011. — LXIV-1 [Enexrponnnit
pecypc]. — Pexxum noctymy: http://www.nonproliferation.eu/

2 Lembke J. EU critical infrastructure and security policy / J. Lembke // European eco-
nomic and political issues. — Nova Science Publishers Inc., 2002. — Vol.6. — P. 49-79.

> Communication from the Commission to the Council and the European Parlia-
ment of 20 October 2004 — Critical infrastructure protection in the fight against terrorism
(COM/2004/702 final) [Enexrponnuii pecypc]. — Pexxum noctymy: http://eur-lex.europa.
eu/
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B odimiiinomy mosimomienni Ne 786 (2006 p.)* €K pekomenyBaga BCiM
kpainam €C BxuTH 3aX0/1iB, 3a3Ha4eHux y €I13KI, y HalioHaIbHUX 3aKOHO-
JIaBYMX aKTax 1 po3poOuTH HamioHanbHI mporpamu i3 3axucty Kl. B €I13KI
HaJaHO KPUTEpil po3MeKyBaHHS HaIllOHAIBHOI (IOpYIICHHS (YHKIIOHYBaH-
Hs 11 eIeMEHTIB Ma€ BIUIMB JIMIIE B MeXaX okpeMoi kpainu €C) 1 3araapbHOEB-
ponelchkol (BUHMKHEHHS TPAHCKOPIOHHHUX HACIIAKIB, TOOTO Ma€ BIUIMB IIO-
HaimeHnine Ha 1Bi kpainu €C) KI. Ocnosuumu pexomenoayiamu iz saxucmy KI
onsa kpain €C € Taxi:

* po3pobuTH HamioHaNbHY nporpamy 3axucty Kl sk poxymeHT, mo mae
MIPaBOBY CHITY;

* 33/I0BOJIbHUTH TAaKUH PIBCHb OXOPOHHU 37I0POB’sI, TEXHOJOTIUHOI 0e3-
MeKH, HaliOHAJIbHOT Oe3MeKH, COILialbHO-€KOHOMIYHOTO J00pOo0yTY, SKHH
rapaHTyBaB OM «THYYKICTB» (CTIMKICTh, HE3JITaMHICTb) HaIlil 10 3arpo3;

* yHi(iKyBaTH 3ycuHJUIs, crpsiMoBaHi Ha 3axucT Kl, HagaBmm exuHOMY
JIep>)KaBHOMY OpraHy, IO 3BITYe€ i3 bOr0 MUTaHH, QYHKIIT KoopAnHAaLii Ak
JIep’)KaBHUX OPraHiB BIIAJIH, K1 CIEMIalli3yrOThCS i MAFOTh TiCHI BIJIHOCUHH 3
rayry3ssMy IPOMHCIIOBOCTI, /10 SIKUX HajexaTh 00’ ekt KI;

* BU3HAYHUTH OpTaHU JAep>KaBHOI BIIaJ¥, BiAIOBinanbHI 3a cextopu Kl, Ta
BIJIMTOB1/THI KOMITaHii IPUBATHOTO CEKTOPY;

* CTBOPUTH YMOBH JJIs1 €(peKTUBHOI B3aeMOii Ta 0OMiHy iH(opMaIi€ro,
JaHUMH ¥ JOCBioM MK KpaiHamu-uieHamu €C, MDKHapOJHOTO CIIiB-
POOITHUIITBA 1 TPUBATHUM CEKTOPOM;

* 3pOOUTH BHECOK y CTBOPEHHS FapMOHI30BaHOTO MeToAy Ha piBHI €C Ta
€BPOIIEHCHKOT CHCTEMH aHai3y PH3HKIB.

[Momo CIWIN, To OCHOBHUM 3aBJaHHSAM Ili€i MEpEXki € CTBOPEHHS 3a-
c001B xoopauHaiii Ta iHpopmarniiHoro oominy mono Kl Ha 3aranbHO€EB-
pormeiicekomy piBHI. CIWIN XapakTepH3yeTbcs BHCOKMMH BHMOTaMH [0
3a0e3mnedyeHHs iHpopMaliiiHoT Oe3neKkH, OCKUIBKHA B MEPEkKi 00poOIIIeThCs
iHdopmaris, € yyTIuBa 1monao 3abesnedyeHHs Oesmnexku o0’extiB KI. Yepes
BHCOKI TEXHIYHI BUMOTH 1 YHIKaJBbHICTh 3a3HAa4YCHOI iHQOpMaIiiHOI CHUC-
TeMH TiATpUMKa i QyHKIIIOHYBaHHS OIIHIOETHCSA B ToHaa 600 THC. €BpoO
HIOPIYHO’.

* Communication from the Commission on a European Programme for Critical Infra-
structure Protection (COM/2006/786 final) [Enextponnwmii pecypc]. — Pexxum mocrtymy:
http://eur-lex.europa.eu/

> Accompanying document to the proposal for a Council decision on creating a Critical
Infrastructure Warning Information Network (CIWIN) : commission staff working docu-
ment / Impact assessment (SEC/2008/2702) [Enexrponnuii pecypc]. — Pexxum mocrymy:
http://eur-lex.europa.eu/
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Yemanoenenna xpumepiie i euznauenns noxkasHuxig, 3a SKHUMHU IICBHI
iHppacTpyKTypu abo ixHi eneMeHTH MoxHa BigHectu 10 KI, € oxpemum
MUTAaHHAM JUIs BUBYeHHS. [lpomosmmii momo mpouenypu Ta KpHUTEpiiB
Bu3HaueHHs 00’ ekTiB Kl Ha 3arampHO€EBporelichbKoMy piBHI Oyiv TipeicTaBlIeH]
B 3eneniil kuusi (2005 p.)°. YV Hiit posrmsmanucs 11 cexropis KI, B siki Gyio
BKJIFOYEHO 37 Ti/ceKTopiB. 3rooM, IMiJ] 4ac MiIrTOTOBKH MPOEKTY ANPEKTHBU
Oyi10 BHeceno i 11 cekropiB i3 29 mimcekropamu’, a BKE B yXBaJeHIid
mupektuBi €K® 3ramyeTbest TUTBKH JBa CEKTOPH, IO CKJIAMAIOTHCS 3 TAKUX
BOCBMH ITi/ICEKTOPIB:

* cHepreTuka (EJIeKTpOMepeki Ta 00 €KTH 3 IeHepyBaHHA Ta Tepenadi
elekTpoeHeprii; HadtonepepoOHa i HadTOBHIOOYBHA POMHUCIOBICTH,
Ha(TONPOBOIM Ta CXOBHUINA; Ta30BHA00YBHA IPOMHCIIOBICTh, Ta30MPOBOIM,
TEPMIHAIIN CKPAILJICHOTO ra3zy);

* TPaHCIOPT (aBTOAOPOKHIH; 3aIi3HUUHUM; aBialiifHuil; piukoBuil ¢JIoT;
OKeaHIYHHH Ta MOPCBHKHH (JIOT 1 MopTH).

Enementun Bcepenuni KI, cBo€ro 4eproro, TaKoX MOXKYTh OyTH BIIOPSIJIKO-
BaHi 3a 3HaunMmicTio. Hanpukian, y IlBeiinapii HaiiBaromimoro 3Ha4eHHs Ha-
JIAHO JBOM IIIJICEKTOpPAaM €HEpPreTHKH (IIOoCTadaHHs ra3y Ta eleKTpoeHeprii),
0aHKIBCHKHM YCTaHOBaM, iIHPOPMAIIIHHAM TEXHOJIOTISAM 1 TEJIEKOMYHIKAITisM,
3aJII3HUYHOMY TPAHCIIOPTY ¥ aBTOMOOIIBHUM IILISIXaM, a TAaKOK MEpExi Io-
CTayaHHs TUTHOI BOIH’.

Busnauenns kareropiii 06’extiB KI 1ae 3Mory BcTaHOBUTH U EPEHIIINHO-
BaHi BUMOTH J10 3a0e3medueHHs Oe3MeKkH UX 00’ €KTIB 3 ypaxyBaHHSIM, 30Kpe-
Ma, CTyIeHs MOTEeHIIfHOT HeOe3NeKH 3/1iiCHEeHHS aKTy HEe3aKOHHOTO BTpyYaH-
Hs 200 TepakTy 1 HOro MOXJIMBHX HACIIKIB.

@ynxyionysanns Kl nog’azyemocs 3 niOmpumanHam JHCummeso 6adiciu-
8ux QyHKYIil y cycninbcmsi, 3axucmom 6azoeux nomped i 3a0e3neyeHHsm 8io-

® Green paper on a European programme for critical infrastructure protection
(COM/2005/576 final) [Enexrponnuii pecypc]. — Pexxum nocrtymy: http://eur-lex.europa.eu/

7 Proposal for a Directive of the Council on the identification and designation of Eu-
ropean critical infrastructure and the assessment of the need to improve their protection
(COM/2006/787 final) [Enexrponnuii pecypc]. — Pexxum nocrymy: http://eur-lex.europa.eu/

8 EU Council Directive 2008/114/EC of 8 December 2008 on the identification and des-
ignation of European critical infrastructures and the assessment of the need to improve their
protection / Off. J. of the European Union [Enexrponnmnii pecypc]. — Pexxum noctymy: http://
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2008:345:0075:0082:EN:PDF

° Brem S. Developing a national CIP strategy: Swiss experiences and results / S. Brem //
European CIIP Newsletter. — 2009. — Vol.5, No.2. — P. 13-15; The Federal Council’s Ba-
sic strategy for critical infrastructure protection / Federal Administration [Enexrponnuii
pecypc]. — Pexxum noctymy: http://www.bevoelkerungsschutz.admin.ch
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yymms Oesnexu i 3axuwyenocmi y nacenenns. Hanpuknan, y Hopserii mbomy
MUTAHHIO OyJIO MPHIICHO YBary y 3BiTi ypsIOBOT KOMICIi, IKy 040JIFOBaB €KC-
npem’ep-MiHicTp Kope Bimtok. Ceper HOBUX BUKIJIMKIB, TIOB’I3aHUX 13 Oe3Ie-
KOO CYCIIBCTBA, OyJIM Ha3BaHI, 30KpeMa, TEXHOJOTIUHI 3MIHH, IiIBUIIICHHS
E€KOHOMIYHOT €()EeKTUBHOCTI W THCKY, 3HHKCHHS TIOBHOTH JCPKaBHUX TMOCIYT
Ta ayTCOPCHUHT JEPXKaBHUX MOCIYT st KoMepiiiiaux mianpuemcts!’. I1i mpo6-
JIeMH, pa3oM i3 MOSBOIO TaKHX «HOBHX» 3arpo3, sK TepPOpU3M, OpraHi3oBaHA
3JIOYMHHICTB 1 KJIIMATWYHI 3MiHH, IPUHIIMITOBO 3MiHUIIM KOHTEKCT IS BiJOMCTB
1 CIIeIiaTi30BaHUX CITYKO, BiIIIOBINAILHUX 32 MATPUMKY i 3axucT KI.
3aeposu Kl € pisnomanimuumu, a coyianbHo-eKOHOMiYHI HACTIOKU IX peai-
3ayii CKIAOHO OYiHUMU Yepe3 YUCIeHHI KacKaoHi eghexmu i 63a€MON08 a3aHicmy
piznux 06 ’exkmie KI. SIckpaBUM TPUKIaOM [BOTO TBEPIDKEHHS € OQiliiHi
OIIIHKK HACIiAKIB TepakTiB, ckoeHHX y BepecHi 2001 p. y CHIA, mus aBia-
idHOTO TpaHCHoOpTy B €Bpomi. 3a oriHkamMu Acoliallii €éBponeichbKuX aBia-
niHil (4ssociation of European Airlines) naniHHs MONUTY Ha MacaXHPCHKi
aBiamepeBe3eHHs CTaHOBIIIO 15-30 %, 110 CIpUYIMHUIIO B OCTAaHHEOMY KBap-
tami 2001 p. BTpat oOcsroM 3,6 MIpJ €BPO Ta CKOpodeHHs Onmu3bKo 17 THC.
poboumnx Micup (Maike 5 % TpaliBHUKIB) Y €BPONEHCHKUX aBiakoMmaHisx '

TepopucTHYHI aKTH, CKOEHI B €BpoIelchkux KpaiHax y 2000-x pokax, 3a-
CBIJTYMITH, 1[0 HABITh 32 HASIBHOCTI PO3Traly>KEHOI CUCTEMH MPOTHU/IiT TEPOPH3-
MY Ha iX TepuTOopil iCHy€ 3HaUHHH TEPOPUCTUYHUH pU3HK. AHaIi3 odiliitHOro
3BITY, CKJIaJieHOTO Micis Tepakty B Jlonmoni (sunens 2005 p.), CBIIYUTS, IO
iH(dpacTpyKTypHi 00’ €KTH i MiCIl MACOBOTO CKYITYEHHS JIFOJICH € TyXKe Bpas-
JIMBUMH JI0 TEPOPUCTHYHUX 3arpo3!?.

Iama rpyna 3arpo3 (IpHEPOTHOTO XapakTepy), SK CBIMUUTH CTATHCTHKA
MiKHaponHOi 0a3u MaHWX 3 HAI3BUYAMHUX CHTYyaIliil'’, XapaKTepu3yeThCs
TEHJICHIIEI0 0 3POCTAHHS YHCEIBHOCTI CTUXIHHUX METCOPOJIOTIYHUX SBUIIL
1 po3mipy ix HachinkiB s kpain €C. Tomy menani Oinplne yBaru mpUIis-

19 Protection of critical infrastructures and critical societal functions in Norway // Report
NOU 2006:6 submitted to the Ministry of Justice and the Police by the government ap-
pointed commission for the protection of critical infrastructure on 5th of April 2006 [Emext-
pouHuit pecypc]. — Pexxum nocrymy: http://www.regjeringen.no/

' The repercussions of the terrorist attacks in the United States on the air transport
industry (COM/2001/574 final) : communication from the Commission to the European
Parliament and the Council [Enexrponnmii pecypc]. — Pexxum moctymy: http:/eur-lex.eu-
ropa.eu/

12 Report into the London terrorist attacks on 7 July 2005 / Presented to Parliament by
the Prime Minister // Intelligence and Security Committee, 2006.

13 EM-DAT : The OFDA/CRED International Disaster Database / Université Catholique
de Louvain, bproccens, benbrist [Enexrponnuii pecypc]. — Pexum gocrymy: www.emdat.be
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€ThCS JOCIIDKEHHSIM CTIMKOCTI €JIEKTPOCHEPTETUYHUX MEpEeX, SIKi BBaXKa-
FOTHCSI HAWOITBII BPA3IUBUMH 10 KIiMaTHuHuX YnHHUKIB'®. HebesneuHicTh
OCTaHHIX, a TAKOXK CTUXIMHUX JINX BUKJIMKAHA OHOYACHUM BIUTHBOM Ha Pi3Hi
00’exTH ¥ HaBiTh cektopu Kl, BHHUKHEHHSM aBapiii yepe3 T.3B. BiMOBH i3
3arajJbpHOI IPUYMHH, A00 KaCKaJHUM BIUTMBOM TaKUX BiIMOB'’.

MacmrabHi aBapii B €1eKTPOCHEPreTHYHIX MEPEKaX CBIAYATH PO HIiTb-
HUH B3a€MO3B’ 30K MiXk pisHUMH cekropaMu KI, pi3HOMaHITHI posiBu edek-
Ty KackajHux BigMoB. Hampukian, «3aremHeHHs» B Itamii, mo BigOymocs
y BepecHi 2003 p., mpusBeno o nepedoiB y (yHKIIIOHYBaHHI 3ali3HUIHOTO
TPAHCIOPTY, CIAYX0 Ta yCTaHOB HAJAHHS MEIMYHOI JOIIOMOTH HACEJICHHIO,
(iHAHCOBUX EJNEKTPOHHUX CEPBICIB 1 3arajoM YCiX TEJICKOMYHIKALIHHUX Me-
pex'®. TIpoBesieHi HOCiKeHHS (yHKIIOHYBaHHS €IEKTPOCHEPreTHYHHX Me-
pPEeX TaKOX CBiauYaTh, O PU3UKH BUHUKAIOThH 1 BHACIIJOK HEJOMIKIB CTPYK-
TYpHOI IOOYIOBH caMoi Mepexi, 1 Bpa3IuBOCTel, 1110 MatoTh 11 iH(opmaniiHi
Ta Kepyroui migcucremu'’.

beszanepeuno, 3-nomisic mexnozennux 3aepos ons Kl ocobnugy nebesnexy
cmanoename Kibepsaeposu. Kibeparak 3a3HalOTh CepBEpH JICPKABHUX yCTa-
HOB, BEJINKMX KOMIIaHii, 0aHKiB, Oipxk'S. HalOiab1 po3IOBCIOHKEHOIO0 MeEpe-
JKeBOrO Kibeparakoro € DoS (denial of service) — ataka, Mo CIIPHYUHSIE BiJ-
MOBY OOCIIyTOBYBaHHs arnapaTHoro 3abesnedeHHs. Taka kibeparaka y IpyaHi
2012 p. cnpu4rHWIA BiIMOBY cepBepiB HaiOLIbIoi B HiMeuunHi koMmaHii 3
reHepyBaHHs BiIHOBIIOBAHOI eJeKTpoeHeprii'”.

HosimHnvorwo mendenyicto cmanu Kibepamaxu Ha NPOMUCIO8I cucmemu
agmoMamu308anH020 ynpagiinus mexuvonoeiunum npoyecom. llle monemaBHa
BBKAJIOCS, 1110 TaKi CUCTEMH HE MOXYTh CTAaTH IUJUIIO KiOepaTakH, OCKiJb-

4 Rubbelke D. Tmpacts of climate change on European critical infrastructures: the case
of the power sector / D. Rubbelke, S. Vogele // Environmental science and policy. — 2011. —
Ne 14. —P. 53-63.

15 Guikema S. D. Natural disaster risk analysis for critical infrastructure systems: an
approach based on statistical learning theory / S. D. Guikema // Reliab. eng-ng and system
safety. —2009. — Ne 94. — P. 855-860.

1 Rosato V. Modelling interdependent infrastructures using interacting dynamical mo-
dels / V. Rosato, L. Issacharoff, F. Tiriticco, S. Meloni [at al.] / Int. J. of Critical Infrastruc-
tures. — 2008. — Ne 4. — P. 63-79.

7 Fridheim H. En sarbar kraftforsyning : Sluttrapport etter BAS3 / Forsvarets Forsk-
ningsinstitutt, Kjeller / H. Fridheim, J. Hagen, S. Henriksen [Kpuxka Bnazga : 3akaroqHuit
3BiT 1t BAS3 / locnigaunpkuii iHcTuTyT 000ponu. — Defence Research Establishment, m.
Keemnep], 2001.

18 International CIIP Handbook / edt. A. Wenger, J. Metzger, M. Dunn. — Zurich: Swiss
Federal Institute of Technology, 2012. — 218 p.

1 European renewable power grid rocked by cyber-attack [Enexrponnwuii pecypc]. — Pe-
®uM foctymy: http://www.euractiv.com/energy/european-renewable-power-grid-ro-news-5
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KH TIPOMHCIIOBE 00JIaiHaHHS (BUPOOHWY1 KOHBEEPH, KOHTPOJICPH, TaTINKH i
CEHCOpH) 3a3BHYail 130JIbOBAHE HE JIMIIE BijJ 30BHINIHIX, a i BiJ] JIOKAJIBHUX
iHpopmaniitanx mepex. [Ipore y 2010 p. Biepiie Oynu 3apeecTpoBaHi BUIaa-
KW TIPOHUKHEHHS IIKiJUIUBOTO IPOTPAMHOTO KOy, IO 3MIHIOBAaB MapaMeTpH
PEXHUMIiB KOHTPOJIEPiB TEXHOJIOTTYHOTO TpoIiecy, 30MpaB i mepenaBaB OTpUMa-
Hi 3 HUX gaHi®.

3arpos3u i 060’ ekTiB KI OIIHIOIOTHCS 32 JOMOMOTO0 PI3HOMaHITHUX Me-
TOAMK 1 MPUKIAJHOTO MPOTPaMHOTO 3a0€31eUeHHS, OCHOBOIO SKHX € 3arajbHa
METOJIONIOTISl OCTaHHBOI, IPUIOMY TOJIOBHOIO OCOOJNUBICTIO OLIHKU PH3HKIB
Jutst KI € BpaxyBaHHS YMCIICHHUX B3a€MO3B’SI3KIB 1 3aJIS)KHOCTEH, PO 110 CBiJI-
9UTH 3BIT [HCTUTYTY 3axucTy ¥ Oe3meku rpoMasiH (BXOIUTh A0 ckiany Llent-
py CHOUTBHUX JOCITIHKeHb €BPOKOMICIi, po3TaioBaHoro B M. Icmpa, Itamis)?.

Bapro 3a3HauntH, 10 6 €C 6uUOiNA0OMbC 3HAYHI KOUWMU HA NPOBEOECH-
H5l HAYK0B0-00CTiOHUX npoekmis i3 memamuxu 3axucmy K. 3rafaemo nuiie
KiJbKa 3 HUX — Ha#binbin xapakrepHux. Bignosiano go npoekry MICIE?
OyJI0 PO3pOOIIEHO CUCTEMY OIOBIMICHHS, KA B PEKHUMI PEaIbHOTO Yacy Jae
3MOT'y BU3BHAYaTH PiBEHb MOXKJIMBHUX 3arPO3 JIJIsl IEBHUX CEKTOPIB Ta 00’ €KTIB
KI HebaxkaHuMU MOAisIMU B iHIIUX cekTopax. Y mpoekti IRRIIS * po3pob-
JISLTUCS MEXaHI3MH, IO MiABUINYIOTh HAIIHHICTD, )KUBYYIiCTh 1 CTIHKICTD 1H-
dbopmaniitaux cucteM. Tak, Oyiao po3poOieHo Habip mporpaMHUX 3aco0iB,
IO JAaf0Th 3MOTY MOJIEIIOBATH i IPOTHO3YBATH BILUIUB B3a€MO3B’S3KIB MiXk
pisauMu enementamu KI*, BUCOKHUI piBEeHb B3a€MO3aJI€KHOCTI MIXK SAKUMHU
MPOAEMOHCTPYBAIU TakoK pe3yinbratu mpoektiB CRUTIAL i DOMINO®.
Huska HaykOBHX MPOEKTIB PO3MNISIANHM TaKi MOB’s3aHI NMHUTaHHS, SIK 3a-
XUCT Big TepopuctuuHux arak (APENCOT — Analysis of the protection

2 Stuxnet Dossier // Symantec Security Response. — 2011. — February. — 68 p. [Enekr-
ponHuit pecypc]. — Pexxum nocrymy: http://www.symantec.com/

2! Giannopoulos G. Risk assessment methodologies for critical infrastructure protection.
Part I: A state of the art / G. Giannopoulos, R. Filippini, M. Schimmer. — Luxembourg: Joint
Research Centre of Institute for the Protection and Security of the Citizen, 2012. — 70 p.

22 Model tools for managing interaction between critical infrastructures and related de-
pendability and vulnerabilities (EU FP7 MICIE Project) [Enexrponnmuii pecypc]. — Pexxum
noctymy: http://www.micie.eu

2 Integrated Risk Reduction of Information-based Infrastructure Systems (EU FP6 IR-
RIIS Project) [Enexrponnnii pecypc]. — Pexxum goctymy: http://www.irriis.org

2 Usov A. Simulating interdependent Critical Infrastructures with SimCIP / A. Usov,
C. Beyel // European CIIP Newsletter. — 2008. — Vol.4. — No.3 [Enekrponnuii pecypc]. —
Pexxum mocrymy: http://www.irriis.org/

» Verissimo P. The CRUTIAL architecture for critical information infrastructures /
P. Verissimo, N. Neves, M. Correia, Y. Deswarte [at al.] / Architecting Dependable Sys-
tems. — 2008. — Vol. 5. — P. 1-27.
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of energy networks’ crucial objects against terrorism and proposal of
security standards), cTIAKICTh enekTpoeHepreTuuHuX Mepex (OCTAVIO —
Comprehensive approach definition to improve the security of energy control
centers;, SEMPOC — Simulation exercise to manage power cut crisis), BIUIUB
CHUCTEM KOCMIYHOTO 3B’SI3Ky Ha PO3BUTOK eKOHOMikH KpaiH €C i 3aranbHo-
eBporneiicekoi 6e3nexu (SECURESPACE).

3axucm KI nompebye napmuepcovkoi 63aemMo0ii Midic énacHuxamu ma one-
pamopamu KI, 3 00noeo b6oky, ma ypsaoosumu cmpykmypamu kpain €C — i3
opyeoeco. B odimiiiHomy moBimomieHHi €K 3a3Ha4aeThCs, MO «IOCHICH-
HS BUIMOBIJHUX 3aXOAiB O€3MEKH OpraHamMH JepKaBHOI BIIAJH, OB’ I3aHUX
i3 XBMUJICIO aTaK, SIKi CIIPSIMOBAaHI MPOTH CYCILIbCTBA 3arajioM, a HE MPOTH
OKpEeMHUX AI0YMX TPaBIiB IMPOMHCIOBOCTI, Ma€ OyTH 31iHCHEHO 3a paxyHOK
JepkaBm»?®, TOOTO OCTaHHSA Ma€ BigirpaBaTH TOJOBHY poiib mpu 3axucti Kl.
BonHouac BiAIOBIaNBHICTS 3a YIIPABIiHHS PU3UKOM, TIOB’ SI3aHUM 13 TPOMHUC-
JIOBUMH 00’€KTaMM, CHCTEMOIO IOCTadaHb, iH(GOpPMAIIfHUMH TEXHOJOTis-
MU H KOMyHIKaIliHHUMH MEpeKaMI, MalOTh HECTH BIACHUKH Ta ONEPaToOpH
00’extiB KI. Tomy iH(popmaliiiHi monepekeHHs, KOHCYIbTaTUBHI i 1opandi
Marepiajii MaroTh OyTH JOCTYITHUMH 1 JONIOMaraTi TpoOMaJICbKOCTi i TIpUBaT-
HOMY CEKTOPY 3aXHIaTh OCHOBHI CUCTEMH 1H(PACTPYKTYPH.

Bonnouac 3a0e3neueHHs Oe3neku Ta HaAiHHOCTI (DyHKIIOHYBaHHS BHMa-
ra€e 3HaYHUX (PIHAHCOBUX BUTPAT, a PIlIEHHS 1010 TAKUX 1HBECTHIII} TpHuiimMa-
FOTHCS MICTISl PETEILHOTO CKOHOMIYHOTO aHATI3Y «BUTPAT-BUT1. SIK CBigYaTh
JIOCTIIIKCHHS, KOMITIaHil, 1110 MPaIioI0Th Y TeJIeKoMyHikaniiHoMy cexktopi KI,
MPUAUIAIOTH 3HAYHO OLTbIIE YBaru CpOMOKHOCTI TEXHIYHUX CHCTEM JIOJIaTH
BiIMOBH (aBapii), 110 XapaKTepU3yIOThCsl BUCOKOKO HMOBIPHICTIO HACTaHHS,
ajie HU3bKUM PIBHEM BTPAT, TOAIL SIK aBapisiM, IO XapaKTEPHU3yIOThCsl HU3BKOIO
HAMOBIPHICTIO HacTaHHS 1 BKpail BUCOKHM piBHEM HACIiJKiB, MPUAIISIETHCS
MEHIIIe YBary i pecypcis®’. BUKOpHCTaHHS TaKoro IMiJXO/Y MOSCHIOEThCS Ha-
MaraHHsIMH{ KOMIIaHil CTBOPUTH IS ce0e PHHKOBI MepeBaru (3a NOKa3HUKOM
SAKOCTI TIOCJIYT) X0o4a O y CepeHbOTEPMIHOBIH IMEPCIIEKTHBI, 3aJIHIIAI0YHCh
MpUBaOJIMBUMU JJIs1 IHBECTOPIB.

% The repercussions of the terrorist attacks in the United States on the air transport
industry (COM/2001/574 final) : communication from the Commission to the European
Parliament and the Council [Enexrponnnii pecypc]. — Pexxum noctymy: http:/eur-lex.eu-
ropa.eu

27 Protection of critical infrastructures and critical societal functions in Norway : report
NOU 2006:6 submitted to the Ministry of Justice and the Police by the government ap-
pointed commission for the protection of critical infrastructure on 5th of April 2006 [Emext-
ponHuit pecypc]. — Pexxum nocrymy: http://www.regjeringen.no/
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s Ykpainn Moxke OyTH KOPHCHUM 00C8i0 iMniemenmayii Konyenyii 3a-
xucmy Kl 6 3akonodascmeax deaxux cxionoesponeticvkux Kpain. Hanpuxian,
Yy HOPMAaTHBHO-TIPaBOBill 6a3i PecryOmniku [osbia BBEACHO TEPMIH «3aXHCT
KPUTHYHOT 1HPPACTPYKTYPH», i IKHM PO3YMIFOTBCS BCI «3yCHIUIS, CIIPSIMO-
BaHi Ha 3a0e3neyeHHs (YHKIIIOHAIBHOCTI, HEMEPEPBHOCTI ¥ ITICHOCTI KpH-
THYHO BOXJIMBUX 00’€KTIB IHYPACTPYKTYPHU 3 METOIO 3aro0iraHHs 3arposam,
pHU3HKaM 1 BPa3JIMBOCTI Ta OOMEKCHHsI, a TaKOXK HeHTpasizallii iX HacIiaKiB
1 MIBUJIKOTO OHOBJICHHS 1H(OPACTPYKTYpH y BHITAJKy BiJIMOB, aTak Ta iHIIHUX
BUIAJIKIB, 1[0 MOPYIIYIOTH il HAJIE)KHE DYHKI[IOHYBaHHSI»E,

[lomiOHa cuTyarlist crocTepiraeThCsi B HOPMAaTHUBHO-TIPaBoBiit 6azi Cio-
Baipkoi PecnyOniku, ne y 2007 p. ypsa yxBanmuB KoHIENIir0 KpUTHYIHOT
indpacrpykrypu y Crosaipkiit Pecry0uii, ii 3axucty ta 06opoHu®, a Ha ii
ocHoBi y 2008 p. po3pobiieHo HarioHanpHy mporpaMmy 3axtcTy Ta 000pOHH
kputngHoi iHdpacTpykTypu®. Li HoKyMEHTH BU3HAYAIOTH 3arajibHi (KOHIICTI-
TyaJbHi) XapaKTepucTUKu crparerii 3axucty Kl, ajge He HagarOTh I1eTaTEHOTO
OTIMCY 3aXOIB 3 1 3A1CHEHHS.

YV 3akoHonaBcTBI PecyOniku Bonrapist TepMiH «KpUTHYHA 1HOPACTPYKTY-
pa» BU3HaueHo B 3axoHi «[Ipo 3axuct Bij cTHXiHHUX Jux» (koBTeHb 2011 p.):
KpUTHYHA 1HOPACTPYKTYypa € CUCTEMOIO abo il YacTHHOI0, HEOOXITHOK IS
MIATPUMKH JKUTTEBO BAXKIUBUX COLIATbHUX (YHKIIN, 310pOB’s, OC3MEKH,
E€KOHOMIYHOTO YH COINaIbHOTO J0O0poOyTy HAceleHHs, a i1 pyiHyBaHHs abo
3HUIICHHS MaTUMe CyTTEBHH HETaTHBHUHN BIUIMB 1 CIIPHYUHATE s bonrapii
HE3JIaTHICTh MiATpuMyBaTu Taki GyHkuii. [Ipuiinato takox [locranoBy Paan
MinictpiB «IIpo mopsiok, croci6 i KoMIeTeHTHI OpraHy I BU3HAYEeHHS KPH-
THYHOI iHGpacTPyKTypH Ta 00’€KTIB i OIIHKH pu3nKiB» (;koBTeHB 2012 p.)*!,
TaKOX JIIFOTh HOPMATHBHI JIOKYMEHTH, 1110 PETJIAMEHTYIOTh MTOPSIOK B3aEMO/Ii i

28 Act of 26 April 2007 on Crisis Management / iep. aHrii. MOBOO // YpsIOBHI LIEHTP
3 uTanb Oe3nexu PecmyOmniku [lonbma [Enexrponnnii pecypce]. — Pexxum noctymy: http://
rcb.gov.pl/eng/wp-content/uploads/2011/03/ACT-on-Crisis-Management-final-version-31-
12-2010.pdf

¥ Koncepcia kritickej infrastruktury v Slovenskej republike a spdsob jej ochrany a obra-
ny // MinicTepcTBO BHYTpimHIX crpaB Pecmy6niku CrnoBauaunna [Enexrponnuii pecypc]. —
Pexxum noctymy: http://www.minv.sk/?ochrana-kritickej-infrastruktury &subor=10691

3 Ndrodny program pre ochranu a obranu kritickej infrastruktiry v Slovenskej repub-
like // MinictrepcTBo BHYTpilHiX crpaB PecryOmniku CroBauunna [Enexrponnuii pecypce]. —
Pexxum mocrymy: http://www.minv.sk/?ochrana-kritickej-infrastruktury&subor=10692

3! Hapeoba 3a pena, HauMHA W KOMIETCHTHHTE OPraHH 3a YCTAHOBSIBAHE Ha KPUTHY-
HHUTEe UHOPACTPYKTYpU M OOCKTHTE MM M OLICHKA Ha pHCKa 3a TX // Bearapckusr mpa-
BeH nopran [Enexkrponnuii pecypc]. — Pexum noctymy: http://www.lex.bg/bg/mobile/
1doc/2135816878http://www.lex.bg/bg/mobile/ldoc/2135816878http://www.lex.bg/bg/mo-
bile/ldoc/2135816878
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MiXK OKPEMHMH BiJOMCTBaMH 100 muTaHb 3axucty Kl (muB. iHCTPYKILif0®?).
Binnosiano no nonoxens Jupextusu €K Nel14 2008 p. Paga Minictpis Pec-
myOniku bonrapis mpuiHSUIa IOCTAHOBY, B SIKid BU3HAYAETHCS MOPSIOK BU-
3HaueHHs 00’exTiB KI y 1BOX cekropax (eHepreTHKa i TPaHCIOPT), a TaKOXK
3aXOJIiB 3 1X 3aXHCTy>.

OTxe, MOJKHA CTBEP/DKYBATH, IO HUHI KOHIIENist 3axucty Kl iMruiemen-
TOBaHA 1 B 3araJibHOEBPOICHCHKOMY 3aKOHOJIABCTBI, 1 B HAI[IOHAJIBHHUX 3aKO-
HOJIaBCTBaX okpemux kpain-uneHiB €C. Ha piBHi €Bpocoro3y chopmMoBaHO
3arajpHy KOHIICTIIIIIO BUPIIIICHHS 3aBIaHb 3axucty Kl, Tomi sk Ha piBHI KpaiH
€C maroth OyTH po3poOIIeHi W peasi3oBaHi HalliOHANBHI TuIaHu 3axucty Kl.
3aranpHO€eBponelchkoio KI BBaskaeThes Ta, 1110 Ma€ TPAaHCKOPIOHHE (B MEXax
€C) 3HaueHHS; MPOTE BIMUYBAECTHCS TCHICHIIIS O MOCHJICHHS POJIi 3aralib-
HOeBporelchkux cTpykTyp €C mozo 3abe3neuenns 3axumieHocti K, BuzHa-
YeHHsI HEOOX1JTHUX 3aX0/IiB, 3a0e3MeUeHHs B3aeMO/Iii Ta 00MiHY iH(OpMAaIli€ro
y CIUIBHIN CHCTEMI PAaHHBOTO pearyBaHHSI.

VYkpaiHa 3a cBoiM reorpadiqHIM MOTOKEHHIM € YaCTHHOIO CHEPTeTHIHOTO
i TPAaHCIIOPTHOTO TIaH €BPOIEHCHKOTO MPOCTOPY, & OTKE, Ne-(haKkTo MOB’I3aHa 3
eBpornericekoro Kl, mo BiikprBae MOXKIHBOCTI TS Jiajiory 3 muTaHb O6e3neku K1
MIDK YITOBHOB2XCHUMH OpraHaMH BJIaJ il YKpaiHu Ta ii €eBpONelChKUX CYCiIiB.

CONCEPTION OF CRITICAL INFRASTRUCTURE PROTECTION:
LESSONS LEARNING AND CONCLUSIONS FOR UKRAINE

Dmytro BIRIUKOYV,
Senior consultant National Institute
for Strategic Studies, Ukraine

Nowadays a high level of implementation of modern technologies is an
indicator of development level of the state, the factor which determines the
possibilities of economic competitiveness and, therefore, a prerequisite for
achieving the goals determined by national interests. Simultaneously, along

32 3a g3aumodeiicmeue MEKIy MUHHCTEPCTBOTO Ha OTOpaHara W MHHHCTEPCTBOTO Ha
BBTpeIIHuTe padoTn : nHeTpyKws oT 18.06.2011 r. Ne M-3 / MunucrepcTBoTo Ha 0TOpa-
Hata 1 MUHHCTEPCTBOTO Ha BhTpewmnuTe padoru (o6H. [IB. 6p.60 ot 5.08.2011 r.) // Bba-
rapcKusIT npaseH noprai [ Enexrponnnii pecypc]. — Pexxum nocrymy: http://www.lex.bg/bg/
laws/ldoc/2135744408

3 3a yemaroeseanemo N 03Ha4aBAHETO Ha CBPONCHCKHM KPUTHYHU MHPPACTPYKTYpH B
Peny6nuka bbarapust 1 Mepku 3a TAXHarta 3amuTa : nocra€oienne ot 1.02.2011 . Ne 18 //
Bwarapckusar npasen nopran [Enexrponnuit pecype]. — Pexxnm nocrtymy: http:/www.lex.
bg/bg/laws/ldoc/2135716127
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with the many benefits of technological progress technologies have created
unprecedented conditions depending on both the individual and society from
systems that provide information, communication, transport, energy, financial
and other services. With the destruction of such systems currently connect
most dangerous security scenario for the world’s leading countries, including
EU and NATO Member States. Therefore, given the limited resources, the
objective impossibility to provide absolute protection and safety of all infra-
structure systems in many countries is implemented the concept of critical
infrastructure (CI), which allows to focus on the systems, networks and certain
facilities, destruction or disruption of which could lead to the most serious
negative consequences for the national security.

Since the middle of 1990s, the term «critical infrastructure» was introduced
in the legislative documents and the practice of international communication on
a diplomatic level, as well as in academic and business discursions. Meaning of
this term differs slightly across countries, but these differences are not so signi-
ficant. Specifically, pursuant to the current US legislation, critical infrastructure
means «systems and assets, whether physical or virtual, so vital to the United
States that the incapacity or destruction of such systems and assets would have
a debilitating impact on security, national economic security, national public
health or safety, or any combination of those matters» (sec.1016.¢)**.

The establishment of the legal framework for critical infrastructure pro-
tection (CIP) is a long process. Perhaps the greatest success in this area has
been reached in the US. Also, European experience on CIP concept imple-
mentation is very interesting, especially for Ukraine, which expresses their
euro-integration intentions. Thus, we will consider US and EU efforts made
in this area (fig.1). In the late 1990s, the concept of CI mainly associated with
the information and telecommunications infrastructure. Perhaps the first at-
tempt to estimate potential losses on the state level in case of CI failure was
made in the report of the US President’s Commission on Critical Infrastructure
Protection®, which was established in July, 1996, In its’ report Commission
emphasized on possible influence on CI from the side of cyber-attacks.

3* Uniting and strengthening America by providing appropriate tools required to inter-
cept and obstruct terrorism (USA PATRIOT ACT, 2001) [Enexrponnuii pecypc]. — Pexum
nocrymy: http://www.gpo.gov/fdsys/pkg/PLAW-107publ56/pdf/PLAW-107publ56.pdf

3 Economic Impacts of Infrastructure Failures : report to the President’s Commission on
Critical Infrastructure Protection, 1997 [Enexrponnuii pecypc]. — Pexxum pocrtymy: http:/
www.ciao.gov/resource/pccip/EconomicImpacts.pdf

3¢ Critical Infrastructure Protection : executive Order 13010 of July 15, 1996 [Enekr-
ponHuit pecypc]. — Pexxum nocrymy: http://www.gpo.gov/fdsys/pkg/FR-199/pdf/96-51.pdf
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United States EuropeanUnion Key events

2011 2011
National Strategy for
Counterterrorism

EU Internal Security Strategy
in Action

‘2010

2010
‘National Security Strategy ‘

2009 2009
‘NlPP ‘ ‘Stockholm Programme ‘

2008
‘EC Directive 2008/114 ‘

Stuxnet cyber attack

2007
National Strategy for Homeland
Security

2006 2006
NIPP | [COM7861,COM787f-CNS276 | | Energy disruptions EU) |

2005 2005
‘Green Paper on EPCIP ‘ Katrina hurricane,
London bombings

2006

2004
‘ Madrid (railway bombing) ‘

2003 2003
HSPD-7 ‘ \

2002

Blackout(USA-Canada) ‘

Homeland Security Act,
National Strategy for Homeland
Security 2001

2001 9/11 terrorist acts ‘

USA PATRIOT Act,

Established the Office of Homeland
Security and the Homeland Security
Council (Executive Order 13228),
Established the President’s CIP
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Fig.1. Main legislative acts of US and EU in the field of CIP
and key events, which accelerated CIP concept evolution

In May, 1998, the ensuring of CI security was recognized as a component
of US security policy. It was noticed in PDD-63%": «US will take all necessary
measures to swiftly eliminate any significant vulnerability to both physical and

37 Presidential Decision Directive/NSC-63 [Enexrponnuii pecypc]. — Pexum noctyiy:
http://www.fas.org/irp/offdocs/pdd/pdd-63.htm
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cyber-attacks on our CI, including especially our cyber systems». Therefore
national program on CIP was initiated. Continuation of work on strengthening
the protection of critical information infrastructure was reflected in administ-
ration’s National Plan for Information Systems Protection (2000)3.

But the turning point in establishing the concept of CIP has become the
need to respond to acts of terrorism committed in New York on September 11,
2001. After this extraordinary horrible event the US government fundamentally
revised approaches to the homeland security protection (legislative, organiza-
tional and technological aspects). An important conclusion was made after this
tragedy, and that was reflected in US PATRIOT ACT (known by this abbrevia-
tion title). In this document the term CI was formulated in its current form.

After 9/11 the US pays serious attention to CIP efforts, and CIP concept is
reflected in the recent documents from the field of national security: Executive
Order 13228 — Establishing the Office of Homeland Security and the Home-
land Security Council (October, 2001)*°; Executive Order 13231 — Critical
Infrastructure Protection in the Information Age (October, 2001)*; National
Security Strategy (July, 2002); National Strategy for the Physical Protection
of Critical Infrastructures and Key Assets (February, 2003)*'; The National
Strategy to Secure Cyberspace (February, 2003)**; Homeland Security Presi-
dential Directive 7 (December, 2003); National Infrastructure Protection Plan
(October, 2006); National Strategy for Homeland Security (October, 2007)*;
National Infrastructure Protection Plan (October, 2009)*; Cyberspace policy
review (2009); National Security Strategy (March, 2010)*.

38 [Enexrponnuii pecype]. — Pexxum nocryiy: https://www.fas.org/irp/offdocs/pdd/CIP-
plan.pdf

% Establishing the Office of Homeland Security and the Homeland Security Council :
executive Order 13228. — 2001. — October 8 [Enexrponnwuii pecypc]. — Pexxum goctymy:
http://www.fas.org/irp/offdocs/eo/eo-13228.htm

4 Critical Infrastructure Protection in the Information Age : executive Order 13231. —
2001. — October 16 [Enexrponnuii pecypc]. — Pexxum nocrymy: http://www.gpo.gov/fdsys/
pkg/WCPD-2001-10-22/pdf/WCPD-2001-10-22-Pg1485.pdf

4 National Strategy for the Physical Protection of Critical Infrastructures and Key As-
sets [Enexrponnmii pecypc]. — Pexxnm nocrymy: http://www.dhs.gov/xlibrary/assets/Physi-
cal_Strategy.pdf

2 The National Strategy to Secure Cyberspace [EnexkrpoHnuii pecypc]. — Pexxum gocty-
my: https://www.us-cert.gov/sites/default/files/publications/cyberspace_strategy.pdf

4 National Strategy for Homeland Security [Enexrponuuii pecypc]. — Pesxxum goctyy:
[http://www.dhs.gov/xlibrary/assets/nat_strat homelandsecurity 2007.pdf

# Partnering to enhance protection and resiliency : National Infrastructure Protection
Plan. — US Dep. Homeland Security, 2009. — 188 p.

4 National Security Strategy [EnexrponHuit pecypc]. — Pexxum nocrymy: http://www.
whitehouse.gov/sites/default/files/rss_viewer/national security _strategy.pdf
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In 2002 Department of Homeland Security (DHS) was established*®. DHS
combined 22 different federal departments and agencies, and it was a major
restructuring of US government’s military and intelligence agencies since the
late 1950s.

Homeland Security Presidential Directive 7+ defines the responsibilities of
the DHS, other ministries and federal agencies that are responsible for specific
sectors of CI. DHS has the responsibility to form National Infrastructure Pro-
tection Plan (NIPP). Two NIPPs were developed by DHS (in 2006 and 2009),
and one may conclude that changes and improvements had been affected over-
all approach to risk management and security assessments within CI sectors.

The significant amount of funding assigned for CIP in US confirms its’
recognized importance for national security. For instance, CIP spends a sig-
nificant portion of the funds assigned in the Federal Budget for homeland
security (it was about 67.9 billion USD in 2012 and 68,9 billion USD was
planned for 2013 fiscal year). In 2012 the allocation of budgetary funds for
these purposes was held as follows: DHS — 52 % , MoD — 26 % and other
29 entities — 22 %.

Unlike the US, where a single executive authority was created to be re-
sponsible for CIP, in EU there is no such body, and appropriate authorities of
certain Member States perform CIP within their national borders.

In the EU, realizing the high level of threats and importance of the CIP
measures, the process of creating the legal and institutional arrangements in
this area was also initiated. As a start point of the focused work can be con-
sidered an appeal of European Council to the European Commission (EC)
formulated in June 2004 with instructions for the preparation of comprehen-
sive strategy for CIP. Soon in October 2004, in response, the EC published the
Communication®, which contain an overview of actions that the EC carried
out in this area, as well as proposals for additional measures to improve the
European system of prevention, preparedness and response to terrorist attacks
against CI. In this Communication EC underlined that there is a number of

% Homeland Security Act [Enekrponnuii pecypc]. — Pesxxum poctymy: http://www.dhs.
gov/xlibrary/assets/hr_5005_enr.pdf

47 Critical Infrastructure Identification, Prioritization, and Protection : homeland Securi-
ty Presidential Directive 7. — 2003. — December [Enexrponnuii pecypc]. — Pexxum goctymy:
http://www.dhs.gov/homeland-security-presidential-directive-7

* Critical infrastructure protection in the fight against terrorism : communication
from the Commission to the Council and the European Parliament. — 2004. — 20 October
(COM/2004/702 final) [Enexrponnuii pecypc]. — Pexxum nocrtymy: http://eur-lex.europa.
eu/
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facilities which could potentially be attributed to the European CI, but, fol-
lowing the principle of subsidiarity, the European institutions need to focus on
protecting only those facilities which disruption will have a transboundary im-
pact, and the other facilities should be left on responsibility of Member States.
However, as noted in this Communication, it should be a common approach
on CIP in all Member States.

To ensure implementation and realization of a common approach, EC
adopted in 2005 a Green Paper on European Programme for Critical Infra-
structure Protection (EPCIP)¥. In December 2006, the Commission presented
a proposal for a directive on the identification and designation of European
critical infrastructures and a common approach to assess the need to improve
their protection®’. On the same day, EC also adopted Communication®', which
declares the approach of how the EC proposes to address the issue of CIP in
the EU. In this Communication EC recommended for all Member States to
take measures specified in EPCIP, particularly, establishing the conditions in
their national legislation.

A separate issue for consideration is an establishing criteria and indicators
on which certain infrastructure or their components can be attributed to the CI.
Proposals for the procedures and criteria for defining list of European CI have
been presented in the Green Paper (2005). There were considered 11 sectors of
CI, which included 37 sub-sectors. But later, in the proposals for the directive
the number of subsectors was reduced to 29, and, finally, in the Directive adop-
ted by EC*, only two sectors (energy and transport) were mentioned. Within
these two sectors eight sub-sectors were specified: electricity (infrastructures
and facilities for generation and transmission of electricity in respect of supply
electricity), oil (oil production, refining, treatment, storage and transmission
by pipelines), gas (gas production, refining, treatment, storage and transmis-

4 Green paper on a European programme for critical infrastructure protection
(COM/2005/576 final) [Enexrponuuii pecypc]. — Pexxum noctymy: http://eur-lex.europa.
eu/

0 Proposal for a Directive of the Council on the identification and designation of
European critical infrastructure and the assessment of the need to improve their protection
(COM/2006/787 final) [Enexrponuuii pecypc]. — Pexxum noctymy: http://eur-lex.europa.
eu/

3t Communication from the Commission on a European Programme for Critical In-
frastructure Protection (COM/2006/786 final) [Enexrponnuii pecypc]. — Pexxum goctymy:
http://eur-lex.europa.eu/

32 EU Council Directive 2008/114/EC of 8 December 2008 on the identification and de-
signation of European critical infrastructures and the assessment of the need to improve their
protection Off. J. of the European Union [Enexrponnuii pecypc]. — Pexxum nocrymy: http://
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2008:345:0075:0082:EN:PDF

24



30ipHuK Mamepianie MidcHapoOOHOT HaAYKO8O-NPAKMUYHOT KOHhepeHyil

sion by pipelines LNG terminals), road transport, rail transport, air transport,
inland waterways transport, ocean and short-sea shipping and ports.

Besides, the components of CI within certain sectors can be ordered by its’
importance. For instance, in Switzerland the highest value given to the two
sub-sectors of energy (gas and electricity), banks, information technology and
telecommunications, railways and roads, and drinking water supply network®.

Operation of CI tightly associated with maintaining of vital functions in
society, protection of basic needs and providing a feeling of safety and security
of the population. In the Working Document of EC Staff** was mentioned that:
«by ensuring a high degree of protection of EU infrastructures and increasing
their resilience (against all threats and hazards), we can minimize the conse-
quences of loss of services to society as a whole». These objectives are cor-
related with objectives defined in the Stockholm Programme® and in the EU
Internal Security Strategy*®.

In Norway, this issue was raised in the report of the government com-
mission, headed by Kare Willoch (former Prime Minister). Among the new
challenges related to the safety of society, were specifically identified techno-
logical change, increased production efficiency and the pressure of economic
competition, reduced public services and outsourcing of public services for
business®’. These problems, along with the appearance of «soft» threats such
as terrorism, organized crime and climate change fundamentally changed the
context for the specialized agencies and services responsible for maintaining
and protecting CI.

Norwegian Defence Research Establishment (http://www.ffi.no) and Nor-
wegian Directorate for Civil Protection (http://www.dsb.no) published a series

3 Brem S. Developing a national CIP strategy: Swiss experiences and results / S. Brem //
European CIIP Newsletter. — 2009. — Vol.5. — No.2. — P. 13-15.

3 SWD (2013) 318 final: On a new approach to the European Programme for Critical
Infrastructure Protection. Making European Critical Infrastructures more secure : EC staff
working document [Enexrponnmuii pecypc]. — Pexxum goctymy http://ec.europa.eu/

35 The Stockholm Programme: An Open and Secure Europe Serving and Protecting the
Citizens : council Document 17024/09 [Enexrponnuii pecypc]. — Pexxum mocrtymy: http:/
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2010:115:0001:01:en:HTML

% COM (2010) 673 final: The EU Internal Security Strategy in Action: Five steps toward
a more secure Europe : communication from the Commission to the European Parliament
and the Council [Enexrponnmnii pecypc]. — Pexxum noctymy: http://eur-lex.europa.eu/Lex-
UriServ/LexUriServ.do?uri=COM:2010:0673:FIN:EN:PDF

57 Protection of critical infrastructures and critical societal functions in Norway // Report
NOU 2006:6 submitted to the Ministry of Justice and the Police by the government ap-
pointed commission for the protection of critical infrastructure on 5th of April 2006 [Emext-
ponHuit pecypc]. — Pexxum nocrymy: http://www.regjeringen.no/
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of reports (started in 1997) dedicated to «protection of society» subject, whose
purpose was to examine how modern society will react, and how it should
protect itself under modern warfare conditions. Herewith, the reports identify
the key life-support systems that are necessary for modern society live, and
examine the interdependence between them. In preparing these reports, expert
assessments were used, which allowed to show in simple table-like form the
interdependence among life-support systems®. Also, it should be noted, that
the Scandinavian experts examined the particular long-term impact of «fail-
urey of certain CI system (transport network) to other systems™®.

Examining the experience we can conclude, that the basis for ensuring CIP
associated with establishment of following key issues:

* improving coordination and interaction among authorities responsible on
separate certain issues or certain sectors of CI;

» fostering of public-private partnership in the field of security;

* using risk-analysis-based «all-hazard» approach for emergency mana-
gement.

The all hazards approach concerns arrangements for managing the large
range of possible effects of risks and emergencies. This concept is useful to the
extent that a large range of risks can cause similar problems and such measures
as warning, evacuation, medical services and community recovery will be re-
quired during and following emergencies. For instance, in US HSPD-8 were
noticed that «the term ’all — hazards preparedness’ refers to preparedness for
domestic terrorism attacks, major disasters, and other emergencies»®.

It should be warned from delusion. «All-hazards does not literally mean
being prepared for any and all hazards that might manifest themselves in a par-
ticular community, state, or nation. What it does mean is that there are things
that commonly occur in many kinds of disasters, such as the need for emer-
gency warning or mass evacuation, that can be addressed in a general plan and
that that plan can provide the basis for responding to unexpected events»S'.

38 Beskyttelse av samfunnet: Sluttrapport : 3axrodHui 3BIT «3axucT cycrniabeTay / Jo-
cnigaunpKui iHcTUTYT 060oponu (Hopgeris) [Enexrponnuii pecypc]. — Pexum nocrymy:
http://rapporter.ffi.no/rapporter/97/01459.pdf

¥ Beskyttelse av samfunnet med fokus pé transportsektoren : 38it 2003/929 «3axucr cyc-
minecTBa: B QOKyCi TpaHcmopTHa Mepexay / Jlocnianunbkuii incTutyT o6oponu (Hopseris)
[Enexrponnuii pecypc]. — Pexxnm noctymy: http://www.ffi.no/no/Rapporter/03-00929.pdf

 United States Homeland Security Presidential Directive 8 [EnekrpoHnwuii pecypc]. —
Pexxum noctymy: http://www.fas.org/irp/offdocs/nspd/hspd-8.html

" Waugh W. Terrorism and the All-Hazards Model 2004 / W. Waugh [EnexkrpoHHuii
pecype]. — Pexxum noctymy: http:/training.fema.gov/EMIWeb/downloads/Waugh%20-%20
Terrorism%20and%20Planning.doc
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In its communication on the EU Internal Security Strategy®® EC calls for
uniform risk analyses based on standardized criteria to establish a Common
Risk Management Framework, also including risk information and risk-based
controls. Based on the Security Strategy and the Communications on the Pre-
vention of Natural and Man-made Disasters®, the EC developed Risk Assess-
ment und Mapping Guidelines for Disaster Management®. These guidelines
are aimed to support Member States in their efforts and contributions to a
European Risk Atlas and to serve as a further basis for an coherent all-hazard
risk policy.

Solving practical problems of CIP requires for accountability of all in-
volved actors (state, owners, society). In the US private sector consists about
85 % of CI. In many European countries such infrastructures as water, energy,
and railway transportation have previously often solely been taken care of
by the governments. But it was underlined that, while government authorizes
responsible for Cl resilience, they «lack the technical expertise and the means
to monitor or control CI operations»®.

CIP Concept in Security Studies. Within security studies, how we can see,
the CIP isn’t conceptualized yet. Indirectly, this thesis confirms the content
of scientific papers on CIP, published in most cited journals (IJCIP by El-
sevier and IJCIS by Inderscience) and the most cited books® and collections
of conferences and working groups (like IFIP Working Group 11.10 on CIP)*".

¢ Communication from the Commission to the European Parliament and the Council.
The EU Internal Security Strategy in Action: Five steps towards a more secure Europe / Euro-
pean Commission (2010): COM(2010) 673 final [Enexrponnuii pecypc]. — Pexxum gocrtymy:
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0673:FIN:EN:PDF

9 Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions. A Com-
munity approach on the prevention of natural and man-made disasters. {SEC(2009)202}
{SEC(2009)203} / Commission of the European Communities (2009): COM(2009)82 fi-
nal [Enexrponnuii pecypc]. — Pexum zLOCTylf;y: http://eur-lex.europa.eu/LexUriServ/Lex-
UriServ.do?uri=COM:2009:0082:FIN:EN:PD

% Commission Staff Working Paper. Risk Assessment and Mapping Guidelines for Di-
saster Management / European Commission (2010): SEC(2010) 1626 final [Enexrponnuii
pecypce]. — Pesxum noctymy: http://ec.europa.eu/echo/civil_protection/civil/pdfdocs/preven-
tion/COMM_PDF _SEC 2010 1626 F staff working document en.pdf

% De Bruijne M. Systems that Should Have Failed: Critical Infrastructure Protection in
an Institutionally Fragmented Environment / M. De Bruijne, M. Van Eeten // J. of Contin-
gencies and Crisis Management. —2007. — 15(1). — P. 18-29.

% Lewis T. G. Critical Infrastructure Protection in Homeland Security: Defending a Net-
worked Nation / T. G. Lewis. — Wiley, 2006. — 486 p.

7 Critical Infrastructure Protection VII / eds. J. Butts; S. Shenoi // 7th IFIP WG 11.10
Int. Conf. (ICCIP 2013) Proceedings, Washington, DC, USA. — 2013. — March 18-20. —
227 p.
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For instance, we analyzed 314 paper published in IJCIP and IJCIS during pe-
riod of 2005-2013 and found following. The main body of these publications
(65,5 %) discusses an applied issues of cyber security and physical protection
against terrorist attacks or methodological issues of risk assessment, intercon-
nection modeling and vulnerability assessment (fig.2).

Technical issues Organizational issues

IT, cyber security,
SCADA
General, combined issues

Physical protection,
terrorism
Modelling issues

Transport Energy

Government, emergency
services

Communications

Fig. 2. Distribution of topics of publications from IJCIP and IJCIS

If we refer to CIP as a concept within contemporary security studies,
first of all, we should keep in mind that over the past twenty years the focus
of security research has shifted, and this shift took place simultaneously
in several planes. As it was noted by Emma Rothschild®, that a concept
of national security was «extended» in the following four forms: from the
security of nations to the security of groups and individuals; from the se-
curity of nations to the international security; from pure military to another
forms (economic, energy, environmental, or «khumany security); the politi-
cal responsibility of ensuring security was shared among new security ac-

% Rothschild E. What is Security? / E. Rothschild // Daedalus. — 1995. — 124(3). —
P. 53-98.
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tors (international institutions, regional or local governments, NGOs and
public society).

We have to emphasize, that Ukrainian legislations in the field of national
security developed in 1990s—2000s reflects this changes. We propose to use
schematic (logical-graphical) analysis of definitions (fig. 3). In the scheme we
use following components: key terms (definitions) are contained in rectangles;
logical connections (and, or) in circles; connections, which describes action,
in hexagons; lists of features (or categories) are contained in angled paral-
lelepipeds; and links of «supplementy are drawn by arrows with appropriate
pronoun specified above arrow.

Such a construction (triad: «national security», «national interests» and
«national security threats») is hard or even impossible in practice to be ope-
rationalized. Despite, CI gives mechanism to operationalize relations among
security, interests and threats.

Based on the definition of «national interest», which is given in the Law of
Ukraine «On the Basics of National Security»®, it can be argued that the CI
includes the physical or virtual (information stored in registers, databases, in-
formation systems or transmitted through the government system of confiden-
tial communication) facilities and systems which stable operation determines
the possibility of achieving national interests.

Relations between political and economic power should be also in the fo-
cus of investigation within CIP concept. The problem of conflict of the inte-
rests of private owners, state and society in the field of CIP is relevant not only
for Ukraine, but also for the developed states. This opinion is confirmed by
recent large scale accident (Deepwater Horizon oil spill, Fukushima Daiichi
nuclear disaster). Whether we can be protected from such a «normal accident»
(this term introduced by Charles Perrow™), that are caused by technological
system complexity?

In Ukraine the privatization of many companies that can be classified as
CI and establishment of new companies, which from the beginning were in
private ownership (e.g companies in telecommunications, information tech-
nology, banking and financial services) brings new challenges to the list of CIP
tasks. Among them we should highlight following:

% [Ipo ocnosu HaiOHaNbHOT Oe3NeKH : 3akoH Ykpainu Bix 19.06.2003 p. Ne 964-1V //
BBP. — 2003. — Ne 39. — Cr. 351 [Enexrponnmuii pecypc]. — Pexxum nocrymy: http://zakon.
rada.gov.ua/cgi-bin/laws/main.cgi?nreg=964-15

"0 Perrow C. Normal Accidents: Living with High Risk Technologies / C. Perrow. —
1999. — 386 p.
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* sharing the responsibility among the government authorities (regulators),
owners of facilities (operators) and society (customers);

» distribution of responsibility for the consequences, compliance mecha-
nisms for mitigation of social responsibility;

* interaction authorities (inspections) to CI owners;

« standardization, regulations, inspections and insurance.

‘ National security ‘

protection Ofl vital interests ¢
e State
which provides sustainable
development of e real
society e possible

.a in-time detection, of | national interests

prevention and threats _

neutralization
1
o Jist of 32spheres
e «sphere of state governance under condition of negative tendencies of
national interests threats’ formation»

e human
e citizen
e society

National interests National security threats

vitalvalues of
(| Ukrainian people

phenomena

| oo ]

e material
e intellectual
e spiritual (moral)

realization

i which posing .
\1 determlr?nt needs‘ danger to e existing
of which e possible
e society
e State

guarantee

State’s sovereignt ‘ . vital
oty national interests
progressive developme of Ukraine

of Ukraine

Fig. 3. Investigation of the key definitions: «national security»,
«national interests» and «national security threats»
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Another issue, which should be studied within CIP concept, is securitiza-
tion of various threats against CI facilities. A sporadic research of Claudia
Aradau (The Open University, Milton Keynes, UK) examines this issue’’.

CI surrogates in Ukrainian legislation. It should be noticed that de facto in
Ukraine there are all sectors and elements, which are attributed to CI. These
include complex large-scale industrial complexes such as NPP, HPP and dams,
chemical industry plants, banking payment systems, transportation networks,
oil and gas pipelines, communication networks and so on, and, naturally, go-
vernment institutions, law enforcement authorities, emergency services, and
monuments of cultural heritage included in UNESCO list of world cultural
heritage sites.

Several legislative and regulatory acts in Ukrainian legislation establish
the special nature of the functioning for certain categories of facilities and sys-
tems that usually referred to CI. However, the term «critical infrastructure» or
its straight analog (like Objects of critical importance, which used in Russia)
is excluded in Ukrainian legislation.

Despite lack of definition of CI in Ukrainian legislation base several offi-
cial documents produced by Ukrainian authorities (President and Parliament)
include this term. The first reference on CI (within the context of information
security) was made in 2006 in the text of the Recommendations of the Par-
liament Hearings on the development of the information society’. Unfortu-
nately, further work on implementing of these recommendations in the field of
CIP had been stalled.

The National Security Strategy” adopted in 2012 contains in the fourth
chapter (Strategic aims and main tasks of national security) two references on
CI. Among the ways of enhancing energy security an «effective protection of
critical infrastructure of fuel and energy complex against ecological and man-
made impacts and malicious acts»(item 4.3.4) were specified; and among the
ways of ensuring information security «providing security of information and
telecommunication systems that operate in the interest of governance, defense

" Aradau C. Security That Matters: Critical Infrastructure and Objects of Protection /
C. Aradau // Security Dialogue. —2010. — 41(5). — P. 491-514.

™ IIpo PexomenOayii TapIaMeHTCbKUX CIyXaHb 3 IMUTaHb PO3BUTKY iH(MOpPMALIHHOTO
CycminbcTBa B YKpaiHi : mocranoBa Bepxosnoi Pagm Ykpainu / BBP. — 2006. — Ne 15. —
Cr. 131.

3 [Ipo piwenns Paau HaioHaIpHOT 6e3ekH i 000poHHu Yipainu Bix 8 uepsHs 2012 poky
«IIpo HoBy penakuiro Crparerii HalioHaIbHOT 6e3nexku Ykpainn» : yka3 [Ipesunenra Ykpai-
uu Bix 8.06.2012 p. Ne 389/2012 [Enexrponnuii pecypc]. — Pexxnm noctymy: http://zakon?2.
rada.gov.ua/laws/show/389/2012
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and national security, banking and other sectors of the economy, control sys-
tems of critical infrastructure facilities» (item 4.3.8) were specified. However,
the term «CI» was not defined in Ukrainian legislation.

An assessment of importance of certain facilities for national security of
Ukraine was carried out in the perspective of certain kinds of threats. For in-
stance, pursuant to the Resolution of the National Security and Defense Council
(was put into effect by Presidential Decree from 10.12.2010, No.1119/2010),
the Cabinet of Ministers of Ukraine (CMU) was assigned to «develop with as-
sistance of Security Service of Ukraine and approve a list of facilities that are
essential to national security and defense of Ukraine and require to be primary
protected against cyber-attacksy (item 4.b, paragraph 3)™.

On today there are two Unified State Systems, which work in parallel:

* unified state system for prevention, response and suppression of terrorist
attacks and minimizing their consequences (its’ Regulation approved by the
Decree of CMU No1051 on 15.08.2007);

* unified state system of civil protection of the population and territories
(regulates by the Code of Civil Protection).

These systems were established particularly to protect facilities which are
of vital importance for the state against certain threats. This shows the com-
mon situation in security sphere that can be defined as dominance of institu-
tional approaches for solving security problems of national scale.

The national legislation of Ukraine has a number of specific definitions (cate-
gories of objects) that define the special status of objects and systems regards
to protection of national interests and, as a result, to provide sustainable deve-
lopment of the state. These categories, referring to the experience of European
countries, more or less correspond to definition of CI. These categories are:

a) enterprises that are of strategic importance to the economy and national
security’;

b) objects that have to be obligatory protected on the basis of contracts by
the State Guard Service’s;

7 [Ipo euxnuky Ta 3arpo3u HalioHa bHIN Oe3newi Ykpainu y 2011 poui : pitnenHs Pagu
HauioHanbHOI Oe3reku i oboponu Ykpainu Bix 17.11.2010 p. [Enexrponnuii pecypc]. — Pe-
JKUM JlocTyry: http://zakon.rada.gov.ua

73 [Ipo 3ameepooicenns IEPEIIKY MiIPHUEMCTB, IKi MAIOTh CTpaTeriyHe 3HAYCHHSI IS KO-
HOMIKH Ta Oe3IeKH aepxkasH : mocranoBa Kabinery MinictpiB Ykpainn Bix 23.12.04 Ne 1734
[EnexrponHnmuii pecypc]. — Pexxum noctymy: http://zakon2.rada.gov.ua/laws/show/1BF

76 [Ipo 3axo0u OO0 BIIOCKOHAJICHHS OXOPOHU 00’€KTIB JEpKaBHOI Ta iHIIMX (HopM
BiacHocT» (i3 3MiHamu) : mocraHoBa KaGinery MinictpiB Ykpainu Big 10.08.1993 p.
Ne 615 [Enexrponnnii pecypc]. — Pexxnm nocrymy: http://zakonl.rada.gov.ua/cgi-bin/laws/
main.cgi?nreg=615-93-%EF
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c) facilities that are included in the State register of potentially dangerous
objects’” and Objects of high danger” (including The list of especially hazard-
ous enterprises, the termination of which requires special measures to pre-
vent injury to life and health of citizens, property, constructions and environ-
ment”);

d) objects of state’s importance®;

e) objects that have to be protected and defensed during emergency situa-
tions and the special period®!;

f) objects that belong to categories of civil protection®?;

g) oil and gas industry facilities of highest importance®;

h) energy facilities of highest importance®;

1) immovable objects of cultural heritage.

In 2012 we investigated these categories in analytical report® and we pre-
sent some results below (fig. 4, fig. 5).

Decree of CMU (23.12.04 No1734) approved the list of enterprises that
are of strategic importance to the economy and national security. This cate-

" [Ipo 3ameepoaicenns onoxenus npo JlepkaBHuUil peecTp MOTEHIUIHO HeOe3MeYHNnX
006’exTiB : mocranoBa Kabinery MinictpiB Vipainu Bixg 29.08.2002 p. Ne 1288 [Enexrt-
pouuuii pecypc]. — Pexxum noctymy: http://zakon3.rada.gov.ua/laws/show/1288-2002-
%D0%BF

8 [Ipo 06 ’cxmu niaBUILICHOT HeOe3eKH : 3akoH Yipainu Big 18.01.2001 p. Ne 2245-111
[Enexrponnuii pecypc]. — Pexxnm nocrtymy: http://zakonl.rada.gov.ua/laws/show/2245-14

" Ilepenix 0COOIMBO HEOE3IEUHUX ITiINPUEMCTB, IPUITHHEHHS J{ISTIbHOCTI IKMX TTOTPE-
Oye TPOBEIEHHS CIIEIiaTbHIX 3aXOMIB IIOA0 3aM00iraHHs 3aloisTHHIO MIKOAW JKHTTIO Ta
3710pOB’10 TPOMAJISH, MaliHy, CIIOPY/aM, HaBKOJIUIIHBOMY IIPUPOTHOMY CEpPEIOBHILLY / 3aTB.
IMocranosoto Kabinery MinicTpiB Ykpainu Bix 6.05.2000 p. Ne 765 [Enexkrponuuii pe-
cypc]. — Pexxum nocrymy: http://zakon.nau.ua/doc/?code=765-2000-%EF

8 ITocmarnosa Kabinery MinictpiB Ykpainu Big 15.08.2007 p. Ne 1051 (zick).

81 [IJooo 3ameepocenns Teperiky 06’ €KTiB, sIKi MiAJIATar0Th OXOPOHi 1 000POHi B yMO-
Bax HaJ3BHUYalHMX CUTYyaIlill i B ocobnuBHii nepiof : nocranoa Kabinety Minictpis Ykpai-
HU Big 24.04.99 p. Ne 675-019.

82 [Tocmarnosa Kabinety MinictpiB Ykpainu Big 2.03.2010 p. Ne 227 (nck).

8 [Ipo 3ameepicennsi epeniky 0COONMBO BAXIMBUX 00’ €KTIB HA(TOra30Boi ramysi :
posnopsymxeHHst Kabinety MinicTpiB Yipainu Bix 27.05.2009 p. Ne 578-p [Enexrponnuit
pecypc]. — Pexxum nocryny: http://zakon2.rada.gov.ua/laws/show/578-2009-%D1%80

8 [Ipo enexmpoenepeemuxy . 3akoH Ykpainu Big 16.10.1997 p. Ne 575/97-BP [Enexr-
pounuit pecypc]. — Pexum goctymy: http://zakon2.rada.gov.ua/laws/show/575/97-
%D0%B2%D1%80; IIpo 3ameepoiicenns nepeniKy oCOOINBO BaKINBUX 00’ €KTIB €NIEKT-
POSHEPreTHKH, SIKi MiAJAraloTh OXOPOHI BiJOMYOK BOEHI30BAHOK OXOPOHOIO y B3aEMOii
13 crieniaxi30BaHUMHU MiJPO3UIAMH IHIIUX IEHTPAIbHUX OPraHiB BUKOHABYOI BIaIH : TIOC-
tanoBa KaGinety MinictpiB Ykpainu Bix 28.07.2003 p. Ne 1170 [Enexrponnuii pecypc]. —
Pexxum nocrtymy: http://zakonl.rada.gov.ua/laws/show/1170-2003-%D0%BF

8 Bipioxos /]. C. 3axuct KpUTHYHOI iHQPACTPYKTYpH: POGIEMH Ta IEPCIICKTHBH BIIPO-
BaJUKCHHS B Ykpaii : anamit. gom. / 1. C. biprokos, C. I. Konaparos. — K. : HIC/, 2012. —
102 c.
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gory includes large industrial facilities, research institutions, design bureaus,
scientific and production associations. This list was regularly updated by the
ministries and other central executive authorities and submitted annually in
order to take a decision by the CMU on amendments. The main purpose of this
Decree is obviously a limitation on privatization of enterprises and research
institutions.

Enterprises Objects that Facilities that Objects that Objects that Oil and gas
that are of have to be are included in have to be belong to industry
strategic obligatory the State protected and categories of facilities of
importance to protected on register of defensed civil protection highest
the economy the basis of potentially during importance /
and national contracts by dangerous emergency Energy
security the State objects and situations and facilities of
Guard Service | Objects of high the special highest
danger period importance
Economic and composed Presence of Preparation of Preparation of || Control points,
25 social value, from hazardous territories for territories for large
g 5 significance for categories materials, emergencies defense capacities of
E § defense a,c,g,h (on explosives, etc. and defense fuel storage
industry previous page)
Lost of control Depreciation
E " over the Intrusion, of production Inoperability Inoperability Intrusion,
£ strategic sabotage, assets, sabotage,
E enterprise heist, hijacking equipment terrorist attack
(technologies) failures
cw Physical
E'% g Relstri(l:tiorls on Physn:g : Tecf;z;):taglcal Inspections Inspections protection,
£ H o rivatization protection ) y technological
£ g inspections . safat_y
a inspections

Fig. 4. Main categories, primary criteria and protection measures

The similar problem was raised in new edition of the Military Doctrine of
Ukraine which among directions of the military-industrial policy refers to the
need to «remain in state ownership the enterprises of strategic importance for
the defense»®t, (Article 28).

8 [Ipo piwenns Panu HauioHa pHOT Oe3neku i 060opoHn Ykpainu Bix 8 uepsus 2012 po-
Ky «IIpo HOBy penakuito Boennoi moxrpunu Ykpainnmy : yka3 [Ipesunenrta Ykpainu Bifg
8.06.2012 p. Ne 390/2012 [Enexrponnnit pecypc]. — Pexxum noctymy: http://zakon2.rada.
gov.ua/laws/show/390/2012
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QOil and gas industry facilities of

v

Enterprises that are of strategic
importance to the economy and highest importance
national security

Facilities that are included in the Energy facilities of highest
State register of potentially importance
dangerous objects

\ 4
Objects that have to be obligatory
Objects of high danger protected on the basis of contracts
by the State Guard Service

Fig. 5. Relations among main categories

Despite of purely economic orientation of the mentioned above catego-
ry, this list is used as a baseline to determine the increasing requirements
for the physical protection of certain objects. A number of such objects
protected by the State Guard Service (SGS), pursuant to Decree of CMU
«On measures to improve the protection of objects of state and other forms
of property» (10.08.1993 No615)¥. This decree approved the list of objects
that have to be obligatory protected on the basis of contracts by the SGS.
There are:

* buildings occupied by authorities (except central executive authorities,
which control military forces, State Tax Service and State Customs Service);

* public television, broadcasting and sound recording centers;

* public registers, museums and art galleries, historic and cultural reserves,
and other important cultural facilities, which contains historical and cultural
values of national significance;

» Ukrainian Stock Exchange and its affiliates, state enterprises of jewelry
industry, precious metals warehouses, enterprises that produce state’s
securities;

87 [Ipo 3axo0u 100 BIIOCKOHAJICHHS OXOPOHU 00’€KTIB JEpKaBHOI Ta iHIIMX (HopM
BiacHocT» (i3 3MiHamu) : mocraHoBa KaGinery MinictpiB Ykpainu Big 10.08.1993 p.
Ne 615 [Enexrponnnii pecypc]. — Pexxnm nocrymy: http://zakonl.rada.gov.ua/cgi-bin/laws/
main.cgi?nreg=615-93-%EF
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* enterprises that produce firearms for sport, hunting weapons, special
tools and explosives;

* large warehouses and trading centers;

* mobilization reserve, central and regional pharmaceutical warehouses;

» water supply facilities and reservoirs for drinking water;

* sea ports;

* railway and highway bridges of high importance;

» oil and gas storages of highest importance;

* pipeline, which transports ammonia;

» storage facilities for hazardous substances, radioactive waste, objects
located in the zone of alienation and resettlement;

» National exhibition center, National Vernadskii Library, National
«Olimpicy» Sport Complex, clinical hospital «Pheophaniay;

» Ukrainian and regional centers of education quality evaluation.

Besides the SGS, that operates in the structure of the Ministry of Internal
Affairs of Ukraine (MIA), other bodies deal with the protection of impor-
tant objects that belong to their area of responsibility. For instance, Ministry
of Transport of Ukraine® in 2004 established special guard units to imple-
ment and improve the physical protection of shipping locks on the Dnieper
River®. Similar decision was made by Ministry of Energy and Coal Industry
of Ukraine (MEC) in 2007, which established militarized guard units®. These
activities were made in accordance with the Decree of CMU «On approval of
the list of objects that have to be protected and defensed during emergency
situations and the special period» (24.04.1999 No.675-019).

Pursuant to Order of CMU (27.05.2009 No.578-r) MEC with MIA and
State Service for Emergency Situations of Ukraine (SSES) should ensure
physical protection, compliance with technological regulations and fire safety
on the oil and gas industry facilities of highest importance. These security and
safety measures should be financed by owners of the facilities.

We should emphasize on several trial cases regarding to legality of con-
tracts for physical protection of facilities which SGS tried to provide for cer-

% Notice: it was reorganized to Ministry of Infrastructure of Ukraine in 2011.

% IIpo 3ameepooicenns I10T0KEHHS PO 3aTiH BiZOMUYOT OXOPOHH CYTHOILTABHHX IIUTIO3iB
Ta 3aropi3bKoro paioHy ripOTeXHIYHKUX CIOPY/ : Haka3 MiHicTepcTBa TpaHCOpTy YKpai-
uu Big 16.02.2004 p. Ne 89 [Enexrponnuii pecypc]. — Pesxum noctymy: http://zakon2.rada.
gov.ua/laws/show/z0268-04

% [Ipo opeanizayiio TisIBHOCTI BiZIOMYOi BOEHI30BaHOI 0XOpOHH MiHiCTEpCTBA MalnBa
Ta eHEepreTHKH YKpaiHu : Haka3 MinnanueHnepro Ykpainu Bix 8.10.2007 p. Ne 480 [Emext-
poHHuit pecypc].— Pexxum noctymy: http://zakon].rada.gov.ua/laws/show/z1262-07
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tain companies. In these cases companies refuse SGS protection, arguing that
protection is already ensured by their own guard units and it is unable to de-
termine the list of objects that have to be protected due to the gap in legisla-
tion®!. Particularly, the trial case «SGS vs. State Enterprise «Prydniprovska
Railway»« shows following. Despite the fact that the List of objects that have
to be obligatory protected on the basis of contracts by the SGS contains refe-
rence on railway and highway bridges of high importance, the titles and loca-
tion of these objects are not specified.

Under the conditions of emergency and special period, pursuant to Decree
of CMU (13.12.2000 No.1833-034), a number of railway bridges are subject
to mandatory protection. However, under peacetime conditions these bridges
are not classified as bridges of high importance. Generally, the category of
bridges is determined only by their capacity and length (e.g., large bridge ex-
ceeding 100 m, and small bridge is up to 25 m)*?, but the criteria on which we
could define the bridges of high importance are nowhere established.

Thus, the lack of regulations that define particularly importance of infra-
structure facilities, including railways, under peacetime conditions causes a
situation when the importance of the objects are determined by authorities,
which responsible for these objects’ stable functioning. This does not conside-
red of national or regional significance of the object.

One of the key categories of objects specified in national legislation and
could be used in determining the critical facilities and infrastructure in Ukraine
is potentially dangerous objects. The procedure of the identification of these
objects was established in appropriate methodology®.

A stage of this procedure is to identify the sources of threats under certain
conditions (man-made accidents, violations of the operational regime, natu-
ral hazards, etc.) which may cause an emergency, and assessment of possible
consequences (number of victims, property damage, etc.) of an emergency for
each of the threats.

o [Tocmanosa Burioro rocrogapeskoro cyay Ykpainu. Crpasa Ne 5005/2220/2011. —
6.10.2011 p. // € munnit nepxaBHUN peecTp cynoBuX pimens [Enexrponnuii pecypc]. — Pe-
kUM Joctymy: http:/reyestr.court.gov.ua/Review/18544529; Piwenns Tocmopapchkoro
cyny Jonenskoi obmacti. Crpasa Ne 43/271nx. — 4.03.2010 // €quanii gepxaBHUI peecTp
cynoBux pimens [EnexkrponHuit pecypc]. — Pexxum moctymy: http://reyestr.court.gov.ua/
Review/8236600

%2 3rizHo 3 [HCTPYKIIEO MO yTPUMAHHIO LITYYHHX CIOPYA, 3aTBepkeHor0 Hakazom
VYkp3amizaui Big 27.04.1999 p. Ne 124-11.

% [Ipo 3ameepdicennss Metoauku ineHTudiKalil MOTEHIIHHO HeOe3MeYyHNX 00’ €KTIB :
nakaz MHC Vkpaiun Bix 23.02.2006 p. Ne 98 [Enexrponnuii pecypc]. — Pexxnm nocrymy:
http://zakon2.rada.gov.ua/laws/show/z0286-06
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While establishing the level of possible emergencies we should assess:

* spatial distribution of possible emergencies;

* expected number of injuries and death tolls;

* expected economic loses.

Therefore, the main characteristic of which is taken into account in the
determination of objects classified as «potentially dangerous objects» is the
scale of the possible consequences of the accident at the facility. So this cate-
gory corresponds to generally accepted definition of the CI in the context of
possible negative consequences.

The need of systematization and categorization of objects in certain in-
dustries in order to identify those objects, on which requirements for physical
protection should be enhanced, is reflected in several regulations. In particu-
lar, the Order of CMU (27.05.2009 No.578-r) contains a List of oil and gas
industry facilities of highest importance®®. This category contains following
facilities of oil and gas industry:

» facility which belongs to enterprise of strategic importance to the economy
and national security (which defined in the Decree of CMU 23.12.2004
No.1734);

» facility of enterprise that are object of state’s importance (according to
the Decree of CMU 24.04.1999 No.675-019);

« facility which are included in the State register of potentially dangerous
objects and require continuous maintenance of reliability, operational safety
and protection by specialized guarded units.

This list includes: oil-trunk pipelines, the main pipeline outlets, oil pum-
ping stations, production line control station, terminals, marine oil terminals,
oil and gas stations with reservoir parks and loading dock, gas lift compressor
stations, gas processing plants.

Another legal document — Decree of CMU (28.07.2003 No.1170), ap-
proved the List of energy facilities of highest importance. These facilities are
protected by militarized guard subordinated by MEC®. This list includes:
dispatching point for operational and technological management, electrical

% IIpo 3ameepooicents: TIEPENTiKy 0COOINBO BaXIIMBUX 00’€KTiB HA(TOra30BOI raysi :
posnopsimxenns: Kadinety MinictpiB Yipainu Bix 27.05.2009 p. Ne 578-p [Enexrponnuit
pecypce]. — Pexxum noctymy: http://zakon2.rada.gov.ua/laws/show/578-2009-%D1%80

% [Ipo 3ameeposcentisi IEPENiKy 0COOIHBO BOKIMBUX 00’ €KTIB €JIEKTPOCHEPIETHKH,
SIKi IJUIATAIOTh OXOPOHI BiJIOMUYOIO BOEHI30BAaHOIO OXOPOHOIO Y B3a€MOJIT 13 creliasi3oBa-
HUMH MipO3/iJaMy iHIIHUX [EHTPaJbHUX OpPraHiB BUKOHABYOI Biau : moctanosa Kabinety
MinictpiB Ykpainu Big 28.07.2003 p. Ne 1170 [Enexrponnuii pecypc]. — Pexxum nocrymy:
http://zakonl.rada.gov.ua/laws/show/1170-2003-%D0%BF
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substations with voltage over 330kV, hydroelectric power plants, heat and
power plants.

Yet another category which is defined in the Ukrainian legislation, and
determined, for instance, in the US, as part of the CI taking into account a pos-
sible terrorist threat, is immovable monuments of cultural heritage.

The objects of cultural heritage pursuit to Law of Ukraine «On Protection
of Cultural Heritage»*® are landmarks, buildings and constructions, related
moving objects and areas (including underwater archaeological areas), other
natural or man-made objects, that kept their value of archaeological, aesthetic,
ethnological, historical, architectural, artistic, or scientific kind. Objects of
cultural heritage are listed in the State Register of Immovable Monuments
of Ukraine. To protect immovable cultural heritage the protection zones were
established within which a special regime of their use have been set (regula-
tions on building and construction, protected landscape area of archaeological
cultural layer, etc.).

In the communication sector we should mention several systems, which
operation is vital for governance, finance and emergency management.

The first one is National System of Confidential Communication,
which, pursuit to Law of Ukraine «On the National System of Confidential
Communication»®’, is a collection of special telecommunication systems (net-
works), which exchange confidential information among central and local
authorities and therefore provide appropriate conditions for their cooperation
during peacetime, emergency or warfare. State service of special communi-
cations of Ukraine (Derzhspeczv’yazok) maintains this system and ensures
its functioning, development, and information protection using cryptographic
and other technologies.

The second category of information systems, which we would like to em-
phasize, is a payment system. Pursuit to the Law of Ukraine «On the National
Bank of Ukraine»(Article 7), the NBU provides coordination, development
and control over operation of payment systems in Ukraine. There are already
established and ensured the functioning of the Electronic Payment System
(payments performed among banks) and the National System of Mass Elec-

% [Ipo oxopoHy KyJbTypHOI CHaAIIMHHM : 3ak0oH Ykpainu Bix 8.06.2000 p. Ne 1805-
IIT [Enexrponnuit pecypc]. — Pexxum noctymy: http://zakon2.rada.gov.ua/laws/show/
1834105-14

9 [Ilpo Hayionanvny cucteMy KOH(DIACHIIWHOTO 3B’I3Ky : 3aKOH YKpaiHH Bix
10.01.2002 p. Ne 2919-111 (i3 3minamu) [Enexrponnuii pecypc]. — Pexxum nocrymy: http://
zakon2.rada.gov.ua/laws/show/2919-14
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tronic Payments (retail payments). Besides the payment system oversight®,
a considerable attention is paid to technical support of reliable operation and
ensuring of information security.

So, at the moment may appear a new category of objects — those that re-
quire urgent protection against cyber-attacks.

It is important to note that according to international experience the Emer-
gency and rescue service are considered as a part of CI. The Law of Ukraine «On
the emergency services» declares that the emergency services operate on the cer-
tain area and provides services for enterprises, institutions and organizations re-
gardless of their ownership, where there is a risk of natural disasters or manmade
accidents. The list of objects, which should be served by emergency services, is
defined by the Decree of CMU (04.08.2000 No.1214)”. This list includes ob-
jects of geological exploration, coal and other non-metallic mining, oil industry,
chemical and petrochemical industry (including main pipelines, ammonia and
ethylene pipelines), metallurgy, machinery, energy, transport system, etc.

In pursuance of the Order of CMU (02.10.2003 No.589-r) Ministry of
Emergency Situations (predecessor of SSES) developed «Procedure for main-
tenance of facilities and some areas of public rescue services»'”. Number of
staff and professional composition of public rescue service unit which serves
on facility under contract are determined by the head of the unit considering
source of danger, scale of possible emergency and actual accident statistics.
The cost of rescue maintenance on the facilities, including reimbursement of
costs associated with the liquidation of emergency, determined by the appro-
priate Procedure!!.

% Konyenyis 3anpoBaJUKeHHs HADsLy (OBepcaiiTa) 3a IUIATHKHUMH CHCTEMaMHi B VK-
paini : mocranosa [Ipasninns HamionansHoro 6anky Yipainu Bin 15.09.2010 p. Ne 426
[Enexrponnuii pecypc]. — Pexxum nocrtymy: http://zakon].rada.gov.ua/laws/show/v0500-10

% IIpo 3ameepodicents IEPeNiKy 00’ €KTIiB Ta OKPEMUX TEPUTOPIH, SIKi MiAJIArat0Th HOC-
TiiiHOMY Ta 000B’S3KOBOMY Ha JIOTOBIpHiH OCHOBI OOCIYTrOBYBAaHHIO JIep)KaBHUMH aBapiii-
HO-PATYBAJIBHAMH CIIyk0amu : octaHoBa KaGinery MinictpiB Ykpainu Big 4.08.2000 p.
Ne 1214 [Enextponnuii pecype]. — Pexxum nocrtymy: http://zakon].rada.gov.ua/laws/show/1

10 [Tpo Iopsiook 06cimyroByBaHHS 00’ €KTIB Ta OKPEMUX TEPUTOPIi iep)KaBHUMH aBapiiiHO-
PpATYBaJIbHUMHE CiTy)k0amul : Haka3 MinictepcTBa YipaiHu 3 IMTaHb HaA3BHYAHUX CUTYyaLlil Ta
y cIpaBax 3aXHCTy HaceJeHHs Bix HacmiakiB YopHoOmiscekoi karactpodu Bix 17.11.2003 p.
Ne 440 [Enexrponnuii pecype]. — Pexxum nocrtymy: http://zakonl.rada.gov.ua/laws/show

W0 [Tpo 3ameepdoicenns TIopsiiKy BH3HAYCHHS PO3MIPIB OILUIATH 3a OOCIyrOByBaHHS
00’€KTiB Ta OKPEMUX TEPUTOPIi JAep)KaBHUMH aBapiiiHO-PSTYBAIBHUMHE CITyKOaMH : Haka3
MinicrepcTBa YKpaiHu 3 MUTaHb HaA3BUYaHUX CHTYALlill Ta y ClIpaBaX 3aXHCTy HACEJICHHS
Bia HacniakiB YopHOOMIbCHKOI KaTacTpodu, MiHiCTEpCTBa €KOHOMIKH Ta 3 MUTAaHb €BPO-
neiicpkoi iHTerpanii Ykpainu Big 15.12.2003 p. Ne 495/369 [Enexrponnuii pecypc]|. — Pe-
xuM goctymy: http://zakon2.rada.gov.ua/laws/show/z1222-03
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Thus, the amounts of resources and tools (organizational, technical, engi-
neering, information, etc.) allocated for emergency services units are defined
by management of the certain units, and there is any claim concerning na-
tional (or even regional) significance of the object, the scale and nature of the
possible consequences and impacts on other infrastructures.

Another issue is the ability of State to allocate sufficient resources for the
maintenance and modernization of safety and security on CI. On today, plan-
ning in this field is carried out without taking into account the scale of the
possible consequences of accidents.

Unfortunately, the cost of safety and security measures can completely
lie on the shoulders of users of infrastructure. For instance, the committee
that was formed by MEC (Order No.365, 08.07.2008)!, recognized that the
protection of structural units of «Crimean generating system» does not meet
the requirements of current legislation on the protection of energy facilities of
high importance, and therefore this committee has proposed to send proposi-
tion to National Commission for the State Regulation of Energy to include all
expenses of the security guard unit to the tariff for electricity generation.

Summary of this section. We have to conclude that measures to protect criti-
cal facilities, systems and resources in Ukraine are fragmented, they carried
out by a number of authorities within their objectives and competences, that is
reflected in the parallel functioning of systems intended to protect facilities and
people against certain types of threats (man-made, natural or socio-political).
This parallel existence of the protection of critical facilities and infrastructure
posed a threat of problem «bureaucratization» and inefficient use of resources.

FROM CRITICAL INFRASTRUCTURE PROTECTION
TOWARDS SECURING VITAL FUNCTIONS
OF SOCIETY: CASE PROJECT ANVIL

Dr. Timo HELLENBERG,
CEO and Chairman, Hellenberg International Limited
(international government advocacy)

I would like to thank organizers for this kind possibility to be here today.
I am grateful to the National Institute for Strategic Studies, which I have vi-

192 ['Tpo opeanizayito oxoponu 06’ extiB JlepskaBHoro mianpremcTsa « KpUMChKi renepy-
104i cucTeMmu» : Hakaz MineneproByriuis Big 8.07.2008 p. Ne 365 [EnexrponHuii pecypc]. —
Pexxum noctymy: http://mpe.kmu.gov.ua/fuel/doccatalog/document?id=136192
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sited earlier, and the NATO Liaison Office in Ukraine, and particularly, Kersti
Kelder. Thank you for this very interesting opportunity.

Before I go to my presentation about the Finnish system in critical infra-
structure protection (CIP), I would like to come back a little bit to the ear-
lier presentation, in particularly, the presentation made by Dmytro Biriukov.
Here you can see a small picture of the landscape taken a few minutes before
Hurricane Katrina hit New Orleans in 2005. Mr Biriukov pointed out at a
very interesting comparison between the United States and Europe. What is
critical? What is infrastructure? Should we consider, for instance, river based
groundwater as a part of critical infrastructure? Also, should we consider hu-
man health as an element of critical infrastructure and so forth?

In Finland we have learned a lot of things about the American system of
CIP. We have been particularly interested in the role of a private sector in this
field. How should we engage private companies to protect critical infrastruc-
ture (CI)?

After 9/11,i.e., 11 September 2001 terrorist attacks, there was a new initia-
tive launched in the U.S. in order to engage private entities. They established
16 working groups on both sides — the public sector and the private sector —
and tried to identify those critical areas which are essential for business con-
tinuity in different fields: finance, energy, logistics and so forth. That was one
attempt to attract interest from the private sector to this common goal, CIP, but
I believe that it is not enough, because one of the problems is that the private
companies tried to think on a quarterly or half-yearly basis, whereas we, who
work with public agencies, tend to think in a-few-years timeframe. That is
why we have different expectations and different mechanisms at place.

There is also one thing, which was not mentioned in the previous presenta-
tion — I mean prevention. How much should we be concentrated on preven-
tion? And, on the other hand, on consequences and response? These things
also require different approaches. What is the most important part of our
mechanism aiming at CIP? I belong to the camp of experts who believe that
the timely response is everything we need. It is more important than prepared-
ness or consequences management.

Who has to make a decision in the right time to mobilize all response re-
sources? From my experience, this is the most important thing.

And the other critical thing is resilience. In our country people are prone
to think that the government will protect CI. «If something happens to me, it
is governmental agencies who will come and help to rescue me», — is a typical
viewpoint. For example, in Helsinki, the capital of the country, the average
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time to arrive for fire service is seven minutes. But the fact remains, that if I
call to countryside, it might take two hours to get a first response. What does
it mean for such country as Finland where we have large distances separating
cities and settlements, population of five million and the territory of a size of
France. I believe, that it means that people have to have resilience provided
themselves. They have to be risk-aware, i.e. knowing answers to questions:
«What are the risks? And, « What can I do myself to reduce them?»

I am very happy to sit here, beside Kersti Kelder, because I often pointed
out at Estonia, as a very good example of its citizens’ resilience. The more
the citizens are risk-aware the more they invest themselves — having two tele-
phones, a standby aggregate in a garage, possibilities to withstand storms — the
less money should be paid from the state budget. In Estonia there is a very
interesting model called Naabrivalve (Neighborhood watch). It demonstrates,
how neighbors should be connected with each other to create a risk awareness
network, how they inform each other, and, the most important, how they trans-
fer relevant information to the public agencies. This is a very small, micro-
level experience, but it is worth to think it over very carefully. It shows us,
what can be done, if we push responsibility to citizens themselves and let them
think, how to share information with public agencies.

Ok, let me go further to the next part of my presentation. Here are some
projects, in which our small team of experts has been engaged with EU. Basi-
cally, our work has been concentrated on CIP. For Nordic and Baltic countries
governments we have done simulations of ship hijackings. We tried to map the
risks for CI of the Baltic Sea Region, and, the most important, we have tried to
develop some joined exercises. The above mentioned exercises addressed not
only security of the nuclear facilities but also facilities assigned to CI (aviation
industry, airports, seaports, and so forth).

Now, a few words about a crisis management system directly related to
CIP. Historically, the current Finnish system for crisis management has been
derived from the Cold War era. That means, that country has to be prepared to
total defense. I would like to say, that the present crisis management system
in Finland can be characterized as that based on high-degree decentralization,
i.e. the system is decentralized. All the public agencies, all the public services
will continue normal, routine work under emergency conditions. When an
exceptional situation like a terrorist act, natural hazard or whatever occurs, all
the agencies shall to carry on their normal routines. We have not created any
specialized or ad hoc task forces. We used to have such a model in 1970s, but
then we learned that it would be better if the public agencies would carry on
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their normal routines. Thus, in that way, the system has been decentralized.
I don’t want to say that it is an optimal model: actually, a lot of difficulties
have arisen from it. For instance, one of the difficulties is the following: when
there is any kind of aggression against or interruption of CI systems or, like
we say in Finland, the vital functions of society, who should define the nature
of a crisis? I believe, that the answer appears to be very important, because
basing on it, a decision shall be made, which an agency is in charge with a
crisis response mission. Whether it is police, or fire and rescue service, or
environmental protection ministry? Which one? Instead of losing hours and
even days to decide who is responsible, we should response to a crisis without
any delay.

This kind of an immediate response of an upper level decision making
system is mobilized in the situation when a large scale crisis (like a nuclear
disaster or a large scale flooding) occurs which affects the most part of society.
Now, I would like to tell you more about it.

I have already mentioned about our tradition in this field: the system is
mostly stemmed from the Cold War era. We have had quite a lot of reforms in
our country in the recent decade. Three major reforms have been implemented
in our crisis management system.

They are the following:

* erstablishment of the Emergency Management Administration 112. At
the moment we have one emergency number, while previously we had six or
even seven emergency numbers. But the situation is rather chaotic. We have
established this new authority connecting, for instance police, and a client.
Earlier, we used to have 15 alarm centres in our country, but we have scaled
down our system to only two centres, and, probably, we shall be able to reduce
it to one center, because modern technologies give us possibility to do so and
to reduce the costs. Again, I am not saying, that it is the best system. On the
contrary, | believe that we should have those 15 emergency centres and use
them in case of exceptional situations as local emergency response centres as
well as command and control centres;

* the second reform which has taken place in the past ten years is the total
reform of our fire and rescue service. Previously we used to have a municipal
system, thus we had 440 fire and rescue stations in Finland. Each municipality,
each village had its own fire and rescue service. Instead of having 440 we have
now 22 rescue regions. This reform brought more capacity, more personnel
exchange and higher training possibilities. I believe that this is a very good
reform in total.
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Besides 112 system reform, fire and rescue service system regionalization
we have also launched a new radio network. So, instead of a situation when
all authorities were speaking to the telephones or radio network in case of
emergency, now we have «Tetra» system, about which, as I know, Ukraine
has been negotiated to purchase it. The use of this system means that if several
authorities entering the same situation they are quickly connected with the
same network, and that is a very positive development.

I'am not very fond to bother you talking about legal documents, but [ would
like to state that the Finnish system is derived from its main goal — security
of vital functions of society. That means, CIP is a hard core our civil security
system in our country. It addresses the livelihood of the population, security
of the society and national sovereignty. These three objectives are in the hard
core of our system, and when we go to the project conceptualization it means
international interaction management of the state activities, psychological cri-
sis tolerance and, of course, resilience, what I have already mentioned.

This is a system created after the tsunami disaster occurred in 2004 in the
South-Eastern Asia. It was the biggest civilian disaster affecting Finland. One
could ask, why do you speak about this tsunami while we are considering CI?
I think that the 2004 tsunami disaster is relevant because it was a kind of a
landmark event for our country. After it we somewhat abolished the old crisis
management system, instead it we have created a new one where a competent
authority whether it is a local sheriff or local fire and rescue service always be
in charge in case of emergency. If resources are insufficient, if there is no full
awareness of an emergency situation, there are no enough data on an incident,
and then responsibility is to be transferred to a higher level, i.e. the Govern-
mental First Response Committee. In case of presence of a political dimension
of a crisis connected with, for example, hijacking of a passenger ferry or a
tsunami, CBRN threats involvement, then the responsibility might be trans-
ferred to the meeting of the permanent ministries secretaries and, finally, to the
governmental level and to President. This is our new system in brief.

We also have a security strategy for society. The latest one has been pub-
lished this year, and as I mentioned before, this is the first time this year when
cyber security has been mentioned as part of measures aiming at CIP. Besides,
we have created our cyber security strategy as well.

You can see the diagram of our new system of crisis management which
looks rather extensive. If I don’t fully understand it I cannot require you to
do so. I still want to show it to you in order to have imagination about the ad-
ministration process might look. So, here is the competent authority and, as I
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mentioned earlier, a local response body, whatever it is (police, fire and rescue
service, border guard, the newly created emergency call service), then — Se-
curity and Defense Committee facilitated by the Ministry of Defense. At the
same time we have the Governmental Situation Centre at the Prime Minister’s
office designed for operational leadership in the case when a competent autho-
rity does not manage a deal with the emergency situation like it happened in
case of swine flu epidemic in 2011 which presented a very good example.
Then one ministry could not deal with the whole situation and had to transfer
responsibility to the upper level.

As I outlined before, in our country we have a wording somewhat diffe-
rent from «critical infrastructure protection». Actually, we use a kind of its
substitute, namely, «security of the functions vital to society». That means,
that instead of focusing on protection of infrastructure assets we are focusing
on guaranteeing the security of livelihood, security of sovereignty, security of
population. It is a slightly different approach, but it is very close to those ap-
plied by other countries.

When considering sectors of our system, they are the following:

» management of the governmental affairs;

* international activities;

+ military defense;

* internal security;

* functioning of the economy;

* population income security;

* psychological crisis tolerance.

These wordings sound very academically, but there is quite a lot of focus
on resilience in this strategy. Of course, one could ask «Why I am still sur-
prised with our system?» The matter is that, for instance, the Finnish govern-
ment has multiple crisis scenarios developed to which our country is prepared
to response. But, as we all know, a crisis is always unique, its conditions are
different. It should be noted that today some political dimension is involved in
crisis management. In this connection, I would like to say that a system is ne-
ver fully ready to response. So, we have to improve it further, and that is why [
also have some critical points on the Finnish crisis management system.

Here are some current problems. We still have a problem in sharing infor-
mation among different agencies. And this is one of the biggest handicaps of
our system. Actually, in case of the crisis situation we have a problem of trans-
ferring information and awareness of the situation from bottom to up, while,
on the other hand, there are problems in sharing information among agencies.
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The reason of this difficulty is that it is a voluntary business for the civil ser-
vices to share information with other agencies. There is no a legal basis for
such a legally binding requirement to different ministries.

Probably, you remember the ship hijacking in 2009 of the «Arctic Sea»
merchant vessel. In that case, for instance, the Finnish Prime Minister was not
able to get critical information from the Finnish police because they were not
obliged to inform the Prime Minister. It was a very interesting situation, since
our Prime Minister at that time was travelling to Moscow to have a meeting
with then Russian Prime Minister Vladimir Putin. So our Prime Minister had
to ask his Russian colleague whether or not he had any information on the
hijacking since he could not get information from the Finnish authorities. And
we are still in the situation where we have to resolve this issue, and this is,
I think, a very interesting and informative case.

Now, I would like to talk about some cases clearly affecting CIP in Finland
in the aftermath of the Cold War. In that period of time we had the ship hija-
cking occurred between Finland and Estonia. That was a horrified situation for
both countries.

Almost 1000 became casualties due to the sinking of the MS Estonia of
1994 in the Baltic Sea. Actually, that was the first serious test for cross border
civil security systems of three countries — Estonia, Finland and Sweden. We
learned a lot of lessons from that accident. And, the situation was particularly
aggravated due to the fact that the accident occurred in international waters,
and it was extremely difficult to identify who was responsible for rescue ope-
rations.

As for tsunami of 2004 in South-Eastern Asia, our country lost almost two
hundred people in this disaster. I am sure, that Ukraine also lost a lot of people.
After that we have created a new crisis management system which I described
earlier. When creating it, the main idea was that, basically, the crisis manage-
ment leadership had to be clear defined. Besides, one more objective was to
provide conditions in which situational awareness can move smoothly across
the bureaucratic borders.

The flooding of 2005 at the Gulf of Finland also belongs to major disasters
shaping our crisis management system. At that time the sea water level rose
by two meters within one day. That was a very disastrous incident not only
for Finland, but also for our neighbors, Estonia and Russia. I have to say that
the disaster was very close to end up with somewhat like Finnish Fukushima.
I suppose, that you can think that I am exaggerating the situation, but, actually,
we did not have a holistic downscaling system in our nuclear reactor in this

47



Konyenyia saxucmy kpumuunoi ingppacmpykmypu: cman, npoonemu...

part of sea near Loviisa. Really, at some moment of that flooding the level of
sea water was 2 cm from the critical level defined for our nuclear reactor. In
this connection, I am curious, here, in Ukraine, you did not build your nuclear
reactors by the sea? They are inland. On the contrary, we built our 6 reactors
by the sea. This is just a small example outlining our situation.

The next one incident is Nokia water crisis. The crisis was not connected
with a well-known company Nokia. This is about a small town called Nokia
where the above company was established two hundred years ago. There
we had the water crisis caused by accidental leakages of polluted water to
drinking water. Consequently, eight thousand people got symptoms of a very
serious sickness through, basically, drinking the totally wasted water. One
person died in the incident. What we learned when we considered resilience
and CIP was that response and early reaction were everything that we needed
in that case.

We had also two cases of shooting in schools in Finland. In both cases se-
veral young people died. Those cases gave us very dramatic experience. Most
of the lessons learned from them related to the response of police and other
law enforcement bodies.

One more disaster in this list is connected with the Russian forest fires
in 2010. They affected directly Finnish CI. That was a very serious situation
caused by the worst natural catastrophe in the modern Russian history. I saw
figures provided by the UN that showed 56 000 deaths due to that disaster.
This is a very high quantity. I used to live in Moscow at that time, and accor-
ding to one of the very concrete estimations, in Moscow 700 people died every
day during the disaster period. Exactly at the same time we had in Karelia the
summer storms. You can see how the winds led to very big devastations, to
destruction of electric grids, communication networks, etc. Basically, a half
of Finland was cut off from power supply and communication. Some of the
territories were without electricity for two weeks. You can imagine how, for
example, some people were living on the island of a big lake. There was no
electricity, no communication and the boat was at the bottom of the lake. That
was a very serious situation for our country.

We also suffered from the winter storms which have affected our CI net-
works on a continuous basis. To be prepared to emergencies we carry out an-
nual exercises for our authorities. The last one was in December 2011.

One more case was caused by the electric grid disabled for several days
during the flooding. That created communication problems like I mentioned
earlier, i.e. cell phones were disabled. Luckily, at that time there was not the
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severe frost. If that flooding water would be frozen, we would have been, very
likely, in an emergency of a national level.

My time is out, but I would like to present very quickly the ANVIL pro-
ject!®® I am providing you with a web-address where you can get relevant
information. We have practiced under this project thanks to EU for 2 years
and done a very extensive research of CIP systems in Europe. I would like to
urge you to visit our web-site after December, when the reports for all these
countries will be available, and you will be able to have free access to them.
We have tried to study, what is an optimal CIP system for each country and,
of course, to provide some valuable aid to EU countries and all associated
countries basing on the project results. The partner countries within the pro-
ject framework are Poland, Sweden and Norway. Besides, most of European
countries are involved in the project. I would like to give these reports to the
Institute which is hosting this conference.

CRITICAL INFRASTRUCTURE
PROTECTION IN POLAND

Krzysztof BRZOZOWSKI,
Chief expert, Critical Infrastructure Protection Unit,
Government Centre for Security, Poland

I would like to speak a little bit about critical infrastructure protection
(CIP) in Poland, about our system, designation of our CI and the CI systems.

So, some words about the historical background of the subject matter.
Before we had defined such terms as critical infrastructure (CI) and critical
infrastructure protection (CIP) there were different legal acts in this field, in
particular, acts about the protection of special objects. But we found that this
protection system was not adequate to threats. For example, the system was
focused only on physical protection of the objects and there was lack of clear
criteria for defining such objects.

So, we have shifted to a modern approach to define such objects and
systems. The first two steps in this direction were done in 2007. They were:
establishment of the Government Centre for Security, a governmental body
responsible for crisis management and CIP planning and programming; and
creation of a relevant law, namely, the Act of 26 April 2007 on Crisis Manage-

1% Detailed information can be obtained from [Enexrponnuii pecypc]. — Pexxum pocry-
my: www.anvil-project.net
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ment. This act contains the definitions of critical infrastructure and critical
infrastructure protection.

So, according to the above mentioned act, critical infrastructure shall be
understood «as systems and mutually bound functional objects contained
therein, including constructions, facilities, installations and services of key
importance for the security of the state and its citizens, as well as serving to
ensure efficient functioning of public administration authorities, institutions
and enterprisesy.

There are 11 CI systems:

a) Energy, fuel and energy resources supply system (we recognize this sys-
tem as especially important for our country);

b) Communication system (including phones, mobile phones, TV stations,
radiobroadcasting stations, Internet, post offices, etc.);

¢) Tele-information network system (for example: systems used by the
government and administrations);

d) Financial system (including state budget banking system, stock ex-
change, etc.);

e) Food supply system (including various facilities for food production and
storage);

f) Water supply system (the name of these systems is a little bit tricky,
since they include not only fresh water facilities but also those of waste water
management);

g) Health protection system,;

h) Transportation systems (including roads, trains, trucks and other means
of transportation);

1) Rescue system;

J) Systems ensuring the continuity of public administration activities;

k) System of production, storing and use of chemical and radioactive sub-
stances, including pipelines for dangerous substances.

Thus, any object assigned to CI in Poland is included in one of the system
mentioned above.

According to already mentioned Act of 26 April 2007, protection of critical
infrastructure shall be understood as «all steps aimed at ensuring the func-
tionality, continuity and integrity of critical infrastructures in order to prevent
threats, risks or vulnerabilities and limitations as well as neutralizing their ef-
fects and quick reconstruction of the infrastructure in case of failures, attacks
and other events disrupting its appropriate functioning». So, the main goal is
to protect all CI objects and systems so that to ensure their normal functioning.
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The CIP is based on risk analysis. For this purpose we ask all actors involved
in the process to carry out a high quality risk analysis.

All protection measures have been divided into 6 types. One of them is
physical protection which deals with walls, fences, guards, guns, etc. Tech-
nical measures are about process and construction safety. The next one is
security personnel and aimed at persons who are authorized to enter our
buildings, sites, etc. and could do some unauthorized acts within the protec-
ted areas. The IT measures, obviously, are aimed at software and hardware
security. The legal ones mean special law in some specific areas and, ob-
viously, all things about ownership of buildings, ground and other elements
of CI. Last thing is recovery plans. They are important because even if we
have protection on a very high level, some things can go wrong and we
should be prepared to respond. For example, if we have a special pump and
it is broken, it is likely that we will not able to buy it at the market within a
few days or weeks. So, under such a plan we should prepare our systems to
identify, what are crucial elements in their process chains and purchase some
of them in advance and then put in storage, or to make some arrangements
with producers.

Now, I would like to show you, how CI is designated in Poland. In the
CI designation process we have three stages and only if a CI goes through
all the stages of designation it is recognized as a CI element. So, during
the first stage sectorial criteria are taken into account. It is, in reality, a
pre-selection stage. Every system has its own specific numeric criteria. If
an object or system meets a certain numeric criteria then it is considered
that the first step is completed. The criteria are classified as a «restricted»
information. After the first step we compare our object with the definition of
CI which I mentioned before to determine whether the object is critical for
the state and its citizens. And the third step associated with application of
cross-cutting criteria. Within this stage we have to assess potential effects
of infrastructure system dysfunction. When doing so we apply the follow-
ing categories of criteria:

* casualties;

 economic effects;

* necessity of evacuation;

* service loss;
recovery time;
international effects;
uniqueness.
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If an object passes all three stages then it can be designated as CI. These
criteria are also «restricted» information. The output from the last stage is the
list of CI of Poland. The complete list of CI are classified «secret». After the
list is complete the Director of the Government Centre for Security sends noti-
fications to operators of CI put on the list. With this, certain obligations are put
on operators. The first is the preparation of a CI protection plan. And it is not
an easy task. The first step on this route of course, is to understand the role of
your facility, plant or other object, and then to perform risk analysis allowing
to answer the question: «What should I do to mitigate the risks for our CI?»
Without a good risk analysis you can spend a lot of money for elements which
have no direct influence on security.

The second obligation put on an operator is the designation of a contact
person responsible for maintaining relations with public administration on is-
sues dealing with CI protection.

One very important thing is that in Poland protection of critical infrastruc-
ture is the operator’s duty. So, it is not government’s or other body’s duty. Of
course, all the services should help operators but the obligation of protection
is on operator’s side.

So, what government and administration do to help operators? These ac-
tivities are based on provisions of Article 5b of the Act on Crisis Management
according to which «The Council of Ministers shall adopt, by a resolution, the
National Critical Infrastructure Protection Programme... which aims at creat-
ing conditions for improving the security of critical infrastructure...» The Pro-
gramme is prepared by the Government Centre for Security. The Programme
is a short document, but has three annexes. Of them Annex 3 contains the CI
criteria and is classified. So, only the main document and Annexes 1 and 2 are
printed out and publicly available.

As for the main actors of CIP in Poland, first of all we, should note the mi-
nisters. Each minister is responsible for one or more CI systems. We also have
the Government Centre for Security which ensures information exchange be-
tween operators and administration. And, of course, we should mention ope-
rators of CIL.

In our activities we answer the following question: « What for we are doing
all these things?» The answer is: «To create conditions for improving security
of CI». So, when somebody asks: «Why should I do some things?» or, « Why
should I go through all Poland to attend, for example, a seminar or training
course?» Our answer is following: «It is for security of your CI and we think
that the CI is crucial for security of our country and our people. It is crucial
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too, even if it is in private ownership. It should be in good condition, protected,
and it is you that should think about it. It is not only government’s services
task to protect your object.»

The main objectives of our Programme are achieved by the following mea-
sures:

* designating ministers responsible for the specific CI systems;

* defining criteria to drawin up the List of CI;

* outlining priorities, objectives, requirements and standards, which are to
ensure the functioning of critical infrastructure.

Programme implementation is based on the following main principles:

* joint responsibility;

* trust;

* cooperation.

As I mentioned before, the responsibility for CI protection is on the ope-
rator’s side, but we know that all governmental services — police, fire figh-
ters and so on — should cooperate, provide warning, establish information ex-
change, etc.

Trust is especially important in exchanging sensitive information. Some-
times public administration has sensitive information and sends it to operators,
and sometimes operators provide the government, for example our Centre for
Security, with sensitive data about their bussines. When doing so, we should
trust each other. Operator should be sure we shall not disseminate information
to unappropriated people, especially, when it includes data on CI security is-
sues.

And, of course, efficient cooperation is of great importance in our efforts.
Without it, obviously, we cannot reach good results.

As for annexes to the Programme, Annex 1 contains characteristics of all
eleven CI systems. But for operators, we believe, especially interesting is An-
nex 2 which contains standards ensuring efficient functioning of critical infra-
structure — best practices and recommendations. Ultimately, Annex 3 contains
criteria for identifying CI, and this Annex is not a publicly available docu-
ment.

The National Programme for Critical Infrastructure Protection can be
downloaded from the RCB (the title abbreviation of the Government Centre
for Security in Polish) web-page, where some national legislative acts on CI
in English are also available.
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NATIONAL ASPECTS OF THE CRITICAL
INFRASTRUCTURE PROTECTION: CASE OF HUNGARY

Lt-Col. Dr. Katalin GOROG,

Deputy Head of Department for Critical Infrastructure Coordination
National Directorate General for Disaster Management

Ministry of the Interior, Hungary

Thank for host country for kind invitation. It is possibility for me to share
all my experience in this special issue which is called Critical Infrastructure
Protection (CIP).

Primarily I would like to show you a video which was made last year, 2012.
That date was very remarkable for our national disaster management system,
because this year we have prepared more than 100 pieces of legislation regard-
ing to disaster management, and in addition to it a totally new disaster manage-
ment structure was established, which completely broke the past organization
and structural setup. This video — which will take about 5 minutes, will give
you a short insight of our daily routine work in disaster management.

Returning to my presentation which will be divided into 3 parts. First, |
would like to concentrate on the past events regarding to this topic. Then I’ll
focus on recent activities and measures. And the third part will be on our future
plans regarding to CIP.

The first question that can be raised is that « What do we mean under in-
frastructure?»

In a very simple way we should say that infrastructure equals with our
social environment around us. Infrastructures can contribute to satisfy our hu-
man needs. They are accompanied with technologies all the time. And they
provide different kinds of services for us. (fig.1)

What the difference between «ordinary» and «critical» infrastructure?
What make the infrastructure to be critical?

We should consider several principles, which are given from the EU le-
gislation:

* interdependence;

* cyber security;

* operation;

* cascade effect;

* the weakest link & part-whole concept.
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« Satisfying human needs
* Improving technologies
» Structuring services

U

INFRASTRUCTURE <:> Social environment
ﬂ is in the form of ﬂ
Network - like systems Modern Society
ﬂ characterized by ﬂ use utilities
Dependence Vital needs
ﬂ requires
PROTECTION

Fig. 1. Infrastructures in the everyday life

Along examination of these principles, you have to pay attention to in-
frastructures which are essential for the maintenance of public service, and if
public service provision failure or disruption deficiency happens then it can
have significant negative impact or a harmful impact on environment. If an
infrastructure acts this way in a case of its failure or disoperation than it can
be designated as CI.

According to its definition, CI means «an asset, system or part thereof lo-
cated in Member States which is essential for the maintenance of vital societal
functions, health, safety, security, economic or social well-being of people,
and the disruption or destruction of which would have a significant impact in a
Member State as a result of the failure to maintain those functions»'*.

Why do we have to deal with CI? Because such things could happen in
the past, and happened in the near past as well. Bhopal (India) — chemical

1% EU Council Directive 2008/114/EC of 8 December 2008 on the identification and de-
signation of European critical infrastructures and the assessment of the need to improve their
protection Off. J. of the European Union [Enexrponnwuii pecypc]. — Pexxum mocrymy: http://
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2008:345:0075:0082:EN:PDF
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incident. Sumatra. Hungarian example — Kolontar — that’s a sad tragedy.
Everybody heard about that. NY remarkable day, Madrid — terrorist attack
and London.

Based on these accidents and based on these disasters International orga-
nization are paying special focus on CIP issues. Beyond NATO the EU put
this topic into his agenda. As everybody knows EU has an EPCIP (European
Program for CIP) aiming at the prevention, preparedness and resilience prin-
ciples. This European program doesn’t consist only of the directive but it in-
cludes financial background project, member-states assistance, action plans
and so on in itself.

What about Hungary? Our security environment was changed when we
had the accession to the NATO in March 1999. And obviously becoming of the
member of EU (May 2004) already changed our security environment. There is
a movement (a change) which can be perceived if we compare happening and
problems which were arises during political regime change in 1989-1990 th.
Then we had to face with illegal migration and Balkan conflicts. And now we
have to face with different kind of disasters and CI threats.

As I said in 1990-th when political regime changed along with this the term
«security» the approach regarding to security was reinterpreted (fig.2). We had
Disaster Management Act from 1990-th which was amended in 2006.

We had a Green Paper regarding to CIP in Hungary (Government Decision
No0.2080/2008 (VL. 30).

I would like to pay your attention on 2 government decisions (Government
Decision 1249/2010. (XI. 19) on the governmental tasks).

The first from 2008 — its aim to adopt a national Green Paper of CIP Pro-
gram. The second decision, that I would like to emphasize is from 2010 — its
main point was to designate the Ministry of Interior of Hungary to coor-
dinate tasks in CIP. And he became an EPCIP contact point, and has the
rights and obligations to take part in international discussion regarding to
European CI.

The other element that can be emphasized in this decision is that it de-
fines the set of CIP Working Groups. On fig.3 you can see the composition of
inter-ministry Working Groups. It involves a Ministry of Interior, Minister for
Administration and Justice, Minister for Economics and Minister for National
Defense. This Working Group made very fruitful activity (they were very ac-
tive) in reporting, classifying different criteria and discussion matters.

In 2012 we had a new Act on Disaster Management (No.CXXVIII of 2011)
and several Decrees on covering issues. In last year we had visible change of
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attitude toward disasters. And CIP became a prime area; [ would say it became
a trendy task.

Relevant legislation regarding to CIP starts from Fundamental Law of
Hungary. We have Strategy of National Security and National Military Secu-
rity as well. We have a Disaster Management Act as I said.

1989 > 2013
Military Crisis Civil Emergencies

Disasters, Hazard of terrorism,

lllegal migration
Organized crime, Threats to Cl,
Conflict in the Balkans
Breach of public order,

Energy crises, Epidemics

The 1990’s — reinterpretation of security

1995 — reform of civil protection (new classification)

2000 — NDGDM - collection of data

June 2007 — The ,Green Paper” on the Hungarian Program

Government Decision Nr. 2080/2008. (VI. 30.)

e Adoption of the ,Green Paper”

NNV

o Enactment of sectoral consultations
o Elaboration of regulatory concept
o Military preparation

e Possibility of joining to CIWIN

Fig. 2. Changes of challenges and risks affecting Hungary:
«change of approach!»
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Ministry of Defence Minister for National Defence
Office for the Protection of Constitution
National DG for Disaster Management Minister for the Interior
Center for Counterterrorism

National Headquarter for the Police

Minister for Administration and Justice
National Authority for Security

National Office for Commercial Granting
National Authority for Traffic Minister for Economy

National Office for Energy

Fig. 3. Composition of the CIP Inter-ministerial
Working Group

And what is new — from the last year we have a special Act on the identi-
fication, designation and protection of critical infrastructures (No.CLXVI. of
2012). And this year on March its detailed and general Government Decree
belonging this Act became to affect. And we have sectoral legislation as well.
In the energy sector the Government Decree No0.360/2013 was published in
Official Journal in 11 October 2013, so it’s quite fresh.

Examining the main elements of CIP Act. It consists of 16 paragraphs and
3 annexes. It starts with explanatory provision, definitions which are very im-
portant for the interpretation of the law. And then it lays down (describes) the
identification and designation process of the National European CI. And its
determines the common rules which covers the registration, operation security
plans, the rule of qualification of security liaison officers and its speaks about
control and inspection.

We can find special rules for the energy sector. And it closed by authoriza-
tion and closing provisions.

In annexes. We have 10 sectors of CI. Designated CI shall be belonged
to one of these sectors. And to this sectors 2 or more subsectors joins. All to-
gether we have 42 subsectors.
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We have already legislation regarding to Energy sector. A kind of delay for
legislation can be perceived. But for the next year (January 2014) each of the
sectors have to be ready with their legislation process (Fig. 4).

March 2013 +180 days July 2013 +180 days January 2014 +180 days

VA NS O N A N

Agriculture IT
Water suppl
Energy Medicine PRl
Transport i ) Law &
Financial government
Industrial Public safety

Fig. 4. Legislation process deadlines for each sector of CI

What is the content of Government Decree No0.65/2013 (I11.08.) on Critical
Infrastructure? It contains the detailed information on different kind of legisla-
tion pieces:

* detailed general rules;

» complementary explanatory definitions;

» complemenary identification and designation process of the national and
European CI;

* content requirements of the Operational Security Plan;

* education and qualification of the security officer;

* registration, data protection, controls on site, coordinated control,
supervision, management of extraordinary events;

* special rules for the energy sector.

Two kinds of control and inspection systems that we use.

The missing sectoral decrees have to contain the determination of the sec-
toral authorities involving identification and designation of CI. In those secto-
ral decrees the legislative determination of sectoral conditions, criteria, con-
tent requirements for Operation Security Plans, and it has to set the reference
to the qualification of the officers.

Main elements of the sectoral decrees:

* determination of the sectoral authorities involved in identification and
designation;
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* determination of sectoral conditions;

* detailed content requirement of the sectoral Operational Security Plan;

* sectorally accepted education and qualification of the security officer.

If we sum this national legislation up, it can be very similar to a piece of cake
or Egyptian pyramid. The covering (or the top) is the Act on CIP, together with the
general Executive Decree (Government Decree), and the slices are the sectoral
decrees which are still missing, except for the regulation on the energy sector.

Disaster management organs play an important role in CIP. The tasks are
listed as below:

* monitoring;

* keeping critical infrastructures under authoritative control;

* coordination;

* registration;

 network Safety;

* incident management;

CIP CERT;

* CIP Point of Contact (POC).

Monitoring. Above the individual sector we have the monitoring authority
(a supervisor).

The National Directorate for Disaster Management — we are the main regi-
stration office in this respect: keeping the operation safety plans, keeping the
official decisions on designated CI, and keeping some data regarding to the
liaison officers. Our role is to keep CI under authorities’ control. We coordi-
nate for example the sectorial legislation process. We have incident manage-
ment process as well. We would like to create a CIP emergency response team,
with 24 hours on duty. And we are the contact point in this field.

Network Safety Center. Because we are considering that not only the sys-
tems (establishment) shall be protected but their network as well.

The disaster management organs have very close cooperative methods with
other organizations as law enforcement, educational and scientific institutions.

A bit about the future. We are still waiting for publishing of the sectoral
legislations. We would like to expand our cooperation and collaboration.
I would say that the public-private partnership (PPP) is working quite well in
Hungary on the basis of «give-receive balance». We concentrate on trainings
and in the near future we would like to train our staff to handle CIP cases in
a more efficient way. We are planning to have more information about interna-
tional practice, because we are members of EU and we are working with Joint
Research Centre (JRC, Ispra, Italy) in ERNCIP project.
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And we would like to pay more attention to our bilateral and multilateral
discussions. And here I would like to offer you, if you accept, as you know
we have an Ukrainian — Hungarian Joint Committee on Disaster Management.
And for the next meeting I would suggest to put CIP issue on the agenda, be-
cause in that meeting we will have more time for the deeper consultations.

For example, in the energy sector we can have future collaboration in desig-
nating European CI.

About Kolontar. 1 think that the criminal procedure is still going on. The
process against persons who can be accused for not doing anything is still go-
ing on.

What about foreign owner, the German one — he left the company without
any consequences. One of the Hungarian boss was sent into prison, but not for
a long time just a kind of preliminary prisoning was happened.

About the damages. The government did a huge effort to compensate
the inhabitants somehow. For those peoples, whose houses were ruined (de-
stroyed) or their environment are hazardous for the health had a choice to
choose between leaving the house and in this case the government will buy a
new one in another city or decide to wait for reconstruction. Some inhabitants
were insisted to stay, in spite of that as you know not only the red sludge when
it is fluid and liquid is dangerous but also when it becomes dry and its color
can turn to be grey and may cause problems to human health.

That is PPP. It was the first case in Hungary when the government directly
had an influence into the operation of a private company as a supervisory body
because of to maintain the working places, and of economic and financial
reasons. Considering these reasons the government decided to supervise the
operation of the MAL company. Experts, lawyers and engineers were involved
on behalf on the government to handle this case.

The changes were happened not in the ownership but in the daily operation
when checking all documentations, security measures were happened every
day. We inspected and controlled all the activity that owners made.

In addition, it was the first case when an economically important private
company was almost went into bankruptcy if the government doesn’t stand be-
side the company. If the company will pay all compensations for harm brought
for inhabitants and environment it will definitely lead to bankruptcy.

Learning from this accident we made pieces of legislation to think such a
situation will not happen again. We wrote down if such accident in the private
sector will happen than the Government will supervise company if economi-
cally or socially is necessary to invite the Government.
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3ABJIAHHA BHYTPIILIHIX BIUCbK
110/10 3AXUCTY OB’EKTIB OKPEMHX KATETOPIi
KPUTUYHOI IHOPACTPYKTYPU

KPUBEHKO Ounekcanap BacuiboBuy,
3aCMynHUK KOMAnoyeaua
Buympiwmix eiiicox MBC Vkpainu'®

BiiicpkoBi yacTuHM 1 miapo3niau BayTpimHix Bilickk MBC Ykpainu Bimi-
I'paloTh BAXJIMBY POJIb y 3aXHCTI OKPEMHX KaTeropii KpUTHIHOI iHdpacTpykK-
typu (KI) i B MupHwmii gac, i B ocobnuBuii epios1. 3Bn4aitHo, BOHH JIiIOTH B ic-
HYIOUOMY ITPaBOBOMY Iouti. BifmnosigHo 10 3akony Ykpainu «IIpo BHyTpiniHi
Bilickka MBC Vkpainu» Bix 26 6epesnst 1992 p. Ne 2235-X1I (31 3miHaMu Ta
nonoBHeHHAMH Bix 30 xxoBTHS 1995 p. Ne 407/95-BP) na BuyTpimHi Bificbka
IMOKJIAZIEHO TaKl 3aBIaHHA:

* OXOpOHa Ta 00OpOHA BAXKIUBHUX JepXKaBHUX 00’€KTiB, 00’€KTIB mare-
piabHO-TEXHIYHOTO Ta BiiCbKOBOTO 3abe3redeHHss MiHicTepcTBa BHYTpINI-
HIX cripaB YKpaiHu;

* CYMPOBOIKCHHS CIEIiaIbHUX BaHTaXKIiB;

* 3JiI{CHEHHS MTPOITYCKHOTO PEXUMY Ha 00’ €KTax, 10 OXOPOHSIOTHCS;

* KOHBOIOBaHHS 3aapEIITOBAHMX 1 3aCyKEHHX;

* OXOpOHA MiZICYAHUX M1 Yac CyJ0BOTO IPOLECY;

* MepecITiAyBaHH W 3aTPUMaHHA 3aapelliTOBaHNX 1 3aCY/DKEHHX OcCi0, sIKi
BTEKJIM 3-I1i]] BapTH;

* Yy4acTh B OXOPOHI I'POMaJICEKOTO MOPSAAKY Ta 60POTHOi 31 3I0YMHHICTIO;

* y9acTh y JIKBiAAIlii HACTIKIB HAJ3BUYAHHIX CUTYyAIlii Ha 00’ €KTaxX, 0
OXOPOHSIOTBCS;

* OXOpPOHA JUIUIOMAaTHYHUX MPEACTABHUITB 1 KOHCYJIbCHKHX YCTaHOB
IHO3EMHUX JIepKaB Ha TepuTopii YkpaiHu.

KpiMm 3a3HadeHuX 3aBaHb, BHyTpilHi Bificbka OepyTh y4acTh y TAaKHX 3a-
XoJax:

* NIPOTUIS TEPOPUCTUYHIM IposiBaM (cTCT. 5 Ta 6 3axoHy Ykpainu «IIpo
00pOTHOY 3 TEPOPUZMOM);

* 3a0e3MeueHHs 3aX0/1iB IPABOBOTO PEKUMY Ha/l3BHUYaHOTO cTaHy (3akoH
Vkpainu «IIpo npaBoBuil pexxuM HaA3BUUAIHOIO CTaHy»);

105 Cranom na 7-8.11.2013 p. (zara mpoBeACHHS MiKHAPOIHOI HAYKOBO-IIPAKTHYHOI
KoHpepeHtii).
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* OXOpOHA BHIIUX MOCAJOBUX OCIO JIepiKaBH;

* TepuTOpiasibHa 060opoHa (3akoH Ykpainu «IIpo o6opony Ykpainuy, Yka3
ITpe3unenta Ykpainu «IIpo BHeceHHs 3MiH 10 IlonoskeHHs npo TepuTopiaibHy
obopony Ykpainuy).

B ymoBax 3aroctpeHHs HeOS3MeKH MiKHAPOIHOTO TEPOPHU3MY BHKOHAH-
Hs CIy)k00BO-00HOBHMX 3aBllaHb 3 OXOPOHHU SJIEPHUX OO’€KTIB Ta 00’ €KTiB
00OpPOHHO-IIPOMUCIIOBOTO KOMILIEKCY JAepkaBH, 1o Hanexars 1o Kl, € on-
HUMH 3 TOJIOBHHX JIJI1 BHYTpINIHIX BIHCHK.

BinmosigHo mo 3akoHiB Ykpainu «IIpo BayTpimHi Bifickka MBC VYkpai-
HUY, «IIpo (i3umuHMil 3aXUCT SIEPHUX YyCTAHOBOK, SAACPHHUX MaTepialis, pa-
MIOAKTUBHUX BIAXONIB, IHIIUX JPKEPET 10HI3YIOWOTO BHITPOMIHIOBAHHS» Ta
noctanoB KabGinery MinicTpiB Ykpainu BHyTpimiHiI Bilicbka BHKOHYIOTH
CI1y>k060B0-00110Bi 3aBIaHH 3 OXOPOHU Ta 0OOPOHHU TAKUX 00’ €KTIB:

* YOTHUPHU aTOMHHX EJICKTPOCTAHIIIT 3 15 MIF0YMMHU peaKkTopaMu;

* 3anopizbka AEC (6 peakTopiB);

» XmenbHunpka AEC (2 peakropn);

* IOxHo0-VYkpainceka AEC (3 peakTopn);

* PiBaencrka AEC (4 peakropn);

* JlepxaBHe cnemiamizoBaHe mignpueMcTBo «YopHoOmibcrka AEC» Ta
00’ €KT « YKPUTTS»;

* TPU HAYKOBO-JIOCIIITHUIIBKUX 1HCTUTYTH:

— IHCcTHTYT spepHuX gochmimkeHb HamioHanbHOT akajgemii Hayk
VYkpainu (M. KuiB);

— Hamionansauii HaykoBUi IeHTP «XapKiBCHKUH (Di3HKO-TEXHIUHUHA
IHCTUTYTY;

— HaykoBo-zociimHa naboparopiss CeBacCTONOIBCHKOTO HAI[iOHAIb-
HOTO YHIBEPCHUTETY SACpPHOI eHeprii i mpomucnoBocTi MiHicTepcTBa
CHEePreTHKH Ta BYTLIBHOT MPOMHCIOBOCTI YKpainu (M. CeBacTOIob);

* 7 MANIPUEMCTB 0OOPOHHO-TTPOMHUCIIOBOTO KOMIUIEKCY YKpaiHu:

— JepxaBHe manpueMctBO «lIliBaeHHHH MaimmnHOOYIIBHUN 3aBOI
iM. Maxkaposa (M. J{HIIpOIeTpOBCHK);

— KazeHHHH 3aBoj «3ipka» (M. lllocTka);

— KkazeHHuH 3aBog «IMmyibe» (M. [ocTka);

— Ka3eHHUH 3aBOJ XiMiYHHX BHPOOIB (M. JlOHENBK);

— KazeHHHH 3aBof «30ps» (M. PyGixue);

— pmepkaBHe mimmpueMcTBO «[laBiOrpanchKuii MEXaHIYHUN 3aBOIY
(m. ITaBnorpan);
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— JepxaBHe MmignpueMcTBO «IlaBmorpajachkuii XiMIYHHEA 3aBOI
(m. ITaBnorpan).

[lepumeTp 00’ €KTIB, IO OXOPOHSAIOTHCA BHYTpilIHIMU BilicbKaMu, CTaHO-
BHUTH MOHaA 125 kM, mo1000B0 Ha O60lOBY cityk0y mpu3HadaeThes 41 Bapra
13 3aJIy4eHHsAM ONMu3bKo 1 THC. BiliCBKOBOCTYKOOBIIIB.

Jl1st BUKOHAHHS CITyK00B0-00MOBHX 3aBJJaHb 3 OXOPOHHU CIIEIiaJIbHUX BaH-
TaXIB ITiJ1 Yac iX NepeBe3eHHs TePUTOpier0 YKpaiHu y BHyTpilmHIX Bilichbkax
CTBOPEHO CHEUiaJbHUN MiIpO3Ais, KUl 3abe3neuye Oe3neKy MepeBe3eHHs
CBIKOTO Ta BiJpanbOBAaHOTO SAEPHOTO MaJIMBA; KOMIUIEKTYIOUMX YaCTHH
JUIsl eHeproOyiokiB syepHux peakrtopiB AEC VYkpainu; mpomykiii pakeTHO-
KOCMIYHOTO MPHU3HAYCHHS, TPAH3UTHOTO CBIKOTO Ta BiANPAIlbOBAHOTO SEP-
HOTO TaJTBa IiJ] 9ac foro nmepese3enHs 3 Pociiickkoi demeparrii 10 aTOMHHX
enekTpocTaHiii bonrapii, Ciopauunau, Yexii Ta YropuHu i y 3BOPOTHOMY
HAaIpsMKY.

Tinexu y 2013 p. mijx 4ac BUKOHAHHS 3a3HAUYSHUX 3aBIaHb OOHOBOI CITyX-
Ou BilicbkoBOCITYXO0BIsIME BHyTpimHix Bifickk MBC 3arpumano 7118 mo-
PYIIHHUKIB, 3-TIOMIX SIKHX 32 TaKi MOPYIICHHS Ta 3J0UYMHH:

* MOPYILICHHS IPOIMyCKHOro pexumy — 6 898 oc.;

* KpaJikKkKa MarepiaibHuX minHoctei — 209 oc.;

* cripoba MPOHUKHEHHS Ha 00 ekT — 11 oc.

Butyueno # moBepHYTO Jep)kaBi MaTepialbHUX IHHOCTEH Ha 3arajibHy
cymy noHaxa 124 tuc. TpH.

Buxonano 22 3aBiaHHs 3 OXOPOHH Ta 000POHU CHeLiaJbHUX BAaHTAXKIB Mij
qac X MepeBe3eHHs TepPUTOpiel0 YKpalHH, 30KpeMa TaKHX:

* CBIXKOTO SIJICPHOTO MajuBa — 13;

* BiJNPaIbOBAHOTO SIEPHOTO MaiuBa — 7;

* MPOIYKIii paKeTHO-KOCMIYHOTO KOMITIEKCY — 2.

[Ipu mpoMy BapTO 3a3HAUWTH, IO 3aBIAHHS, MOKJIaJeHI Ha BHyTpimiHi
Bilickka MBC VYkpainu, BUKOHYIOTBCSI HUIMU B iHTepecax 17 MiHICTEpCTB i
BiJTOMCTB.

Cepen 00’ €KTiB, III0 OXOPOHSIOTHCS BHYTPIIIHIME BiiCbKaMH, € ITiIIPUEM-
CTBa, 10 HAJIeKaTh 110 00 ekTiB | 1 I kareropii pe>kuMy TaEMHOCTI 1 € Ka3eHHHU-
MH 00’ €KTaMH, Ha SIKMX BUKOHYIOThCSI POOOTH 1110710 pO3p00IIeHHs 30poi Ta yTH-
Ji3anii apTUIepiNChKUX, IHKCHEPHUX, MOPCHKHX Ta aBialliiHUX OO€MpHUIIaciB.

Ha 06’exrax, mo oxopoHsAoTsCsl BHyTpimHiMH BilichbkamH, 30epiraeThes
noHa 130 emrenoHiB i3 BUOYXOBUMH peHOBHHAMH 1 HeOE3NEUHHMH OTPYH-
HUMH BiIXOIaMy BUPOOHUIITBA, MIKiTMBUMH JJISI )KUTTS Ta 370POB’ Sl IIIonei
(Y T.4. 2 elIenoHn 3 BUCOKOTOKCUYHUM PEYOBHHAMMU ).
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KomannyBanusm Brytpiniaix Bitickk MBC Ykpaiau y 2013 p. mpoBenieHo
poOoui 3ycTpidi 3 agMiHICTpaIi€el0 00’ €KTIB, 110 OXOPOHSIOTHCS, BUSHAYCHO
CIOCOOM BIOCKOHAJIEHHS B3a€MOJIii 3a BCiMa HampsiMaMH CIry>k00B0-0010BO1
JISUTBHOCTI.

Komannysau BuyTpimHix Bificbk MBC Ykpainu 10M0OBiaB MiHICTpY BHYT-
PIIIHIX CTIpaB MPo MPOOIEMHI THTAHHS IOI0 BUKOHAHHS CITyKO0BO-00HOBUX
3aBJlaHb 3 OXOPOHH 00’ €KTIB, sIKi OXOPOHSIOTH BHYTPIIIHI BiliChKA.

OcraHHIM YacoM MOIIMPIOIOTHCS TTOCSTaHHS TEPOPUCTHYHHUX OpraHi3amii
Ha Oe3MeKy 00’ €KTiB SAepPHOT CHEPTeTUKH, 10 BUKIMKAE CTypOOBaHICTh MiXK-
HApOJHOI CIUTFHOTH. AKTH TEPOPU3MY Ha SIIEPHUX yCTAaHOBKAX MOXYTH 3aB-
JIaTH 3HaYHOTO €KOHOMIYHOTO 30UTKY JAepiKaBi, MPU3BECTH 10 pajialiiiHoro,
XIMIYHOTO 3a0pyAHEHHS MICIICBOCTI Ha BEIHKINA TepUTOPIl, pyHHYBaHHS 3HAY-
HOT KUTBKOCTI Oy/liBeNlb Y HACEJICHWX IMYHKTax 1 JIFOJACBKUX BTpar. J{is mik-
BiJlaIlii HACTiAKiB HEOOX1HO OyJie 3ayy4aTH 3HaYHI MaTepiaibHi Ta JOACHKI
pecypen. Hacminkn akTiB Tepopu3My (aBapiil) HETaTUBHO BIUIMHYTH Ha aBTO-
PHUTET Jep:KaBU depe3 HEBUKOHAHHS B3ATHUX HEI0 MIKHAPOIHHUX 3000B’sI3aHB
1010 3a0e3neueHHs Oe3neKku paaianiiHo-HeOe3MmeuHnX 00’ €KTIB.

KomanpyBanus Brytpimmix Bificek MBC Ykpainn, ycBimomitiooun cy-
YacHi 3arpo3u SIEPHUM YCTAaHOBKaM 1 SJIEPHUM MaTepiajiaM i1 4yac iX BHKO-
PHCTaHHS Ha SIEPHUX YCTAHOBKAX, & TAKOX ITiJ] Yac MepeBe3eHHs, 3BAKAF0UN
Ha MDKHapOIHI 3000B’s13aHHS, sIKi B3s1a HA cebe YKpaiHa, Ta BUMOTH 3aKO-
HOJIaBUMX aKTiB y cdepi (Hi3MUHOro 3aXHCTy, PO3yMIFOYH BiJIITOBIIAIBHICTH
3a 31MCHEHHS OXOPOHHUX (YHKIIHN y cucTeMi (Pi3UYHOTO 3aXHUCTY SACPHUX
YCTaHOBOK 1 SIIEPHOTO MaTepiairy, 3asBIs€ PO TOTOBHICTH 3allpOBAKYBaTH
y CIIy’)KO0BO-00MOBY MisUTbHICTh MPUHIMIH (HI3HYHOTO 3aXKCTY, BU3HAYCHI B
ITompasui 1o KonBeHtii npo ¢i3ndHUI 3aXUCT SAEPHOTO Marepiany, Ta BU-
3HA€ MPIOPUTET KYJIBTYPH 3aXHUICHOCTI.

JisnpHiCTE KOMaHTyBaHHS BHyTpinmHiX Biticbkk MBC Ykpaiau y cdepi Bu-
KOHAHHSI OXOPOHHMX (YHKIIH y cucTeMi (pi3HUHOTrO 3aXMCTy CIPSIMOBAHA Ha
3abe3reyeHHs HaliifHOT OXOPOHM Ta 00OPOHH AAEPHUX YCTAHOBOK 1 SIEPHOTO
Martepiay, 3apoBaJKCHHS I PO3BUTOK KYJIBTYPH 3aXUIICHOCTI.

VY cBOIll AiSIBHOCTI LIO/0 3IHCHEHHS] OXOPOHHMX (YHKIIIH y cuctemi ¢i-
3WYHOTO 3aXUCTY SIEPHUX YCTAaHOBOK 1 sSAepHOTO Marepiany BHyTpimHi Bili-
cbka MBC Ykpainu 0CHOBHI 3yCHIIIS 30CEPEDKYIOTh Ha TAKHX aCIeKTax:

* CUCTEMHHUH TiAXiJ MPU HiATOTOBILI OCOOOBOTO CKJIaxy 10 BUKOHAHHS
CITy’)k00BO-00MOBMX 3aBIaHh 1 3a HOPMajdbHOI OOCTAaHOBKH, i 32 yMOB
BUHUKHCHHS HaI3BHYalHUX Ta KPU30BUX CHTYaIllll Ha TEPUTOPii SACPHUX
YCTaHOBOK (Ha MapIIpyTax MEepPEeBE3CHHS sIIEPHOTO MaTepiany);
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* aJICKBaTHa MIJTrOTOBKA Ta OCHAIIEHHS OCOOOBOTO CKIJIATy BIHCHKOBHUX
yacTUH (MiIPO3/UTIB OXOPOHHW) BIANOBIIHO JO 3arpo3, BHU3HAYCHUX Y
JepaBHIA Ta 00’€KTOBUX MPOEKTHUX 3arpo3ax SJICPHHM YyCTaHOBKaM
1 S,ZIEpHUM MaTepiajiam;

* OpraHizaiisi Ta MiATPUMaHHS TIiCHOI W JAieBoi B3aeMomii 3 ycima
BiJJOMCTBaMHU, 3aIiTHUMH B CUCTEMi (DI3HYHOTO 3aXUCTY SACPHHUX yYCTAHOBOK
1 ZIEpHUX MaTepialiB ITiJ] 9ac X MepeBe3cHHS;

* QJICKBaTHE Ta CBO€YACHE pearyBaHHs Ha BUMOTH CBOTOJCHHS IIOIO
BUHHUKHEHHS 3arpo3 iHTepecam YKpaiHu, crpodaM MiApUBY ii aBTOPHUTETY
B MIDKHApPOJHOMY CIIBTOBApPHCTBI 3 BHUKOPUCTAHHAM OO0 €KTIB sJICpHOT
EHEepreTHKH abo SAepHOro MaTepiaiy, o BUKOPUCTOBYETHCS (IEPEBO3UTHCH)
Ha TepuTopii Ykpainu;

* yceOiuHe 1 TOBHE 3a0€3MeUCHHS KUTTEIISUIBHOCTI BIHCHKOBHX YaCTHHHU
(iapo3aiTiB OXOPOHH);

* 30€peXKCHHST KaJApPOBOTO IMOTEHINANy BIHCHKOBUX YaCTHH (TIIPO3ALTIB
OXOPOHH), CTHUMYJIIOBaHHS OCOOOBOTO CKJIAJy IIOAO BIOCKOHAJCHHS MpO-
(heciiHUX AKOCTEH 3a 15 TiJIBUIIICHHS PiBHSI 3aXUIICHOCTI SIIEPHUX YCTAHOBOK
1 siIepHOTO MaTepiay;

* NIMOOKE PO3YMIHHSI BCiMa BiMICHKOBOCITYKOOBIISIMH PEATbHOCTI iICHYFO-
YHX 3arpo3;

* YCBIJIOMJICHHS OCOOOBHM CKJIAJIOM HACHIJKIB, III0 MOXYTh BHHUKHYTHU
BHACJIIIOK HEI0AIOTO CTABJICHHS 0 BUKOHAHHS 3aBJlaHb 00MOBOT CITYKOH.

[Tix yac 3ampoBaKEHHS i PO3BUTKY KYJIBTYPHU 3aXHUINEHOCTI KOMaH IyBaH-
Hi BryTpimmHix Bificck MBC Ykpainu gnorpumyeTrses:

* TICPCOHAJILHOI BIJMOBITaIBHOCTI KOXKHOTO BiliCBKOBOCITYOOBIIS 32 BH-
KOHAHHS CBOIX IOCAIOBHX OOOB’S3KiB y cdepi 3ifiCHEHHS OXOPOHHMX
¢GyHKIiR y cuctemi (hi3HIHOTO 3aXUCTY;

* KOMITIETEHTHOCTI, 3T1IHO 3 IKOIO BECH 0COOOBHI CKJIaJ] BINCHKOBUX YaCTHH
(T IpO3/iTiB OXOPOHH) MPOXOUTH BiIMOBIAHUHN BiAOIp Mepe/] MPUHHSITTAM Ha
CITy>k0y 1 IPU3HAYCHHSAM Ha TI0CaH, TOYATKOBE HABYAHHS i MOCTIHHO MPAII0E
HaJ MJIBUIICHHSIM MpodeciiiHOro piBHA B cHcTeMi OOHOBOI 1 creriabHOT
MiJITOTOBKM Ta Tij Yac MiABUINEHHS KBamiQikalii BiAMOBIIHO 10 MOCAAOBUX
000B’SI3KiB;

* KOHTPOJIFO, BIJIMOBIJHO JIO SIKOTO 3 OOKY IMOCaJOBHX 0OCI0 BIHCHKOBHX
JacTUH (MIIPO3AUTIB OXOPOHH) BUKOHAHHS OXOPOHHMX (pyHKHIH y cucTeMmi
(GI3MYHOTO 3aXUCTy 3HAXOMUTHCSA IMiJ{ MOCTIHHHUM KOHTPOJEM KEPiBHOTO
CKJIQJTy Ta CaMOKOHTPOJIEM 0COO0BOTO CKIaay (BiamoBiaHo 1o ct. 11 Craryty
BryTpimnpoi ciyx6u 30poiHux cun YKkpainu);
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e MOTHBAIi, BIAMOBIZHO 10 SIKOI BCTAHOBIIIOETHLCS CHCTEMA 3a0XOYEHD
1 CTATHEHb, IO CIOHYKa€E OCOOOBWIA CKiIal IOOPOBUILHO JOMOBiAATH
KEPiBHUITBY MPO BCi BUITAIKH TOPYIICHB PH 3M1HCHEHHI OXOPOHHUX (QYHKITIH
y cucteMi (hI3MYHOTO 3aXUCTY 1 CBOIX, 1 3aJIy4eHUX CITiBIPAIliBHUKIB.

BinmosinHo 710 iepeniky 06’ €KTiB, 3aTBEPAKEHOTO ros1oBoro Ciryx0u Oe3re-
K1 YKpaiHu, aTOMHI €JIeKTPOCTAHIIIT Ta i IPUEMCTBA 000POHHO-TIPOMHUCIOBOTO
KOMIUICKCY HaJeaTh JIO HAHOIIbIl HEOE3NMEYHUX Y TEPOPUCTUIHOMY BiIHO-
IIeHHI. 3 METOI MPOTHIT aKTaM SIEPHOTO TEPOPU3MY BiANPAIIbOBAHO BifIO-
BiJIHI IUTAHU CIUTBHAX Aill miapo3aitiB Cioy:xOu Oe3nekn YKpaiHu Ta CHeiaib-
HUX BiChKOBUX YacTUH BHyTpinHix Bitickk MBC Ykpainu.

[IlopiuHO Ha AaTOMHMX EJIEKTPOCTAHLIAX MiJ KEPIBHUITBOM IITaly
ATL mpu CBY i3 3ampomieHHsIM MIKHAPOTHUX CIOCTEPIradiB MPOBOISTHCS
KOMaHIHO-IITa0H1 i TaKTUKO-CIIeI[iaJIbHI HaBYaHHSI JJIs BiANPAIFOBAaHHS -
TaHb II0/I0 TIEPEeBIPKM TOTOBHOCTI CHJI 1 3aCO01B MiAPO3/ALIIB Ta BIHCHKOBHX
JacTUH BHyTpimmHiX BifiCEK 10 6OPOTHOU 3 TEPOPU3MOM IIiJT 4ac TPOBEICHHS
AHTUTEPOPUCTHYHOT oTepallii Ta JIIKBiAaIii HACTIIKiB TEPOPUCTHYHOTO aKTYy.

Takox BapTo 3a3HauuTH, 10 PosnopsmkenHsaM Kabinery MiHicTpiB Yk-
painu Bix 4 Bepecus 2013 p. Ne 684-p 3arBepmreHo KoMrutekcHmiA mian 3axo-
JIB IIOJI0 pealizallii moiokeHb HOBOI penakinii [IpoekTHoT 3arpo3u saepHuM
YCTaHOBKAM, SJICPHUM MaTepianaM, paaioakTHBHUM BiIX0JaM, IHIIIUM JIKepe-
JIaM 10HI3yI040T0 BUIIPOMIHIOBaHHS B YKpaiHi.

Y 3a3Hau€HOMY JJOKYMEHTI BU3HAYCHO 3aXOH 3 TiIBUILICHHS PiBHS (Qi3n4-
HOTO 33aXHCTY SIEPHUX 00’ €KTIB JACPrKaBH, II0 MiISral0Th BUKOHAHHIO MPO-
Tsarom 2014 p.:

* OpraHi3allisi Meperisy akTiB MIXBIJJOMYHX KOMICil 3 OXOpPOHH SJICPHUX
YCTaHOBOK 1 siiepHUX MatepiamiB. [l peamizamii 3a3Hau€HOTrO 3aXOdy
komanryBanHs BB MBC Ykpainu iHinmiroBaTuMe nmuTaHHs nepen MiHicTeper-
BOM CHEPIeTHKH Ta BYTUILHOI MPOMHUCIOBOCTI YKpaiHu, MiHicTepcTBOM
€KOJIOTi1 Ta MPUPOIHUX pecypciB Ykpainu, HallioHaapHOK akajemMiero Hayk
Vkpaiau, 0 chepu ympaBIiHHS SKAX HaJEKaTh SIEPHI 00’€KTH, MIOMNO
CTBOpPEHHS MIKBIJIOMYMX KOMICii Ta opraHizailii ix podoru npotsrom 2014 p.
3 MUTaHb Neperniay akTiB Mixaigomuoi komicii (MBK) 3 oxoponu saepHux
YCTaHOBOK Ta SIEPHAX MarepialiB 3 ypaxyBaHHAM 00 €KTOBUX IPOCKTHUX
3arpo3 i pe3yJbTariB MPOBEJCHHS OI[IHKH BPa3JIMBOCTI;

* IUJIAaHYBAaHHS TPOBEICHHS CIIIBHUX TaKTUKO-CICIiaIbHUX HAaBYaHb Ha
2014 p., BiAnpaltoBaHHs TAKTHKH Jiil BINCBKOBUX YACTHH 3 OXOPOHH aTOMHHX
CJICKTPOCTAHIIIH 1 CHJI JOMIOMOTH 330BHI Y HAJA3BUYAHHHUX 1 KPU30BHUX CHUTYya-
1isix. JJ1s1 BUKOHAHHS IHOTO 3aBIaHHs IPOAHATi30BaHO IMiJICYMKH IIPOBEICHHS
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TaKTUKO-CIIeIiabHuX HaBdanb Ha BIT « XmenpaubKa AECH, 1110 IpoBOAMITHCS
B k0BTHI 2013 p. 3anpomoHOBaHO BpaxyBaTh pe3yAbTaTH IPOBEICHHS
3a3Ha4eHUX HaBYaHb NPH iX MIanyBaHHi Ha 2014 p. i BiINIpantoBaHHi TAKTHKA
JIiii BINCHKOBUX YaCTHH 3 OXOPOHH aTOMHHUX €JIEKTPOCTAHIIIN Ta CHJI JIOIOMOTH
330BHI Y HaJI3BUYAlHUX 1 KPU30BUX CUTYAIliSIX;

* 3a0e3MeueHHs IOSTAITHOTO epe030POEHHS HOBITHIMH 3pa3KaMH TEXHIKH
Ta 030pO€HHS BIMCHKOBMX YACTHH 3 OXOPOHM aTOMHHUX EJIEKTPOCTAHIIIM.
3 ypaxyBaHHSM HOBUX TEHICHIIIH MiITOTOBKH JO TAKTHUKHU Ji{ MiAPO3ILTIB 1
BIICBKOBHX YaCTHH 3 OXOPOHHM aTOMHHX €JIEKTPOCTAHIIIH Ta CHJI JIOMOMOTH
330BHI y HQJI3BUYAWHMAX 1 KPHU30BHUX CHUTYyaIlisiX TEXHIKa Ta 030pO€HHS
MaloTh BIAMOBITaTH Cy4acHUM BuUMoram. [Ipu oOrpyHTYBaHHI KOIITOPHCY
Ha yTPUMaHHS BIHCBKOBHX YacTHWH 3 OXOPOHHM aTOMHHUX €JIeKTPOCTAHIIH B
HartionaneHil koMicii YKpaiHu 3 peryitoBaHHS eJIeKTPOSHEPTeTUKH 3HAICHO
MOPO3YyMIHHS Ta MIATPUMKY MO0 MOETAMHOTO BUAICHHS KOIUTIB Y PO3Mipi
25 % Big moTpedW Ha 3aKyIIBIIO HOBITHIX 3pa3KiB BIHCHKOBOI TEXHIKH Ta
030poeHHs. Lle 1acTh 3MOry IPOTSITOM YOTHPHOX POKIB OHOBHTH ITAPK TEXHIKH
Ta 030poeHHS BiiicbkoBHUX yacTuH 3 oxopoHu AEC;

* 3a0e3meueHHs iABUINEHHS KBamidikamii GpaxiBLiB i3 Gpi3sHIHOTO 3aXUCTy
Ha HaBUAJIBHHMX Kypcax Ha 06a3i HaBuanmbHOro 1eHTpy 3 (i3MYHOTO 3aXHUCTY,
00Ky Ta KOHTPOJIO siiepHux MarepianiB iM. Jxopmka Kyzemuua 151/ HAH
Vkpainn. Komangysadem Buytpimnix Bificek MBC VYkpainm mnpuitasaTo
PIIICHHS [IOJI0 MPOBEJCHHS MEPEMiJATOTOBKH Ta TiIBHINCHHS KBaTi(ikarii
BIHCHKOBOCITYKOOBIIIB 32 KOHTPAKTOM BiCBKOBHX YacTHH 3 oxopoHH AEC
Ha 6a3i HaBuampHOTO 1eHTpY 3 (pi3MYHOTrO 3aXHCTY, OONIKYy Ta KOHTPOIIIO
snepaux marepiani [ HAH VYkpainu. ®@axisismu ['VBB MBC VYkpainu
Ta BUKJIQJAIbKUM CKJIaZoM HaBuaibHOTO LEHTpY BeIeThCs poOOTa M0N0
OTpPHUMaHHS BINNOBIAHUX JINEH31H, PO3POOJIEHHS TEMaTHYHHX IIPOrpaM i
HaBYAJIBLHUX JUCIMIUIIH 3a PIBHAMH MiArotoBkd. Hamano mpomoswuiii 110
KOLITOPUCHUX BUIATKIB HA YTPUMAHHS BIHCHKOBUX YacTHH 3 oxopoHu AEC,
a TaKOXX IO/I0 BUILIEHHS KOIITIB HAa HAaBYaHHS 0COO0OBOTO CKIIANy;

* 3a0e3MeveHHs PEKOHCTPYKINIT i TEXHIYHOTO TIepEOCHAIICHHS 1HKSHEPHO-
TEXHIYHHX 3ac00iB cHCTeM (Di3MYHOTO 3aXHUCTY SACPHUX YCTAHOBOK 1 SAEPHUX
MmarepianiB. CTaH iH)KeHEpHO-TEXHITHUX 3aC00IB CHCTEMH (DI3MYHOTO 3aXHUCTY
3ac00iB Ha JIEAKUX 00 €KTax HE BIJIOBIJAE IMOBHOIO MIPOK BCTaHOBJICHUM
BUMOraM HakasziB Jlep)kaBHOI iHCHEKIii SIIEPHOTO PETYIIOBaHHS YKpaiHH
NeNe 1761177. bnnzbko 40 % iHKeHepHO-TeXHIYHNX 3aC001B (Di3HIHOT0 3aXUCTY
Ha aTOMHHX €JICKTPOCTAHIIISIX BUPOOMIIM BCTAHOBJICHI TEPMIHM SKCILTyaTallii.
[ToTpeOyroTh 3aMiHN 3aCO0M BUSBJICHHS B 3a00POHEHHMX 30HaX 00’ €KTIB.
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Humni B YkpaiHi BiAIpamboBy€ThCS TUTaHHS peopMyBaHHS IPaBOOXOPOH-
HOT CUCTEMH, MiJ] 4ac SKOr0 BXKJIMBO BUPIIIKUTH iCHYIOYI TPOOIEMH Ta HE J10-
ITyCTUTH 3HIKEHHS piBHA 3axucty 00’ exTiB K1. Jo onprrogaenns Konmerit
KkepiBHUITBOM BHyTpimHix Biickk MBC VYkpaiHu miAroToBICHO HU3KY 3MiH
1o 3axkoHy Ykpainu «lIpo Brytpimni Bifickka MBC Ykpainuy, 3rifHO 3 IKH-
MU PO3IIHPIOIOTHCS IOBHOBAKEHHS IIIOJI0 OpTaHi3alii B3aeMOJIl 1 3 AepiKaB-
HUMU OpTaHaMH, i 3 TPOMAaJICBKUMU opraHi3aiiissMu. € mpoOieMHi MATaHHS, Ha
BUPILICHHS SIKUX CITAHOBAaHO 3axofu Ha 2014 p. SkicTh 1 00CSIT BUKOHAHHS
[IUX 3aXO0MiB 3HAYHOIO MipOIO 3aJICKUTH BiJl 0OCSTIB (hiHAHCYBAHHS.

Ha 3aBepmieHHs 3a3Hauy, [0 CBOEK MIOJCHHOI CIYX)00H BiHCHKOBO-
ciyx60B1i BHyTpimHix Bifickk MBC Ykpaiuu HafiiiHO OXOpOHSAIOTh BU3HA-
YeHi 00’ €KTH KPUTHIHOI IHPPACTPYKTYPH.

MPOBJIEMM PET'YJIIOBAHHA TEXHOTEHHOI
BE3MEKHU B YKPAIHI

I'PEYAHIHOB Biktop ®enopoBuy,
HAuanvHuK 8i00iny 3abe3neyeHusa JisIbHOCMi 2071081
eporcasnoi cnyscou Yxpainu 3 Hadzeuuaunux cumyayiii;

BET'YH Bacuas BacuiaboBuy,
3aeidysau 8iodiny Incmumymy npobnem
Mamemamuunux mawun ma cucmem HAH Yxpainu

UucneHH1 TEXHOTGHHI 3arpo3u HUHI Jiefalti Oijblile BIUIMBAIOTh Ha CIPO-
MOKHICTb JIep’KaBU CTAJIO PO3BUBATHCS, IO 3yMOBIIIOE HEOOXiTHICTh YI0CKO-
HaJICHHS 3aKOHOJIaBUMX, OPraHi3aliiHuX, TEXHOJIOTITYHUX Ta 1HIIUX aCIEKTiB
y cdepi TEXHOTEHHOT Ta €KOJIOTIYHOT Oe3MeKH.

Bapto 3a3HaunTH, 1110 OCHOBHI HOPMATHBHO-IIPABOBI aKTH, SIKi PETYIIOIOThH
3a3HaueHy OC3IEKOBY Cepy, OyiH MPUHHATI NePEBaXKHO HA MOYATKY CTOPid-
9si, 30KpeMa:

* TIpo 06’extu migBuineHoi Hebesneku (OITH) (2001 p.)!;

* [Ipo 3axucTt HaceleHHS 1 TEPUTOPIH BiX HAA3BUYAHHUX CHUTYyamid
TEXHOT€HHOro Ta MpupomHoro xapakrepy (2000 p., BTpaTWB YHUHHICTH Y
2013 p.)'7;

1% [Tpo 06 'exmu nigBuieHOT HeGe3mekH : 3akoH Ykpainu Bix 18.01.2001 p. Ne 2245-111
[Enexrponnuit pecypc]. — Pexxnm nocrtymy: http://zakon3.rada.gov.ua/laws/show/2245-14

7 [Ipo 3axucm waceneHHst 1 TepUTOPIN Bill HAJA3BUYaHHUX CUTYAIllill TCXHOTEHHOTO Ta
MPUPOHOTO XapakTepy» : 3akoH Ykpainu Bix 8.06.2000 p. Ne 1809-111 [Enexrponnuii pe-
cypc]. — Pexxum moctymy: http://zakonl.rada.gov.ua/laws/show/1809-14
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* [Ipo npaBoBi 3acagu MUBLIBHOTO 3axucTy (2004 p., BTpaTWB YHHHICTH
y 2013 p.)!'%;

* [Ipo oCHOBHI 3acamu JAEpKaBHOTO HALIMy (KOHTPOIIO) y cdepi
rocroaapchkoi mismsHOCTI (2007 p.)!%°,

VY munni 2013 p. HaOyB unHHOCTI Kojeke 1uBiibHOTO 3axucty Yipainu'',
SKWAH BPETYJIOBYE YaCTHHY IIMTAHb 13 BKa3aHUX BHIIIE 3aKOHIB.

ITocranosa KaGinery MinictpiB «IIpo ineHTndikamito Ta JAeKiIapyBaHHS
Oe3nexu 00’ ekTiB miaBUIIeHOT HeOe3nekm» Bix 11 mumas 2002 p. Ne 956 € Tiero
OCHOBOIO 3aKOHO/IaBYO1 0a3y, 110 BU3HAYAE TPOLEAYPHI IMTaHHS Ta OCHOBHI
JIOKYMEHTH TOTeHIIHHO HebOe3neunux o0’ ektiB (ITHO), siki MaroTh OyTH po3-
poOrnieni. Ha sxanb, HaBiTh y IbOMY HEBEJIIMKOMY MACHBI HOPM iCHYIOTbH HEBH-
3HA4YEHOCTI, @ IHOAI ¥ IPOTUPIYYsL, IPHYOMY TaKi HEBIAIIOBITHOCTI TOYNHAIOTH-
¢ Ha PiBHI OCHOBHMX BU3Ha4YeHb. Hanpukiray, y 3akoni mpo OITH (2001 p., i3
nonpaBkamu 10 2012 p.) BU3HAYCHO, 1110 «PU3UK — CTYIIHb IMOBIPHOCTI TIEBHOT
HeTaTHBHOI MMOii, ska MOXke BiTOyTHCS B IEBHUH Yac ab0 3a eBHUX 00CTAaBHH
Ha TepHUTOpii 00’ €KTAa IMiIBUIIICHOT HeOe3IeKH 1/a00 3a HOTo MeKaMny, a 3aKOH
Ne 877-V (2007 p., i3 monpaBkamu 110 4 s 2013 p.) gae Take BUSHAYCHHS:
«Pu3mk — KinbKicHa Mipa HeOe3NeKH, 1110 BPaxoBY€ HMOBIPHICTh BUHUKHEHHS
HETaTUBHHUX HACIIJIKIB BiJ] 3MIHCHEHHS TOCIONAPCHKOI AISUTBHOCTI Ta MOXKIIH-
BUIl pO3Mip BTPAT Bil HUX». 3p0O3yMil0, IO OCTAaHHE BU3HAYCHHS MPaBUIIbHE,
BI/IIIOBIIa€ Cy4acHUM YSIBIICHHSIM 1 MDKHApOIHHUM CTaHJapTam, aje I i iHmi
HEBIMOBITHOCTI TOCI He BUTIPABJICHI B YNHHUX 3aKOHAX.

CrItajiaeTbes BpaXKeHHs, 110 3aKOHU HE Ty’Ke 3aTpeOyBaHi, OCKUTbKH HEO/I-
HO3HAYHOCTI H CyIepedHOCT He BUIPABJIEH] IIPOTATOM TPUBAJIOTO Hacy, a I1e
MOYKE O3HAYaTH JIMIIE OJIHE: BITHOCHHU y cdepi Oe3neku peasbHo BinOyBa-
IOTHCSI HE B 3aKOHOJIABYiM TUIONINHI, a HA PiBHI 0COOMCTUX CTOCYHKIB MiIpHU-
€MIIIB 1 JePIKABHUX CITY»KOOBIIIB, IO HE CIIPHSE 3MIITHEHHIO OC3MEKH.

CrpoOu 3MiH 3aKOHOIABCTBA Taku Oynu. 30kpema, BapTo 3rajgatu Jlep-
aBHY ITbOBY COLIAJBHY IPOrpaMy pPO3BHTKY IHUBLIBHOTO 3aXHCTy Ha
2009-2013 poxu'! i pozpobnenns Ta npuitHATT Koaekcy LMBIIBHOrO 3a-

198 ITpo npaesoei 3acay IMBIIBHOTO 3aXUCTY : 3aKOH YKpainu Bij 24.06.2004 p. Ne1859-TV
[Enexrponnmii pecypc]. — Pexxum noctymy: http://zakon2.rada.gov.ua/laws/show/1859-15

19" IIpo ocnoeni 3acamu JepKaBHOTO HansiLy (KOHTPOIO) y cdepi rocnomapchkoi
IisuTbHOCTI : 3akoH Ykpainu Big 05.04.2007 p. Ne 877-V [Enexrponnwuii pecypc]. — Pexxum
noctymy: http://zakon4.rada.gov.ua/laws/show/877-16

10 Koodexc nuBinpHOTO 3axucTy YKpainu [EnexrponHuii pecypc]. — Pexxum nocrymy:
http://zakon].rada.gov.ua/laws/show/5403-17

N [Tpo 3ameepoocennst JlepixkaBHOI LiTbOBOI COL[iabHOT MPOrPaMH PO3BUTKY LIHBiNIb-
Horo 3axucty Ha 2009-2013 poku : moctanoBa Kabinety MinicTpiB Ykpaiau Ne 156 [Enek-
TpoHHUI pecypc].. — Pesxum poctymy: http://zakon2.rada.gov.ua/laws/show/156-2009-n
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xucty. Ha »aib, O1IbIIiCTh 33lyMiB 3 Y10 CKOHAJICHHS 3aKOHOJIaBCTBA, ITePel-
6auyenux IIporpamoro, He BUKOHaHI, a onokeHHs Komekcy Halvacriie mo-
BTOPIOIOTh IOMWJIKH 3aKOHIB, HOBI ITOJIOKCHHS KOJIIEKCY HE BIPOBAKYIOTh-
csa. Hosa Ilporpama JICHC VYkpainu, 3arBepkena 3akoHom Ykpainu «IIpo
3aTBEpIUKEHHS 3arajbHOJCPIKAaBHOI LITBOBOI MPOrPaMHu 3aXHCTy HACEJICHHS
1 TepUTOpidl BiJ HaI3BUYANHHUX CUTYAIlill TEXHOTCHHOTO Ta MPUPOIHOTO Xa-
pakrepy Ha 2013-2017 poxun» Big 7 uepBHs 2012 p. Ne 4909 He nependauae
MPUHIIUIIOBUX 3MiH yIpaBiiHHs 6e3mnekoro. Pecypceu Ilporpamu, npusHaueHi
JUTS 3IIHCHEHHS TEepIIOYSProBUX 3aXO[iB IMOJO 3aXHCTy HACENCHHs U Te-
pUTOPiH BiJ HAI3BUYAMHHUX CUTYAIlill, CTOCYIOTBCSI HacaMIiepe OHOBIICHHS
MarepianbHoi 6a3u ¥ 3axucHuX cnopya. Lle, 6e3yMOBHO, BaXJIHMBO, ajie HE
CIpHUsi€ BUPIMICHHIO MIPUHIIUTIOBHUX IMATAHB YIPABIIHHS OS3MEKOI0 Ha OCHOBI
CBITOBOTO JTOCBITY.

SIk BiZIOMO, OCHOBOIO Cy4aCHHUX ySBJIEHb PO YIPABITiHH: O€3MEKOI0 € KOH-
HeMis pu3uk-opieaToBaHoro miaxoxy (POII). BiTunsHsHi cripoOu Bimcatucs
B paMKH IIi€] KOHIIEMIii He € YCIHIIIHUMH, HABIAKH, HEIIOJaBHO MPUHHATA
ITocranoBa KMVY!"? «IIpo 3aTBep/pKEHHST METOMUK PO3POOICHHS KPUTEPIiB,
3a SIKUMU OI[IHIOETHCS CTYIIIHB PU3UKY» BUCYBAa€ TaKi BUMOTH JI0 BiTHECEHHS
Cy0’€KTIB TOCIIOAPIOBAHHS J0 CTYIEHIB pU3uKy: «I. 11. JIo KoXXHOTO CTyTIe-
HS pU3UKY Ma€ OyTH BiHECEHO:

* JT0 BUCOKOTO CTyTIeHs pu3uKy — 10 10 % cy0’€KTiB rocriofaproBaHHS;

* II0 CePEeIHbOTO CTyMEeHs pu3nKy — 10 30 % cy0’€KTiB rocriogaproOBaHHs,;

* 10 HE3HAYHOro cTymeHs pu3uky — 60 % 1 Oinblie cy0’ekTiB roc-
MIOAAPIOBAHHSD).

Ii Bumorwu, 1o mepiire, HeoO EKTUBHI, HaBITh a0CypaHi. JliMicHO, K MOX-
Ha 3a3JaJeriip KIacu(ikyBaTu cy0’eKTH roCIofaplOBaHHA 3a CTYNIEHEM pU-
3WKy, He omiHIooun Horo? Lls mpobiaema He BupinryeTses mpocto. Ha Ham
MOTIIsA], Mae OyTH poOOTa HAa TIEPCIICKTURY: KPUTEPii PU3UKY MalOTh OyTH JTU-
HaMIYHUMH, 3 TIOCTYIIOBUM 3HW)KEHHSIM PH3UKY MPOTATOM BHU3HAYCHOTO Iie-
plomy amamTamii 0 MKHAPOIHUX HOPM BiJl 3HAUYCHb CHOTOJCHHS, & caMe 0
€BPOIEHCHKUX HOPM (pHcC. 1). SIKIIO K MPUHHSATH IO YMOBY, TO JIETKO MOXHA
MopaxyBaTu KpUTEpil Ha KOXKEH piK Mepiofy ajamnTallii BiIOBITHO 10 BUMOT
BOO3. TobTo moTpibHO Oyno BKa3aTH MEXaHi3M PO3paxyHKIB KpUTEpiiB Ta
METOJIM Y¥ METOJIOJIOTI1 OIIHOK PU3HKIB MiAMPUEMCTB.

112 [Tpo 3ameepdicertsi METOIMK PO3POOIICHHS KPUTEPITB, 38 AKMMH OLIHFOETHCS CTYITiHb
pm3uKy : mocranosa Kabinery MinictpiB Ykpainu Bix 28.08.2013 p. Ne 752 [EnexrponHuit
pecypc]. — Pexxum nocrtymy: http://zakon4.rada.gov.ua/laws/show/752-2013-n
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Puc.1. €Bponeiicbki HOpMH Aiana30HiB pU3UKY

B Vkpaini 3Ha4eHHS MPUAHATOTO PU3UKY 3aKOHOIABUO HE BCTAHOBICHI,
arne cBitoBi ToBapuctea BOO3 i MOOII pekoMeHAyIOTh TaKi 3HAUYCHHS: He-
suaunuil puzux — R<I-10°%; npunycmumuii pusux — 1-10°<R<5-107; sucoxuil
(mepnumuit) pusux — 5-10°<R<5-10"*; nenpunycmumuit pusux — R>5-10, wo
8idobpadicyemvcs diazpamoro «timosipHicmo-nacriokuy (puc. 1). Tyt 1 mani
pU3MK R BU3HAYaEMO BiAMOBITHO 10 KoHIENTyalbHOTO MiJXiqy J0 YIpaBIliH-
HSl pU3UKAMU HAJA3BUYAHHUX CHUTYAIliil TEXHOTEHHOTO 1 IIPHPOIHOTO XapaKTe-
py'!® sik 10Oy TOK:

R=PU,
ne P — iMOBipHiCTh HeOaxaHOT TOii,
U — 306uTOK.

3a 30MTOK Y HaBEJCHUX 3HAYCHHSX MPUIAMAETHCS MOXKIIMBA KUJTBKICTh 3a-

2ubnux 3a pe3yabraTaMi IMOBIPHHX aBapii.

3 Xmine I A. KoHuenrtyaipHHil HiIXiJ 10 yHpaBiliHHSA pPU3HKAMH HaJ3BHUYaii-
HHUX CHUTyalliil TEeXHOTeHHOro i mpupoaHoro xapakrepy / I. A. Xwmiib., €. II. Bypasnbos.,
B. B. I'etbman., B. B. Beryn // Exoioris i1 pecypen. : 30. Hayk. npaus. — K. : IITHb PHEO,
2007. — C. 53-64.

72



30ipHuK Mamepianie MidcHapOOHOT HAYKOBO-NPAKMUYHOT KOHGhepeHyil

V 3B’A3KY 31 3HAYHOIO KUTBKICTEO HEJIOMIKIB 1 B pealbHUX MPOLIECaxX Peryiro-
BaHHsI Oe3MeKu, 1 B HOPMATUBHIHM 0a3i, JOrTYHUMU € 3anuTaHHs: «HoMy Tak?»,
«YoMy MU BIICTaNM BiJI IIMBLTI30BAHOTO CYCIIbCcTBa?» Ha Harm mormsii, Bif-
TIOBIJIb KPHUETHCS B KOPEHI PO3YMIiHHSI OCHOBHHX IOHATH, a came Y «pisocodil
6e3nexu». [Ipo BaxIUBICTh IHOTO MOHATTA JUIA O€3MEeKH CBIIYUTH BUCHOBOK
akanemika B. A. Jleracosa mpo npuunau aBapii Ha YAEC (MoBOIO opuriHaiy):
«Jleno mmenHo B putocodun 6e3onacHocTr. Ecim 061 prtocodus 6e3omacHoc-
TH ObLIa TPABUIILHOM, TO TEXHUYECKUE PEIICHUSI IO 3TY BIII0CO(UI0, KOHSUHO
JKe, HaIllU CTICIHAIHCTHI HAXO/VJIH, ITOTOMY YTO OHHM TPaMOTHEIE CIICIIAATUCTBL,
TOJIKOBBIE JIFOIH, YMEIOT CUNTATh U JeJIaTh POYHe Bermm»! 4,

Y CBITOBOMY CYCIITBCTBI POTSITOM TOCUTB TPHBAJIOTO Yacy MaHye (izocodis
«3amo0iraHHs pU3UKIBY», sIKa, CBOEIO YeProro, 0a3yeThesl Ha MPHUHIUIAX OIlIHOK
PH3HKIB, KUTbKICHUX aHalTi3iB Tomo. CaMe OCTaHHi IAF0Th KUTbKICHI TTOKKIUKA
PH3HKY, Tal0Th 3MOT'Y PO3POOJISITH HAYKOBO OOTPYHTOBaHI 3aXOAH JUIs 3HIDKSHHS
PH3UKY 1 BCTAaHOBIFOBATH MTEPIOIUYHICTD JISPKaBHOTO KOHTPOITIO, & CaMe:

* 5 poKiB (SAKIIO HAa 00’ €KTI 3a/IKJIAPOBAHO HE3HAYHHI PHU3HK);

* 3 pokH (3a IPUILYCTUMOTO PUBHKY);

* 1 pik (32 BHCOKOTO PU3HKY).

3a3HaveHa MpaKTHKa MONIMPEHa B PO3BUHEHUX KpaiHax i3 cepenunn 70-X po-
kiB XX cT., y Pocii 3acTOCOBY€ThCS 3 TIOYATKy HOBOT'O THCSYOPIUYs, IO A€
3HAYHUIA €KOHOMIYHUH e(DeKT 1 iCTOTHO 3HIKY€E PU3UKH VIS TIEPCOHANY He-
0e3MeuHuX MiIPUEMCTB, HACEICHHS 1 JOBKIILIS.

BaxnuBy posib Bilirpae HOBE 3aKOHOABCTBO:

* [ToctanoBa KMV «llpo 3arBepmxenus Ilopsimky po3nopiay cy0’ekTiB
TOCTIOAPIOBAHHS 3a CTYNEHEM pH3UKY iX TOCHMOTAPCHKOI MiSUTBHOCTI IS
0e3MeKH >KUTTSA 1 30pOB’S] HACEJICHHs, HAaBKOJIMIIHBOTO MPUPOTHOIO cepe-
JIOBHIIA TIOMO MOXKEXkKHOT Oe3meku» Bim 14 mucromama 2007 p. Ne 1324 i
HacTymHi toctaHoBH (Ne 306, 431 Ta iH.);

» Hakaz MHC (noromxenuii 3 Min’tocrom) «IIpo 3arBepmxenns IIpasun
VIAIITYBaHHSA, eKCIUTyaTamii Ta TEXHIYHOTO OOCIyTrOBYBaHHS CHCTEM
PaHHBOTO BHSIBIICHHS HAJ3BHYAHMX CHUTYaIlild Ta OMOBIIIEHHS JIFONeH y pasi
ix BuHUKHEHH:» BiJl 15 TpaBHsa 2006 p. Ne 288;

* [ToctanoBa Kabinety Minictpie «IIpo 3arBepmkenns Ilopsaxy
MIPOBENCHHS JACpP)KaBHOI EKCIEPTH3H 3 MUTAHb TEXHOTCHHOI OE3IMeKH...» Bif
20 cepmust 2008 p. Ne 767.

114 Texet w3 msITH MarHUTO(OHHBIX KAcCeT, HAANKTOBAHHBIX aKaJeMUKOM JleracoBbIM
B. A. «O6 aBapuu Ha YepHoObu1bCcKOH ADCy» [Enextponumii pecypc]. — Pexxum goctymy:
http://www.pseudology.org/
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OpnHax 11e 3aKOHOAaBCTBO € Hee(PeKTUBHIM, HE TPAITIOE i HE PaIIOBaTUME,
OCKIJTbKM HOTO OCHOBOIO € cTapa KOHIICTIIisl pETyaI0BaHHS Oe3MeKH, 3aCHOBA-
Ha Ha «3abe3neuenHi 100 % Oe3nexw» Ta MOCTIHHOMY Jep)KaBHOMY HaTJISII.
Takox HE BHKOPHUCTOBYIOTBCS CydYacHI €KOHOMIUHI MEXaHI3MH YIpPaBIiHHS
0e3meKoro.

Tak, Bka3zaHWil mepmMM JOKYMEHT HaHIBeIb 3BOJIUTH Cy4acHI IepeaoBi
Hopmu 3akoHy Ne 877-V. Bin, BnacHe, € CTapoio IHCTPYKIIEIO paIsTHCHKUX Ya-
ciB, ockinbku Bei [THO Ta OITH onuHMIKCS B OHIH JIaHII BUCOKOTO PU3HUKY,
HE3BaKaI041 Ha PO3PaxyHKH.

«3a BU3HAUYCHHSIM 00’ €KTH 3 BHCOKUM CTYIICHEM PU3HKY:

* MOTEHIIIHO HeOe3meuHi 00’ €KTH Ta 00’ €KTH I ABUIIEHOI HEOE3IEKH,

* IIPOMUCIIOBI Ta CKJIJICHKI OyaiBIi (CTIOpYH), SIKI HaJIekKaTh 10 KaTeropii
«A» abo «b» 3a BHOYXOIOXEKHOK HEOE3NMEeKOr HEe3aJeKHO BiJ IO,
Ta <...> Kkareropii «B» mwromero 500 M i OisblIre;

* MiIPUEMCTBA, SIKIi MAlOTh CTpATeridyHe 3HAYCHHS ISl SKOHOMIKH Ta
Oe3rekn JepkKaBH, Tepelik skux 3arBepmkeHuil [loctanoBoro KabGinety
MiwnictpiB Ykpainu Ne 1734 Bim 23.12.04 p.»!'".

TobOto e € nexmaparist 6e3meky, ska 3a TaKUX 0OCTAaBHH BTpadae Oy/b-
sKuil ceHe. JIIMCHO, HaBIIIO PO3PaxOBYBAaTH PU3HMK (BHMOTH 3aKOHIB), SIKIIO
BiJl IILOTO YacTOTa MepeBipok He 3MiHieThesa? Y Hakazi MHC Ne 288, mio €
000B’s13xk0BUM 7151 yeix OITH, Takox mpocTexyeThest HeaJeKBaTHICTh 1 po-
THPIYYS CBITOBOMY JIOCBIJy B TOJIOBHOMY, a CaMe: 3aX0H Oe3IeKH po3po0isie
1 BIIPOBAJIXKYE€ TOCIIOJAp, BKa3iBKH HABITh IICHTPAJILHUX OPTaHiB B € HEKO-
PEKTHHMHU, TUM OiJIblIIe Yy IpUMycoBoMY NOpsaKy. Lle abo nporekuioniaMm, abo
THIIMH eJIEMEHT KOPYIIIIIHOT cCXeMH, 10 3aBa)kae po3BUTKY Oi3Hecy. He MeHII
3HAQUHUM € 1 HACTYIHHH JOKYMEHT, SKHU JOIYCKA€ MOXJINBICTh BUKOHAHHSI
Ba)KJIMBOI NpoLenypH O0e3neKy (€KCIepTH3N) BUKOHABIIMH 3 HEJIOCTaTHIMU
CIeIiaIbHUMH 3HAHHSMH, TOOTO BKOTpPE CIIOCTEPIraeThCsl HEBIAOBITHICTH
cBiToBOoMy jocBiny. llle omniero mpobiaemMoro y BIPOBAIKCHHI 3a3Ha4EeHOT
HOPMH € BiZICyTHICTB YiTKO c(hOPMYIHOBAHUX BUMOT JI0 €KCIIEPTIB Ta TPOMaj-
CBKUX EKCIIePTHU3.

SIK HaciI0K, HeCydacHi METOIM YIPaBIiHHS 0e3MEeKOI0 BiIKUAAIOTh Kpai-
HY Y CBITOBOMY PEHTHHTY B 1i# chepi Ha MaiKe OCTaHHI MiCI, a 3a AeTKUMHU
MOKa3HUKaMU cdepu Oe3nekn YkpaiHa Mae HalTipIni pe3yasraT (puc. 2-5).

5 ITpo 3ameepdoicernHs TIEPEIiKy MiIPUEMCTB, SIKI MAIOTh CTpaTEriyHe 3HAYCHHS IS
eKOHOMIKH Ta Ge3nexu Jepxkasu : mocranosa Kabinety MinictpiB Ykpainu Bix 23.12.04 p.
Ne 1734 [Enexrponnmiti pecypc]. — Pexum noctymy: http://zakon2.rada.gov.ua/laws/
show/1734-2004-%D0%BF
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SIx BUIHO, OCHOBHI TIOKa3HWKH OE3TEKH 3a MOPIBHSUIBHUE 1epion abo He
3MIHIOIOTBHCS (UM CTIa0KO 3MiHIOIOTECS), 00 3pOCTAIOTh; JIMIIE B sIEPHi ramysi
CIIOCTEPITaeThCs MO3UTUBHA AUHAMIKA, [0 MAa€ eKCIIOHCHITIABHINA XapaKTep.

OTxe, iepeI0Bi MPUHIIMITA OE3TEKH YCITIITHO BITPOBAKYIOTHCS MTOKH 110
JIMIIE B SIACPHIN ramysi, B iHIHMX cepax 6e3nexu (Oe3nexa 0OXOpOHU Mpalli,
TEXHOTCHHA, IMOXKEKHA Oe3IeKa TOII0) 3aIUIIAIOTHCS CTapi KOHIICTIIT yIIpaB-
ninHs. HoHcenc, ane dakt: Ykpaina 3a nmonaj 20 pokiB NaHyBaHHS HIOHUTO
PHHKOBHX MPHHITUITIB TOCIIONAPIOBAHHS TaK 1 HE 3MOTJIa, KPIM SK Y sICpHIN
rays3i, 3MIHHTH CBITOIVISA]] IIOJI0 METOMIB YIIPABIiHHS Oe3meKoro. [HTerpartis
VYkpaiHu B €BpONEHCHKI CTPYKTYpH HEMHUHYYE MpHBEIE /10 3MiHU cTpareril
yrpaBiiHHS Oe3nekoro, ajke B €C MpUHHATO CTPATETi0 yHepeKeHHs Hal-
3puvaitHux cutyaiii (HC), mo 3HmwKye piBeHb HEOES3IeK i 3HAYHO JCIICBIIE
JUTst ieprkaBu 3arasiom (y 7-30 pasis).

Huspky eekTHBHICTh YIIpaBIiHHS 0€3MeK0I0 B yCiX il cepax MOpiBHIHO
3 Oesnexkoro AEC JeMOHCTPYIOTh TPEHM OCHOBHHUX IMOKA3HUKIB 13 OE3MEKH
(puc. 2-5), skuMH 00paHO IHTETpalIbHI MOKA3HUKH HEeOEe3IeK: PU3UK CMEpT-
HOCTI Ha BUPOOHUIITBI — chepa OXOPOHU Ipalli (3a MaTepiajaMu MipydHHUKa 3
OXOpOHH TIpari) (puc. 2); KUTBKICTh HAJA3BHYAWHUX CUTYaIlii — cdepa IUBLIb-
HOTO 3aXHUCTy (3a MaTepianaMu HarioHabHOT nonoBini MHC) (puc. 3); moxex-
Ha Oe3IeKa — KUIBKICTh MOXKeX 1 po3Mip 30MTKIB BiJ MOXKEX (3a MarepianamMu
CTaTUCTUKU TOXKEKHOTO HArsny) (puc. 4); KUIbKICTh IOPYIICHb HOPMAJIbHOT
excruryaranii Ha AEC (3a marepianamu IOpivHUX 3BiTiB 3 Oe3MeKH) (puc. 5).

I3 puc. 2 BUaHO, 1110 HMOBIPHICTh JETAIBHOTO BUMAJKY Ha BUPOOHMIITBI,
3HAYHO HE 3MiHWIACS MPOTSIToM 30 POKiB, HE3BAXKAIOYM HA 3MIHHA KiITBKOX
MTOKOJIIHb OOJIaJIHAHHS W HAaBITH JIEP)KABHOTO yCTPOKO Ta (hOPMHU BIACHOCTI.
Tpena 11poro nmokazHuka rnepedyBae B 1OCUTh By3bKOMY Jliania3oHi. AHAJIOTi4-
HOIO € 1 TOBEIHKA TBOX IHIINX TTOKA3HUKIB — KUTBKOCTI HAI3BUYAHIX CHTYa-
i (puc. 3) i moxex (puc. 4). CTOCOBHO OCTaHHIX, KPiM CJ1a00 CIaJlat0vuoro
TPEHIY KITBKOCTI MOKEXK, MAEMO 3POCTaHHS Maike B JAECATh pa3iB MPSIMHUX
30uTKiB. Li 00’ €KTHBHI CTAaTUCTHYHI JaHi CBITYaTh PO HU3BKY €(PEKTHBHICTH
peryioBaHHs O€3NeKH y UX cdepax, HeMpaBHILHUI BUOIp cTpaTerii ynpas-
niHHsA (mepeBara pearyBanHs Ha HC), BiICyTHICTh CHCTEMHOT poOOTH 11010
3amo0iraHHs Ha3BUYAHUX CUTYAIIii, 3aCTapiIicTh OCHOBHUX ITPHUHITHUIIIB pe-
T'YJIFOBaHHS O€31eKH, 1X HEBIAMOBIAHICTh CYYaCHUM CBITOBUM HOpMaM Ta 1HIII1
HEJIOJIKHU y X chepax TisUIbHOCTI.

[IpoTunexHa cCUTyaIlisl CIOCTEPIraeThCSI B aTOMHIN Taly3i: YIIPOBaKCHO
CcydacHI MDKHApOIHI MPUHIUITA PETYIIOBaHHS O€3MeKH, 11 MisUTbHICTh Tepe-
OyBae MiJl MTUIBHUM MIKHAPOJHUM KOHTPOJIEM. 3a MOKa3HUK Oe3neKu 00paHo
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KUTBKICTh MOpYIIeHb (HaBiTh HE aBapiil, a MOpyIIeHb — BIIXWICHb BiJl HOP-
MaJbHHMX YMOB €KCIUTyarallii) 3a Toil camuii mepiof (puc. 5). 3a nepios He3a-
JIeXHOCTI BiZI0yJ0Ccs CKOpodeHHs yncia nopyuens Ha AEC maiike B necstsb
paziB(!), a 3a MOPIBHSIBHHUNA TIEPIOT — Y YOTHPH Pa3H.

OTXe, CUTyallil0 3 PETYNIIOBaHHS Oe3mneku y cdepi MUBUILHOTO 3aXUCTY
NOTPiOHO 3MiHIOBaTH JOKOpiHHO. CTparerist ynpaBiiHHS OE3MEKO0 Mae Bif-
TOB1/IaTH HOBOMY JICpXKaBHOMY YCTpPOIO Ta mpuBartHiii Gopmi BracHocTi. [1po
HEOOXiJHICTh 3MiHM CTpaTerii JAep:KaBHOTO KOHTPOIO Oe3MeKu HAeThCs 1 B
Iporpami exonomiurnx peopm Ha 20102014 poxw, B sIKiii 3a3HaUEHO, 1110 Of1-
HUM 3 OCHOBHHX 3aBJIaHb Yy c(pepi JIepKaBHOTO HAMISAY ¥ KOHTPOIIFO Ma€e OyTH
«3aBEpUICHHS PO3pOOIICHHS Ta BIPOBAPKEHHS KPUTEPIIB OLIHIOBAHHS CTYIICHS
PU3HKY BijJl BEIEHHS Cy0’€KTaMU rOCHOAAPCHKOI MisUTBHOCTI i IepiOANIHOCTI
MPOBEICHHS ITAHOBHX 3aXOiB AEP/KABHOTO HAIsLy (KOHTPOITIO)»! 6.

OTxe, Bce CKa3aHe CTOCOBHO PETyIIOBaHHA O€3IeKH y Tporpami BiAmoBi-
Jla€ 1 IPUHIMIIAM KOHIIETIII] yIIPaBIiHHS pU3UKaMH. AJle TOKOPIHHO 3MIHUTH
YIpaBIIiHHS O€3MEKOF0, SIK TOTO BUMArae ypsiJi, HeIpoCTO: MOTPiOHO 3MiHIOBA-
TH CBITOIIIA, Pitocodito i cTaBIeHHS 10 Oe3MeKH, T0-HOBOMY HaBuaTH (axis-
1iB. /1o 11bOTO CIIOHYKA€E Yac i Hall eBporneichkuil BuoOip. HaBiTh i3 KopoTKOro
OTIISATy MOKHA JIINTH BUCHOBKY 1010 HU3bKOT €(DEeKTUBHOCTI yIpaBIiHHS Oe3-
MeKO0 B YKpaiHi, Hey3rolKeHOCTI HOpMaTUBHOI 0a3u 3 6e3nekw, i1 HeBiamo-
BIZTHOCTI JIep>kKaBHOMY YCTPOIO Ta Cy4acHOMY MIKHApOJHOMY 3aKOHO/IAaBCTBY.
Jlo Toro xk, sIK y)Ke 3a3Ha4aiocsi, HEY3ro/PKEHICTh PO3MOYMHAETLCS Ha PiBHI
OCHOBHHX BH3Ha4Y€Hb. YIPOBAKEHHsI MEPEIOBUX TEXHOJIOTIH B sAepHil ra-
Ty31i MOXe OyTH IPUKITAJIOM JUIS IHINUX MOTCHIIHHO HEOS3MEUHHX rary3ei.

KoHrnenmis ynpapiiHHS pU3UKaMi BUHUKHEHHS HaJ3BUYaiHUX CHUTYAIlii
TEXHOTEHHOTO Ta MPUPOIHOTO XapakTepy Brepine Oyna pospodiena y 2005 p.
i cxBasieHa Pimennsm Panu perionis mono 3a0e3neueHHs epeKTUBHOTO pea-
I'YBaHHS Ha BUHWKHCHHs PH3UKY HaJI3BUYAWHUX cUTyarid Bijg 20 depBHS
2013 p. JlokyMeHT po3pobIeHUil Ha OCHOBI €BPONEHCHKOT HOPMATUBHOI Oas3u
Ta nepenbdadae BOpoBaPKEHHs pr3HK-opieHTOBaHOTO miaxony (POII). Ha npo-
My IUISIXY TIOCTAFOTh TaKi MPoOJIeMHu:

* YIHHA 3aKOHOJ/IaBYa 0a3a HeJ0CKOHAA;

* BIJIMIOBITHI 3aKOHH MailXKe HE BIPOBAKCHI;

e MeTonWYHMI 1 HaykoBud criagaukd POIl BigcyTHi Ta He po3-
POOJIAFOTHCA.

16 IIpoepama exonomiunux pedopm Ha 2010-2014 poxu. — C. 39 [EnexrponHuii pe-
cypc]. — Pexxum noctymny: http://www.president.gov.ua/docs/Programa_reform FINAL 1.pdf

78



30ipHuK Mamepianie MidcHapOOHOT HAYKOBO-NPAKMUYHOT KOHGhepeHyil

Pazom 3 Tum MmoxkuBocti POIT 3HauHi: BU3HaYeHHS HMOBIPHOCTI MOIiH Ta
MOKJIMBHX HACIiKIB, pO3pOOJIeHHS 3aX0/IiB 3aN00iraHHs HAa OCHOBI MOJIETIO-
BaHHs. HaykoemHa TeXHOJIOTIs yIIpaBIiHHS O€3IeK0I0 MOTpedye pO3paxyHKiB.
3MICT po3paxyHKiB PU3HMKY B 3arajJbHOMY BHIVISII MOXKHA TMPEICTABUTH SK
3HAXOKCHHA (DYHKIIT IIICTH 3MIHHHX:

R = F(X1,X2,X3,X4,X5,X6),

ne X1 — ypaxyBaHHS yCiX IMOBIPHHX CLIEHAPIiB aBapiil Ui BCIX pEKUMIB POOOTH;
X2 — BCi MOXJTHBI BUXIHI MOAI{, MPHUPOIHOTO XapaKTepy TOIIO;
X3 — ypaxyBaHHS 3HOIICHOCTI OCHOBHOTO OOJIaTHAHHS Ta CTAaTHCTHKH HOTO BiIMOB;
X4 — ypaxyBaHH THITIB 3aXHCHOTO 00JIaIHAHHS Ta HOTO CTaHy;
X5 — ypaxyBaHHsS HAaBYCHOCTI IEPCOHAIY;

X6 — po3paxyHOK HACTIJKIB 3 ypaxyBaHHIM IPHPOJHO-KITIMATHYHUX YMOB.

3aranpHUIA aNTOPUTM KUTBKICHUX PO3PaxyHKiB Moxe OyTH TakuM (Ha IpH-
Kianai anamizis pusukis AEC)!:

1) moOymoBa WMOBIPHICHUX MOJIENEH yCiX CHCTeM, M0 OepyTh yd4acTb
Yy MOXKITUBHX CIICHAPIsIX aBapiid;

2) po3paxyHKH iMOBIPHOCTI BiTMOB KOXKHOI CHCTEMH;

3) po3paxyHKH MOXKJIMBHX KiHIIEBUX CTaHiB JUIA BCIX CIIEHapiiB 3 ypaxy-
BaHHSIM MOKJIMBHUX BiJIMOB CHCTEM 1 IIOMHJIOK IIEPCOHAIY;

4) aHaJi3 KiHIIEBUX CTaHIB 3 ypaxyBaHHJIM yCiX CIIEHapiiB, a came: BH-
3HAUEHHS IMOBIPHOCTI KiHIIEBOTO CTaHy Ta 3HAYMMOCTI OA3MCHHX MOIIM s
KOYKHOTO KiHIIEBOTO CTaHY.

Jis BripoBajpkeHHS IU(PPOBUX TEXHOIOTIH y chepy TeXHOTeHHOT Oe3IeKkn
B YKpaiHi TOTpiOHO pO3pOOUTH TaKi JOKYMEHTH:

* TIOJIOKEHHS 3 OpraHi3allil pu3nK-MECHEDKMCHTY;

* TIOJIOKEHHS 3 1H(OpMAIiTHOT IATPUMKH PU3UK-MEHEKMCHTY

* cTparerii KOHTPOIIO (PO3PAXYHKY) PU3UKY;

* CTpaTerii CTPaxoBOro 3aXUCTY 00’ €KTIB KOHTPOJIIO;

* METOAMKHM OLIIHK{ MOTOYHHUX 3HAYCHb PUBHKY;

* METOJMKH OIIHKU TIOKEKHOTO PUBHKY.

Kputuano Baxiusi inppactpykTypu (KBI) € okpemuM Kiracom 00’ €KTiB,
mo noTpebyoTh 0cobauBoi yBaru. Tomy Mae OyTu 3abe3nedyeHO HasB-
HICTB:

17 Bezyn B. B. BeposiTHOCTHBIH aHan3 6e30MacHOCTH aTOMHBIX cTaHuuii / B. B. BeryH,
0. B. I'opbynos, 1. H. Kanenxo u np. — K. : Bunosn, 2000. — 558 c.
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* HaIllOHAJIBHOI 3aKOHOJIABYOT Ta HOPMATHBHO-TIPaBOBoi 6a3u mono KBI;

* IEP’KaBHOTO HANIAAY 3a OE3MEKOI0 Ha OCHOBI PHU3MK-OPIEHTOBAHOTO
HiIXOMY;

* METOAWK BU3HAUCHHS PHU3HKIB [T HACEIICHHS;

* METOAMK Jep>kaBHOTO MOHITOpuHTY KBI;

* [UTaHIB pearyBaHHs Ha BUIAOK 3arpos.

BinHoureHHs 10 pusuk-opieHToBaHMX miaxoniB i KBI y Hammx miBHIYHUX
CyciZliB OUTBII CBiZlOME. Y MPOBIIHUX JOKYMEHTaxX 3allicaHo (MOBOIO OPHIi-
Hauy): «LlenmsiMu co3manust cucTeMbl MOHUTOPHHTA SBIISIOTCS MOCIIEA0BATENb-
HOE€ CHIDKEHHE JI0 MUHUMATLHO20 YPOBHS PUCKA B030elicmasl Ha 00beKkmbl N
yrpo3sl (HaKTOPOB TEPPOPUCTUUECKOTO, TEXHOTCHHOTO M IIPHPOIHOTO Xapak-
Tepa, a Takke MUHUMHU3aIMs yiiep0a OT KpU3UCHBIX CUTYAIN [T HACeJICHHS
CTpaHbl M OKpYy’KaroIeii cpensi» '8, Baxxupe 3HaueHHs Mae Te, 110 B PO miroTh
CTaHIAPTH PU3UK-MEHEPKMEHTY, sIKi € aJIlallTOBAaHUMH €BPOIIEHCHKIMH CTaH-
nmapramu cepiit 1SO a6o MEK, 3okpema: TOCT P 51897-2002 MeHemxMeHT
pucka. Tepmunsl u onpeaenenns (1.01.2003); TOCT P 51898-2002 AcmiekTsl
6e3omacHoctu. IlpaBuma Bkmrouenust B cranmapTel (1.01.2003); I'OCT
P 51901.1-2002 MeHeaxMeHT pucka. AHaJIN3 pUCKA TEXHOJIOIMUECKUX CUC-
teM (1.09.2003); TOCT P 51901.4-2005 MeHeKMEHT pucka. PykoBoacTBo
10 MpUMEHEHHI0 TIpu npoektupoBanuy (1.02.2006); TOCT P 50779.10-2000
(MCO 3534-1-93) Craructuueckue MeToibl. BeposTHOCTb M1 OCHOBBI CTAaTHUC-
tuku. Tepmuns! u onpeaenerus; [OCT P 51901.5-2005 MenemxkmMeHT pucka.
PykoBOiCTBO 1O MpUMEHEHWI0 METOMOB aHanmu3a HaaexHocTH (1.02.2006);
I'OCT P 51901.6-2005 MenemxmMeHT pucka. IIporpaMma MoOBBIIIEHUS Ha-
nexHoctr (1.02.2006); TOCT P 51901.11-2005 MenemxkmeHT pucka. Hc-
CJIe/IOBaHUE OMACHOCTU W paborocnocobHocTH. [IpHKiagHOe PyKOBOACTBO
(1.01.2006); TOCT P 51901.13-2005 MeHemxMeHT pucka. AHalu3 JepeBa
HeucnpapHoctei (1.09.2005); TOCT P 51901.14-2005 MeHeKMEHT pUCKa.
Merton ctpykTypHO# cxembl HagexkHocTd (1.09.2005); TOCT P 51901.15-
2005 MenemxmMeHT pucka. [Ipumenenue mapkosckux MetonoB (1.02.20006);
I'OCT P 51901.16-2005 Menemxment pucka. [loBbilieHne HaaeKHOCTH.
CratucTudeckne KpuTepuu u Metoas! ouenku (1.01.2006).

®ynukuii cucremn MoHiTopuHTy KBI nponmcani tak (MOBOIO opuriHaiy):
«...coop, 0OpaboTKa, aHAJIN3, XpaHEHHE U Tiepeaada HHHOPMAITUH O MECTO-

8 06 0006pernuu Konuenuuu deaepaabHON CHCTEMbl MOHMTOPUHTA KPHTHYCCKH BaX-

HBIX OOBEKTOB M (WJIM) MOTEHLHMAJIBHO OMACHBIX O00BEKTOB MH(pacTpyKTyphl Poccuiickoit
®Denepanyu 1 ONAcHbIX IPy30B : pacnopsbkeHue Ipasutenscra Poccuiickoil @enepauu ot
27.08.2005 . Ne1314-p [Enexrponnnii pecypc]. — Pexxum noctymy: http:/www.consultant.ru
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MTOJIOKEHHUH, OOOOIICHHBIX TTapaMeTPax COCTOSHUS 3aIIUIICHHOCTH O0BEKTOB
U TPYy30B, MapHIpyTaX TPAHCIOPTUPOBKU TPY30B M JPYTUX HEOOXOIUMBIX
JAHHBIX; HH(POPMAITUOHHAS TIOACPIKKA paOOT, BBITOTHIEMBIX B IIEJISIX ITOT0-
TOBKH H peallu3alliu Mep 1o obecriedueHnIo 6e30nacHoro (pyHKIIMOHUPOBaHUS
00bekTOB (Oe30macHOi TPaHCIIOPTUPOBKU I'PY30B), MPEAYNPEKIACHUIO U JIO-
KaJIM3aIlMi KPU3UCHBIX CUTYAIlUH, a TAKKE JTUKBUIALUH UX TTOCISACTBUIIN ',
Orxe, npobiaeMH, 10 ICHYIOTh Yy cdepi TeXHOTreHHOi Oe3neku Ykpai-
HHU 3arajjoM 1 KpUTHYHO-BAXJIMBUX 1H(PACTPyKTyp 30Kpema, MaroTh OyTH
PO3B’s13aHI Ha NUIIXY A0 €BpoiHTerparii. [[puHINIOBUM € Tepexis Ha HOBY
KOHIICTIIIIFO YIIPABIIiHHS PU3UKaMH, sSika Mae OyTH 3aTBep/pkeHa (NMpuiiHsTA)
sk 6azoBa ¢inocodis ynpasiiHHsA 6e3mekoro. J[o po3poOaeHHs BiAMOBITHUX
JIOKYMEHTIB ITOBHHHI 3aJTy4aTHCs BUCHI, CIIEiaNicTH 3 Oe3meku; podoTa Mae
OyTH BIIKPUTOO 1 TPO30POIO Ta IPYHTYBATUCS HA OCHOBI CBITOBOTO JOCBIIY.

I'PIA-IEEHTP I3 IMTAHb EHEPTETUKHA
1 TEXHIYHI 3ACOBU JJOJATKOBOT'O 3AXUCTY
JAHUX Y PO3MOJAIJIEHUX IHOOPMALIIMHUX CUCTEMAX

€BJAOKHNMOB Biktop ®enoposuu,

oupexmop Incmumymy npodiem MOOenio8ans 8 eHepeemuyi

im. I €. Ilyxoea HAH Ykpainu;

JABUJIEHKO AmnaroJiit MukonaiioBuy,

3aCmMynHUK Oupexmopa 3 Haykogoi pobomu Incmumymy npoodiem
Mmooenoeanns 6 enepeemuyi im. I €. Ilyxoea HAH Ykpainu;
YEMEPHUC Ouiexkcanap AHATOJbOBHY,

cmapwiuil Haykosutl cniepodimuux Incmumymy npoodnem mMooenio8anHs.
6 enepeemuyi im. I €. [lyxoea HAH Ykpainu;

I'IVIBI'YPT Cepriii SIxoBuu,

cmapwiuil HayKkogutl cniepodimuux Incmumymy npoonem mMooenio8aHHs.
6 enepeemuyi im. I €. [Iyxoea HAH Ykpainu

VYpoBapkeHHS HOBHX TEXHOJIOTIM MOJIENIOBaHHS Ha OCHOBI BHCOKO-
MPOJYKTUBHUX OOYHCIICHb, 30KpeMa Ha OCHOBI T'PiJ-CHCTEM, CIIpHSIE€ 3017b-
HICHHIO MOXJIMBOCTEH 00’eqHaHoi eHepreTnyHoi cuctemu (OEC) Ykpainu

1906 0006pernuu Konuenuun deaepaabHON CHCTEMbl MOHUTOPUHTA KPHTHYCCKH BaX-
HBIX OOBEKTOB M (WJIM) MOTEHLHMAJIBHO OMACHBIX O00BEKTOB MH(pacTpyKTyphl Poccuiickoit
®Denepanyu U ONACHLIX IPy30B : pacnopsbkenue Ipasutenscrsa Poccuiickoil @enepanuu ot
27.08.2005 . Ne1314-p [Enexrponnnii pecypc]. — Pexxum noctymy: http:/www.consultant.ru
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3 ypaxyBaHHSIM BUMOT JI0 PiBHSI MAaHEBPEHOCTI, EKCILTyaTalliifHOi Oe3IeKH,
KHUBYYOCTI Ta CTIMKOCTI ()YHKIIOHYBaHHS €HEprood’€IHAHHS, CIOCTEPEK-
JUBOCTI 1 KEPOBAHOCTI €JIEKTPOEHEPreTHYHUX CUCTEM Ta 00’€KTiB, 3MEH-
[IEHHs BIUIMBY Ha HaBKOJHWINHE cepemoBmiie'”’. IIpemmeToM mOCTiIKEHD
y IIbOMY HampsMi € BUCOKOIPOXYKTHBHI METOIU MOACIIOBAHHS PEKUMIB
pobotn OEC VYkpainu Ta eHepreTMUHMX OO0 €KTiB; BHpILICHHS 3aBIaHb
E€KOHOMIKH, eKoJIoTii Ta iH(opmarliiinoi Oe3rmeKu raiy3i B HOBHX YMOBax;
po3pobiaeHHS cucteM iH(opMaliifHOro 3abe3nedyeHHs, MOHITOPUHTY, 00-
JKy, KOHTPOJIIO, KePYBaHHS TOIO; MOJEIIOBAHHS TEXHOJIOTiH, CUCTEM Ta
yCTaTKyBaHHS JUIS TJIBHINEHHS EKCIUTyaTamiiiHol HamifHOCTI, CTIHKOCTI
i KHUBYYOCTI €JICKTPOCHEPIeTUYHUX CHUCTEM; IepeBipka CIleHapiiB BUHHK-
HEHHS HaJ3BHYalHUX cHuTyaliil Ha 00’exrax OEC YkpaiHu Ta 3MeHIIEHHS
iX BIUIMBY Ha HAaBKOJHIIHE CEPENOBHIIE. 3 METOIO0 TPOBEACHHS 3TaJaHuX
BHIIE JTOCHIKeHb Ha 0a3i [HCTUTYTy TpoOiieM MOJENOBaHHS B €HEPIreTHII
im. I. €. IlyxoBa HAHY 6yno cTBOpeHO pecypcHO-OnepariifHuil rpig-neHTp
i3 MUTaHb eHepreTukn'?!,

Y mporieci BUpillIeHHs TTOCTABJICHUX TMEPe TPi-IICHTPOM 3aBllaHb OyJI0
BUSIBIICHO TIPOOJIEMY: SIK 3aCBITYMIIN JOCIHI/PKEHHS, MEXaHi3MH iH(pOopMarlii-
HOT Oe3leKH CydacHUX TIpiJ-Mepexk OpiEHTOBaHI Ha TPOTHIII0 30BHIIIHIM
CTOCOBHO TPiA-iHPAacTPyKTYypH YMHHHKaM. [Ipu 1mboMy NHMTaHHS 3axuc-
Ty NMPOTPaMHOTO 3a0e3Me4eHHs I'PiA-BY3JiB 1 JaHUX T'PiJ-KOPHCTYBadiB Bix
IHIIMX aBTOPHU30BAHUX KOPHUCTYBadiB TPI-CHCTEMH, Y T.4. OOCIyTOBYHOUHMA
MEPCOHAN TPiA-BY3JiB, 3aJMIIAIOTHECSA BIIKPUTUMH. I3 Ii€l mpuuuHU BHpI-
IIEHHS Y T'PiJ-CePeTOBHIII 3a7a4 MOJEIIOBAHHS, y TPOIEC] SKOT0 BUKOPHC-
TOBYIOTbCS KOH(DIIEHIIIKHI JIaHi, cTae MPOoOJEeMAaTHYHUM, OCKUIBKH OJTHIEIO
31 cienu(iuHUX 0COOTUBOCTEH EHEPTEeTUKH € TiABUIIICHA HeOe3eka TeXHiu-
HUX 00’ €EKTIB.

ToMy BHHHWKa€e HEOOXIAHICT Y PO3MIMPEHHI MTATHUX 3aco0iB iH(GOpMa-
1ilHOI Oe3MeKku TIpiJ-CHCTEM, 30KpeMa y BBEJICHHI NONAaTKOBUX (DyHKIIiH 3a-
KPHUTTA JIaHWX, @ TAKOXK y ITJBHMIICHHI IIBUAKOAII MpH BHpILIEHHI 3aBIaHb
3aKpuTTS iHQOpMAITii B rpii-Mepexi. Y pe3ynpTaTi MPOBEACHOTO aHami3y Bi-
JIOMHX 3arpo3 y KOMIT IOTePHUX CUCTEMaXx 1 BIJIMOBIIHUX 3aC001B MPOTHIIT iM

120 [Tempenro A. I. TIpakTukyM 3 rpin-texHousoriii : Had. moci6. / A. L. Ilerpenko,
C. 4. Csicrynos, I. JI. Kucensos. — K. : HTYY «KIII», 2011. — 580 c.

12 Esdokumos B. @. NHPpOpMAIMOHHO-aHATMTHYECKUI IIEHTP 110 pobieMaM dHepre-
TuKH Ha 6a3e rpun-y3ina UTIMD HAHY / B. ®. Esnokumos, A. H. JlaBuznenko, A. A. Ueme-
puc, C. 5. I'merypt [Ta in.] / MoznenoBaHHs Ta iHpopMariiHi TexHouorii : 30. HayK. Ip.
ITIME im. I. €. TlyxoBa HAH VYkpainu. — Kuis, 2009. — Bum. 53. — C. 3-8.
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3 ypaxyBaHHSM CIelU(iku rpij-cepeaoBuiia Oynmu cGopMylILOBaHI BUMOTH
JI0 (yHKI[IOHAJILHOTO CKJaJTy CTBOPIOBAHOI CHCTEMH BHYTPIIIHBOI Oe3mekn
rpia-cepenosuiia (CBBI'C), sika Mae BKJIFOUATH Taki micucTeMu' >

* JIOMaTKOBUH KpunrorpadiyHuid 3axucT iH(oOpMarlii rpil-KopucryBa-
YiB;

* KOHTPOJb IUTICHOCTI iH(pOpMAIIil Ha TPiI-By3i;

* BHSIBJICHHSI BTOPTHEHb CUTHATYPHOTO THITY.

Peanizarnis nepepaxoBaHux (QyHKIIA 3a0€3MEYUTh Ha BiAJaJCHUX TPij-
By3JaX iH(opMaIiifHu 3aXKCT BiJl BHYTPIIIHIX 3arpo3 i HeOe3nek. Ilincucre-
Ma JIOJaTKOBOTO KPHIITO33aXHCTY TPiA-KOPHCTYBadiB MpU3HAYCHA JJIS 1OJaT-
KOBOT'O 3aXUCTy KOH(DIIEHITITHUX TaHUX BiJJaIeHUX KOPUCTYBayiB ClI0COO0M
3aCTOCYBaHHSI BIIOMUX aJITOPUTMIB 3aKpHUTTS iHOpMaIii'>.

Haii6inbpmn ypa3iauBoro 3 MOy 3aKPUTTS JaHUX BiJl aBTOPU30BAHUX KO-
PHCTyBauiB 1 TEXHIYHOTO MEPCOHANY I'piA-BY3JiB iH(opMalis € mif yac 30e-
piransas y BUDAi GailiiiB JaHUX HA TPUBAIHX HOCIAX iH(OpMaii o6unciro-
BaJIbHUX KJIACTEPiB IPia-CUCTEMH.

CamocrTiitHe 3acTOCYBaHHS I'PiJI-KOPUCTYBAYEM BiJOMHUX 3aCO01B 3aKPHUT-
T iHpOpMaIIii BiABONIIKAE HOTO BiJl BUPIMICHHS OCHOBHUX 3aBIaHb, BUMArae
MeBHOI KBamidikaiii Ta He TapaHTy€e OCTATHLOTO PiBHS 3axuIieHocTi. [[o
TOTO  3aCTOCYBaHHS TUIBKHM MPOrPaMHUX 3ac00iB MiABUILY€E ypa3IUBICTh
pimieHHs Ta 30imbIIye 9ac 0OpOOKH, TOMY IPOIOHYETHCS BUKOPUCTOBYBA-
TH PIIIEHHS HAa OCHOBI PEKOH(IrypoBHUX YHI(DIKOBaHMX OOYHCITIOBAYiB
(PYO) — tunoBux npuctpoiB, moOy10BaHUX Ha 6a3l MPOrpaMOBaHMUX MiK-
pocxem — IIJTIIC!**, V Takomy mpucTpoi Moxe OyTU CHHTE30BaHa JOBiIbHA
u¢poBa cxema, HallpHUKJIaJ BUCOKONPOXYKTUBHHUH CIEIIIIPOIIECOpP 3aKPUTTSI
iH(popMmarii.

OcuoBoro PYO € inTerpanpHa cxema nporpaMoBaHoi Joriku. O00B’s3K0-
BOI0 BUMOTOI) € HasBHICTh BHJIUICHOTO KOHTpOJEepa CHUCTEMHOI MUHHU a0o
iHIIoro 3aco0y oOMiHy iH(OpMaIli€lo 13 IEHTPaJbHUM MPOLIECOPOM; Ha Iei
KOHTPOJICp TOKJIAIA€ThCSI TaKoXkK (YHKIS 3aBaHTaKCHHsS KOH(pirypamii B

122 JTasudenro A. H. Auanu3 BOIpOCOB BHYTPEHHEN GE30IIaCHOCTH B PACIIPEIeTICHHbBIX
KOMIbIOTepHBIX ceTsax / A. H. [laBunenko, C. ﬂ}.ll'pvmbryp"r, B. B. llymie6a, A. K. 'npanosa //
MonemoBanHs Ta iHGOpMaLiiHI TEXHOJOTIT : 30. HayK. TIp. IHM]% im. I. €. [lyxosa HAH
Vkpainu. — Kuis, 2011. — Bun. 62. — C. 57-62.

123 unveypm C. A. TlporpaMMHO-aNnapartas 3alliTa JaHHbIX B pacipeaeeHHbIX HH-
temnektyanbHbeix cuctemax / C. 5. Tmmerypt, A. K. I'mpanoBa // VicKyccTBEeHHBINH HMHTEN-
nekt. — [lonenx : HAH VYkpannsi, Unctutyt npobnem MU, 2010. — Ne 3. — C. 706-711.

124 Funveypm C. A. O630p COBPEMEHHBIX PEKOHPUTYPHPYEMbIX YHHDHIIMPOBAHHDIX BbI-
gucnureneii / C. 5. I'maerypr // MopemoBanns Ta indopmMamniiiHi TexHOIOriI : 30. HayK. Tp.
ITIME im. I. €. TlyxoBa HAH VYkpainu. — Kuis, 2008. — Bum. 49. — C. 17-24.
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[JIIC. HeoOxiaHOIO € HasBHICTH MPUCTPOIO JABOIIOPTOBOI mam’sTi s 30e-
piraHHs NPOMDKHUX pPE3YJbTaTiB; CIPOILYIOTH POOOTY HAIAroIKyBaslbHI
CBITJIOMIO/IHI IHIUKATOPH Ta MePEMUKaYi.

@DyHKIIOHY€e amapaTHO-MpOrpaMHa MiJCHCTeMa JOMaTKOBOTO KPUITO-
3axHucTy TakuM uuHOoM. Ilepex mouatkom pobotu i3 rpia-cucremoro B PYO,
SKAM OCHAIlCHWH KOMIT'IOTEp KOpPHCTyBada, 3aBaHTAXYy€Thcs KOHQIrypais
crienmporiecopa, o peanizye HeoOXiTHI aJIfOPUTMHU 3aKPUTTS iH(OpMAITii.
[Jani, mpusHaueHi st 0OpoOKH y TpiA-CepemoBHI, 3amU(pPOBYIOTECS Ha
cunTe3oBanoMy B [1JIIC pexoH]irypoBHOMY 00YMCITIOBaYi Ta MEPEalOThCs
KOMYHIKaI[iHIMH KaHaJlaMH1 Ha IUTLOBHH T'PiI-By301, Jie 30epiraroThcs B 3a-
KkputoMy Burmazi. [Ticns 3amycky kopucTyBaueM 00UHCITIOBAILHOTO 3aBAAHHS
y T'piJ-CepeoBuINe JaHi po3mn(ppOBYIOTECS Oe3M0CepeaHbO Mepes] Horo BU-
KOHAaHHSIM Ha Tpii-By3ii abo 3a jgoromoror PYO, abo mporpaMHUAM CIOCO-
0OoM 3a ioro BiZICYTHOCTI y CKJIaJli yCTaTKyBaHHS Tpia-By3na. PesynsraTi 00-
YHCIIeHb, OTPUMaHi y PoLleCi BAKOHAHHS 3aBAaHHS, TAKOXK 3aIIU(PPOBYIOTHCS
amapaTHUM ab0 MPOTPaMHHUM CIIOCOOOM 1 3aITUCYIOThCS Ha HOCIT iH(popMmarlii
IpiA-By37a AJsl TMOAAIBIIOI IIepeaadi rpiJ-KOpUCTyBady Ta pO3IIU(pPyBaHHSI
Ha PYO, BcraHOBIEHOMY Ha HOTO KOMIT IOTepi.

[Tizcucrema KOHTPOIIO IIUTICHOCTI TIPU3HAYEHA KOHTPOIIOBATH IITICHICTD
KPUTHYHO BaxJmBoi iHQopmarii Ha rpin-By3nax'®. OCHOBOI MeXaHi3MiB
KOHTPOJIIO € IepeBipKa BiJIOBIIHOCTI KOHTPOJILOBAHOTO 00’ €KTa €TaIOHHOMY
3pa3ky. IIpu 11boMy MOXKYTh BHKOPHCTOBYBATHCSI KOHTPOJIBHI CyMH, a TaKOX
HU3Ka 1HIIWX O3HAK, TAKUX SIK JaTa ocTaHHhOI Moaudikarlii 00’exTa TOIIO.
VY pa3i HeoOXiJHOCTI JOTPUMaHHS CTPOTOi BiAMOBIAHOCTI KOHTPOJIHOBAHOTO
00’€KTa CTAJIOHHOMY CTaHy 3a3Ha4cHI MEXaHi3MH MOXYTh 3IIMCHIOBATH aB-
TOMaTn4He abo aBTOMAaTH30BaHE (IiJ KePiBHUILITBOM KOpUCTyBadya abo aaMi-
HicTpaTopa Oe3IeKkn) BiIHOBJIECHHS HECAHKI[IOHOBAHO 3MiHEHOTO (ailloBOrO
00’exta 3 pe3epHOi Komii. [1ig wac po3poOIeHHS 3TraayBaHOl MiJICHCTEMH
Oynu BpaxoBaHi crierMdivHi 0coOMMBOCTI (PYHKIIOHANEHUX MOCITYT Oe3MeKH
y Tpi-cepeqoBHI (30KpeMa, KOHTPOIIO IUTICHOCTI MiJUIATatoTh 1 CHCTeMHI
KOMITOHEHTH, 1 MPOrpaMH i JIaHi IPiJ-KOPHUCTYBadiB).

OcranHs mijicucTeMa — BUSBIICHHsI BTOPTHEHb CUTHATYpHOTO TuIy. Cucre-
MU BusiBIeHH: BropraeHHs (CBB) € HeBix eMHIMHU KOMITOHEHTaMU iHpOpMa-
IIfHOTO 3aXHCTY B CyYaCHUX KOMII IOTEPHUX CHCTEMaX, Y T.4. PO3MOIIICHUX.

125 Tunveypm C. 4. AHau3 BOIPOCOB KOHTPOJIS LEIOCTHOCTH HH(OPMALIHK B pacipe-
neneHHbIx KoMmnbiotepHbix cetsax / C. S. Tmaerypr, A. H. laBunenko, B. B. {yme6a //
MopemnroBanas Ta indopmamniiiai Texxosorii : 36. Hayk. mp. IIIME im. I. €. Ilyxosa HAH
VYkpainu. — Kuis, 2011. — Bumn. 60. — C. 42-46.
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UYepes cTpiMKe 3pocTaHHs 00CATIB MepekeBOTo Tpadiky Mpu MOOyI0BI TAKKX
CHCTEM TaKOX BHKOPHCTOBYIOTH amapaTHe MPUCKOPEHHS i3 3aCTOCYBAHHSIM
pexoHbirypoBHuUX mpucTpoiB Ha 6a3i TTJTIC!S,

3aie)HO BiJl METOAY aHali3y MoJil po3pi3HsIOTH JiBa kiacu CBB: Ti, 1m0
BUKOPHCTOBYIOTh CUTHATYPH; Ti, [0 BUSBISIOTH aHOMaJi1. CHCTEMH MepIioro
KJIacy aHaJi3yIOTh MOTIK JaHUX HA BIAIOBIIHICTH CHTHATYPaM — YHIKAJTbHUM
omrcaM Habopy MO, 0 OHO3HAYHO XapaKTepU3y€e KOHKpeTHY aTaKy. Cuc-
TEMH BUSBJICHHS aHOMAJIill PO3KPUBAIOTh aTakH, iIeHTU(IKYIOUH HE3BUYAHHY
MOBEIIHKY KOPHUCTYBaYiB, TOJATKIB a00 MEpeKeBUX iHTep(EHCiB, 33T YOT0
9aCTO BUKOPUCTOBYIOTH CTATUCTHYHI METO/IH.

ITepeBaroro cucteM, 110 BUSBIISAIOTH aHOMAJI11, € 3/1aTHICTb 1IeHTU(IKYBaTH
paHile HeBiIOMi aTaKH, aJie Ha MPAKTHUII [[e CIPUIHHSE 3HAYHY KiTbKIiCTh TO-
MIUIKOBHX CIIpaIboBYBaHb. [0 TOTO X, TaKi CHCTEMH BHMAaraloTh HOCTIHHHX
3yCHJIb 3 OOKY CUCTEMHHUX aIMiHICTPATOPIB JJIs1 KOPEKTHOTO HAJIAIITYBAHHS B
TUHAMIYHO 3MiHIOBAaHUX YMOBaX, 0 POOUTH X HEMPUIATHUMH JJIST BHKOPHC-
taHHs y ckinani CBBIC.

ITpu anapathiit peanizauii CBB Ha 6a31 PYO 3acTocoByoThcs pi3Hi Mij-
xoau. HaiOiip1 BiTOMUMH 3 IKUX € Taki'>':

* IU(POBI aBTOMATH;

* MapasesbHi TUCKPETHI KOMIapaTopy;

* MPHUCTPOI ACOIIATUBHOI ITaM’SITi Ta 11 pi3HOBUIM;

* pi3HI BapiaHTH BHKOPHUCTaHHS XenI-(hyHKIIiH, 30kpema (inbTpy biyma.

KoskeH 31 3rafjanux miJIxo/[iB Ma€ 1 MEBHIi MepeBard nepes iHIIuMY, 1 He-
mormiku. Tak, mudposi aBTomatw, cuHTe3oBani y [JIIC, He 3a0e3meuyroTh
BHCOKY IPOITYCKHY CIIPOMOXKHICTb, CKJIaJIHI B TIOOYJOBI Ta KOH(MIrypyBaHHI.
IMTapanensbHi koMIapaTopy 3a OUIBIIOI MPOXYKTUBHOCTI MPU3BOAATH A0 Mij-
BUIICHUX BUTpPAT HA YCTAaTKyBaHHs Ta HEIOCTATHHOI MacmTaboBaHOCTi. Pi-
IICHHS, 110 0a3YIOTHCS Ha acOIiaTUBHIN mam’siTi, MeHIn BuMonusi 1o TTJIIC,
HIK IUQPOBI KOMIApaTopH 3a CyMapHOI NMPOAYKTHBHOCTI, ajie TOPOXdYi Ta
CHOKMBaIOTh Ounbmie eneprii. unbTp bayma i cTuckyBaHHs 0a3u CHTHATYP
(GYHKIISIMY XEITyBaHHS Jat0Th 3MOTY 3MEHIIIUTH KUTBKICTh TIOPIBHSHB, aJie 3a-

126 Kopocmuns FO. M. TIpUHIMIIBL IOCTPOCHHUSI CETEBBIX CHCTEM OOHAPYIKEHHS BTOpIKe-
nuii Ha 6a3e [IJIUC / FO. M. Kopoctuins, C. . Tunerypt / MonentoBanHs Ta iHpopmariiHi
texHoorii : 36. Hayk. p. IIIME im. I'. €. [TyxoBa HAH VYkpainu. — Kuis, 2010. — Bum. 57. —
C. 87-94.

127 [lasudenxo A. H. Anroput™bl pacrio3HaBaHHs CTPOK B CHCTEMaX 0OHApYKEHHUSI BTOP-
xennit Ha [JIMC / A. H. JaBunenxko, C. S. Tunerypr // MonentoBanss Ta iHpopmariiHi
texHoorii : 30. Hayk. mp. ITIME im. I'. €.ITyxoBa HAH VYkpainu. — Kuis, 2010. — Bum. 58. —
C. 103-109.
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0e31euyroTh IMOBIPHICHE PO3ITI3HABAHHS, 10 BUMArae JI0JaTKOBUX BUTPAT Ha
JIOyTOYHEHHS pe3ynbTariB 30iry. TakuM YMHOM, KOIIEH 31 3rafaHux MiJX0IiB
HE 3aJI0BOJIGHSIE BIMOTAM, IO MPE SBISIOTHCS 10 CyYaCHUX CHUCTEM BUSB-
neHHsi BropraeHHs. OTxe, HaykoBa mpoOiieMa moOyI0BH BUCOKOIPOILYKTHB-
Hux CBB BuMarae nojjaibmioro BUpimeHHs.

Ha namry gymKky, mmijicucremMa BHYTPILIHBOTO 3aXUCTY iH(popMaltii, modyso-
BaHa Ha OCHOBI 3aIPOITOHOBAaHUX MiIXOJIB, 3a0€31ICUUTh MOTPIOHUIN CTYTIIHb
3aXUIICHOCTI 00pPOOIIOBaHUX JTaHUX, a TAKOXK MPHUIIBUIIIATE TPOLEAYPH 3a-
KPHUTTA BEJIMKUX 00cATiB iH(pOpMallii, 110 JacTh 3MOTY PO3IMIMPUTH KOJIO 3aB-

JIaHb, 110 BUPINIYIOTHCS TPiA-IEHTPOM i3 IIMTAHb €HEPreTHKH 28,

MPOBJIEMU KPUTUYHOI IHOPACTPYKTYPHU
MICTA KHEBA

POMAHEIb MukoJa IlaBjoBuy,
oupexmop 3 pozsumxky ma ingecmuyiti [IpAT « CTEK»

HuHi y BenMKWX MicTaX CKOHIICHTPOBaHA OUIBIIICTH NMPOAYKTUBHUX 1
JIIONICHKHX PECYPCiB, TOMY 1X CTaOlIbHMIA PO3BUTOK CTA€ JIealli OUTbII BU3HA-
YaJBHOI0 YMOBOIO JUIsl (PyHKIIOHYBaHHS epxkaBu. CBOEIO 4eproro, iHkeHep-
Ha 1HPPACTPYKTypa BEIUKUX MICT BiJIrpae KpUTHUHY POJb JUIS iX KUTTETI-
sumpHOCTI. Ha mpukiani M. Kuepa po3rmissHeMo TUTaHHS PO3BUTKY 1HXKEHEPHOI
iHppacTpyKTypH MicTa, BU3HaYE€HHs MIPIOPHUTETIB, IIEPLIOUeProBUX 3aX0O/iB i3
MOJIepHi3alil iIHPPaCTPyKTYpPHHUX 00’ €KTIB 1 MEPEK.

3aBaaHHsA MOke OyTH cOpMylIbBaHE TaK: CTBOPUTH CHCTEMY, B SIKiil Ha-
BiTh 32 YMOB BUHUKHEHHS KPUTUYHHX CUTYallill 3 IHKEHEPHOIO iH(pacTpyK-
TYypOIO HETaTUBHI HACIIKH Oy Th MiHIMAJIIBHUMHU. J{J151 11-OTO pO3pOOICHO
«KOMYHIKaI[IHHUN KOJIEKTOp» M. KueBa, B Mexax sIKOro po3Iiisiiaiucs Bci
Mepexi, 32 BUHATKOM KaHasizamii Ta razomocradanas. Ha xainb, 1s pos-
poOka 3anummmiiacst Ha CTajii KOHIENIii yepe3 BiAMOBY y (hiHaHCYBaHHI.
SAxux pesynbTaTiB OyJio AOCATHYTO 1 SIKi BUCHOBKH 3p0oOJIeHO Mija Yac Ifie€i
poboru?

Po3movHeMo i3 CHCTEeMH eNEKTPONOCTAYaHHS MICTa: MOYKHA CTBEP/IXKYBa-
TH, IO CTOJUIISA HA CHOTOJHI AC(IIIUTHA 32 eJICKTPOIMOCTAYaHHIM (32 BHHAT-
KOM OJTHOT'O YXKHTJIOBOTO MacuBYy — TpoemunHm), ToOTO rmogasbiie 30UIbIIeHHs
CIIOXKUBaHHs 0e3 1HKCHEPHHUX PIlIEHb € HEMOXJIMBHM. MU 3arporoHyBan

128
htm

[Enexrponnuii pecypc]. — Pexxum nocrymy: http://www.ipme.kiev.ua/ukr/energrid.
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BHpIIICHHS i€l mpoliieMn — cxeMy «moBHOTO Kutblsg 330kB», OyniBHUIITBA
HOBMX MiJICTaHLiN «3axiHa» Ta PEKOHCTPYKLii miacTaHuii «lliBHiuHAY,
«HoBoxuiBchka» Ta «bpoBapchkay, a TakoXK PEeKOHCTPYKIii BIIKPUTHX Maid-
JIAHYHKIB, Ha KUX po3ramoBaHi mijcraniii «110-330», na TEL[-5 Ta TELI-6.
Kpim Toro, pa3zom i3 KuiBenepro Oysio CTBOPEHO MPOEKTHY MPOrpamy o0
¢yukuionyBanHs 32 miacranuiit 110kB, axa, Ha »aib, Oyna peanizoBaHa Tijib-
KU Ha KUIBKOX ITIACTaHLAX.

CxeMa ras3onocTayaHHs y CTOJHIN BKe JaBHO po30anaHcoBaHa. Bech -
BUIT Oeper BiAIiICHHH BiJ MPaBOTo IO Ta30MOCTavaHHIO, HE 3aBEPIICHO Oy-
JUBHUIITBO MIBKUIBIA Ha MiBHOYI MicTa. KpiM TOT0, Mepexi BUCOKOTO THCKY
MOTPANMIN 10 CeTBOUIITHOT TEPUTOPii, IO € MOPYIICHHSIM JIep>KaBHUX OyIi-
BeNbHUX HOpM. Uepe3 HeBUpIlIeHI MPOOIeMH Ta30II0CTavaHHs TaKi paiioHH,
sk bepesnsku ta OCOKOpKH, IO aKTUBHO 3a0y0BYIOTHCS, HE MAIOTh JJOCTAT-
HBOTO T'a30MOCTauyaHHsl.

SIKIIO eNMeKTPOIOCTaYaHHsI 3HAXOAUTHCS Ha KPUTUYHIA MEXKi, TO TEIIo-
noctadannst Mae fedinut 1000 MB (175 mopiBHSHHS — IMOJIOBHHA MTOTYKHOC-
1i TELL-5). IlepeBaskHa yacTHHA TPaBOOEPEKHUX PAHOHIB MiCTa 3aJI€KHUTh BiJl
TEL-5, 1, 32 BunsaTKoM binmgis i TepeMmkis, € gedinuTHOIO (32 po3paxyHKOBOT
temneparypu — 22° C). SIk Buxin i3 cutyamnii — yTeryieHHs1 OyIuHKIB, 1110, 3a
HAIIUMH T IpaxyHKaMH, JaCTh 3MOTY BIIBIYi 3MCHIITUTH CIIOKUBAHHSI Ta3y JJIs
TEIUTONIOCTaYaHHs, Ta BCTAHOBJIICHHS JOKAIBHUX JDKEPEN TEIUIONOCTaYaHHs
TaM, Jie 11e TIPOCTO HEOOXiTHO.

[Ile ogHi€rO 13 KPUTHUHUX CHUCTEM JKUTTE3A0E3MEUEHHs MicTa € CUCTeMa
BOJIOITOCTAYaHHsI, OCHOBHUMH KPUTUYHAMH TOYKAMH KOl € pKepena (JHim-
poBchbKa Ta JlecHsHChKa BOIOOYHCHI cTaHIlil). [IpoTsSroM ocTaHHIX TPUALATH
POKiB 301TbIIYyBajIacs MPOMYCKHA CIIPOMOXKHICTh MEPEXkK, & BOAONIOCTaYaHHs,
nounHatouu 3 2000 p., 3MeHmIyBasocs. SIk pe3ynbTrar, y Mepexi He BUCTadae
THCKY, 110 IPU3BOAMTH JI0 HETAaTUBHUX €KOJOTIYHMX HaciKiB. CKIlaJHa CH-
Tyallis ckiajacs 3 HalOIIbIIMMU HACOCHUMHU CTaHIIISIMU — iX Tpeba peKoH-
CTPYIOBATH.

[lomo kaHai3aIii MicTa, TO OCHOBHI IIpo0JieMH 1MOB’si3aHi 3 bopTHHIIb-
KOIO cTaHIli€to aepaillii. Bapto Haragatu, mo 2/3 HaceneHHs MEIIKalTh Ha
npaBoMmy Oepesi p. JIHiNpo, a cTaHIlisA 3HAXOAWTHCSA HA JIBOMY; i Ha ChO-
TOHI 3 TIOTJISALY TEXHOTEHHOT HeOe3eKH BOHA € KPUTUYHUM 00’ €KTOM JISt
Micra.
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METO/0JIOTTYHI IMIAXO0AHU 0 OLIIHKHU
TA BPAXYBAHHS PUSHUKY B 3A/IAYAX 3ABE3INEYEHHS
HAAINHOCTI ¥ BE3IIEKU I'PEBE.JIb

CTE®AHUIINUH JImutpo Bosoaumuposuy,
npPOGIOHUL HAYKOBULl CRIBPOOIMHUK

Incmumymy menexomynixayiti

i enobanvroeo inghopmayiiinoeo npocmopy HAH Yxpainu,

TPOOUMYUYK Onekcanap MukoiaiioBuy,
sacmynHux oupexmopa Incmumymy menexomyHikayii
i enobanvroeo ingopmayiiinozo npocmopy HAH Yipainu

[IporoHyeMO pO3MIIAHYTH 3arajbHy XapaKkTepUCTHKY rpebelib K 00’ €KTiB
KPUTHIHOI iHPpaCTPYKTYpH, ITpoaHaIi3yBaTy mpodieMy aBapiifHOCTI Ha Tpeo-
JISX Ta 03HAHOMUTHCS 31 CHOPMYITBOBAHUMH METOIOJIOTIYUHUMH TT1]IXOJaMH JI0
OLIIHKU Ta BpaxyBaHHs PU3UKY B 3aBJaHHAX 3a0e3MeUeHHs HalilfHOCTI i Oe3-
MEKH Tpederth sIK 00’ €KTIB M IBUIICHOT HEOE3MEeKH.

I'pebimi € ogHMMM 3 HaWOUIBII PO3MOBCIOKCHUX 1HKCHEPHUX CIIOPYI
3-nomixk 00’extiB KI 1 y cBiti 3aramoMm, 1 B YkpaiHi 30kpema. 3a JaHUMU
MixxnapomHoi komicii 3 Benmukux rpedens (/COLD), y cBiti moOygoBaHO Ta
eKCIUTyaTy€eThCsl TToHAA 45 THC. JHIIe T.3B. BEJIMKUX TPeOEIb Pi3HOTO THITY
i IPU3HAYCHHSI, IO SKUX HaJIe)KaTh CIIOPYIU BUCOTOIO 15 M i BHIIe Ta rpedii
3 BOJIOCXOBHUIAMH 00’eMOM He MeHie | muH M°. 3araibHa KiJbKiCTh YCiX
rpebens Ha 3emumi mepeBuinye 800 Tuc.'”’; B Ykpaini K 3arajgbHa KiJIbKiCTh
rpebens csrae 1150 ciopyn'™.

I'pebimi six iHQPaCTPYKTYpHI 00’€KTH 3aCTOCOBYIOTHCS B PI3HUX Tally3sX
HapOJHOTO TocrojapcTsa Ta cdepax KUTTEMISUIBHOCTI JIFOJAUHU 1 3HAYHOIO
MIpPOI0 BHM3HAUalOTh PIBEHb COLIAJIbHO-EKOHOMIYHOIO PO3BUTKY OUIBIIOCTI
KpaiH cBiTy. Maibxke BCi po3BHHEHI KpaiHu cBiTy B XX CT. IepekuBaiu Oym
rpebnebyayBaHHsl Ha CBOiX TepuTOpisiXx. HUHI crocTepiraeTbcss HOBa XBUIIS
MacoBOro OymiBHHUIITBAa y KpaiHax, IO CTPIMKO PO3BUBAIOTHCS, 30KpeMa y
Bpaswunii, B’etnami, Kurai.

12 Hoeg K. Dams: essential infrastructure for future water management / K. Hoeg //
Hydropower and Dams, World Atlas and Industry Guide. — Aqua-Media International, UK,
2001. — 37 p.; Tuoposnepeemuxa n oxpyxaromas cepena / mox obm. pexn. FO. Jlanmay u
JI. A. Cupenxo. — K. : JIubpa, 2004. — 484 c.

130 fTyux A. B. Exonoriyna Gesrneka B Vkpaiuni / A. B. Suuk. — K. : Tenesa, 2001. —
216c.
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Kpim kopucHux edekrib, rpediti MicTATh HeOe3MeKy AJIsi JOBKILIS Ta JIFO-
nuHu. [1ig yac OyaiBHUIITBA 1 eKCILTyaTallii y 3HaYHUX 00’€Max BHKOPUCTO-
BYIOTBCS 1 TpaHC(HOPMYIOTHCS TIPUPOIHI PECYPCH — TEPUTOPIabHI H BOIHI,
€KOJIOT14HI, MaTepialibHi TOIIO — 31 3HAYHUM EKOJIOTIYHHM BIUIMBOM Ha HaB-
KOJUINHE cepemoBuine’®!. V 6ararhoX BiIHONIEHHSX MOTEHIINHA HebGe3meka
JUTSL HACEJICHHS, SIKE ITPOXKUBAE B HIDKHIX 0’ €dax rpeders, Moke OyTH HE MEH-
00, HIXK JIJIS JIFOZICH, 110 KHUBYTh OIS aTOMHHMX YH XIMIYHHX BUPOOHHIITB —
00’€KTiB, 3 IKMMHU CHELialTiCTH 1 IPOMAJICHKICTh 3a3BHUYail OB’ S3yI0Th MPOO-
JIEMHU TEXHOTE€HHOT Oe3meKu' 2,

V pi3HuX cepax BUKOPUCTAHHS rpedestb Ma€e Taki KOPUCHI ePeKTH:

CortiaibHO-eKOHOMIYHI ConiabHO-eKOJIOTi4Hi
* rigpoenepreruka ([EC, TAEC); * pekpeauis;
* TIHUTHE BOJOIIOCTAYaHHS; * BOJHHH CIOPT;
* MPOMMCIIOBE BOJONOCTAYaHHS; * TYpH3M;
* BOJIOBIIIBE/ICHHS,; * eKCKypcil;
* BOJOOYMILCHHS; * aMaTopchke pudaANIbLCTBO;
* BOJHUU TPAHCHOPT; * ypOaHi3awist TePUTOPIH;
* ipuraiis; * 0opoThba 3 MOBEHAMU;
* Bozocxosuma-oxonomkysadi TEC, AEC; * peKyJIbTHBALis JaHAMAQTIB;
* puOOpO3BEACHHS; * OXOpOHa NPHUPOAY;
* TPAHCIIOPTHI NEPEXOH; * OXOpOHa BOJ;
* HaJMBHI CTaBKOBI rOCIIOAAPCTBA; * CaHITapHi MOMYCKH;
* JIiCOCIIIaB * Memioparis

B icropii cBiToBoro rpe6iaeOyyBaHHs TparysuIUCs HEMOOAUMHOKI BUIAI-
KM aBapiif Ha rpedisiX, v T.4. i KaTacTpo(idHUX — i3 JTIOACHKAMH KEPTBAMHU.
V Tabn. 1 HaBeneHO KiNbKa MPUKJIAIIB HAWOUIBII BIJOMUX KaTacTpOQidHUX
aBapiif Ha rpeOIsIX, 10 CTAIUCS B Pi3HI POKH B Pi3HUX KpaiHaX CBITY, sIKi MO-
JKYTh CBIITYHTH MPO 3HAYHUN aBapiifHUHN MOTEHITial Tpe0ers.

3a CTaTUCTHYHUMH JTaHUMH, MPOTATOM OCTaHHIX 150 pokiB cyTTeBi aBa-
piiiHi cuTyanii Tpamasuiucs Maibke Ha KOXHIN 13 36 Benukux rpebeins, 3a-
peectpoBanux /COLD. [lpu npoMy Maiike Ha KOXKHIiH 31 158 Benmukux rpe-
Oeb aBapii CynpoBOKYBAUCS MPOPHUBAMHU HammipHOTO (DPOHTY 1 Maibke Ha
KOXHIH 13 76 pyiiHyBaHb B/IaBaJIOCS YHUKHYTH JIMIIE 3aBISKH €KCTPEHOMY
(aBapiliHOMY) CLIOPOYKHEHHIO BOIOCXOBHII'*,

B! Tuoposnepeemuxa v oxpyxatoiast cepena / mox oour. pexa. FO. Jlanmpay u JI. A. Cu-
penxo. — K. : JIubpa, 2004. — 484 c.

132 Bexcnep A. b. Haje:xxHOCTb, COLMAbHAS M SKOJIOTHYECKasi 6€30MaCHOCTh THAPOTEX-
HUYECKUX OOBEKTOB: OIICHKA PUCKa U MpHHATHE pernenuii / A. b. Bekcnep, . A. VBamms-
nos, J. B. Credpanumun. — CI16. : BHUUTI uwm. b. E. Beneneera, 2002. — 591 c.

"537COLD Bulletin 99. Dam Failures : Statistical Analysis. — Paris, 1995. — 73 p.

89



Konyenyia saxucmy kpumuunoi ingppacmpykmypu: cman, npoonemu...

[Ipu 11bOMyY Ba)KITMBOKO OCOOJHUBICTIO TpeOeiib (TIOPIBHSAHO 3 IHIIMMH TEX-
HOTEHHUMH 00’ €KTaMU, 110 1ICHTU(DIKYIOTHCS SIK 00’ €KTH TiABUINEHOT HeOe3-
neku'* i mignanaroTth mig giro 3akony Yipainu «IIpo 00’e€kTH mifBUIIEHOT
Oe3reKkn») € HeoOX1THICTh 3a0e3eUeHHsI HeMePEePBHOCTI X eKcIlTyaTarii, Ha-
BITh Y BHIIAJKaX aBapilfHUX CHUTYyaIlill, ajKe 3a aBapiitHoi cuTyamii rpedmio He
MOXKHAa aBTOMAaTHYHO BHBECTH 3 €KcIUTyarallii. ¥ 0araTbox BHIIQJKax Ipeo-
JIi BIZITparoTh pOJb OCTAHHBOTO PE3EPBY, 3MATHOTO Y (POPCOBAHOMY PEIKUMI
eKCIUTyaTalii BiIBEpHYTH TEXHOTCHHY KaTacTpody. CBOEIO ueproro, aBapiHe
CIPAIFOBAaHHS BOJIOCXOBHIIA 31 CKUIOM HAHOCIB 1 3a0pyIHCHD, HAKOITHYCHHUX
Y HbOMY, MOJKE€ IIPU3BECTH JIO HE MEHII KaracTpo(iuHUX HACIIIKIB, HI)K BJIac-
He pyiiHais rigpocnopyan'®.

Tabnuys 1
Ipukaaau HaiiBinomimux karacTpodiyHux aBapiii Ha rpedJsx
all:zi;i'f I'pedns (kpaina) Tnguggigfi/[* / OCHOBHI IPUYUHU aBapii If;f;g;c;;
1864 Jeiin Jlaiix Ip/ [MepenuB Bomu yepes rpediHb 238
Anrmis 29,0 HACJI 0K MOBEHI1
y
Cayc ®opx Ip/ [MepenuB Boxu yepe3 rpediHb
1889 CIIA 21,5 HACJII 0K IIOBEH1 2500
y
1911 ?gﬁ}x{) 11;/2 Brpara criikocTi ciopyau 100
1923 I'meno K/ B o . 500
(Iraniz) 52.0 TpaTa CTIHKOCTI copynu
1928 Cent ®pencic I/ PyiinyBanHs 0CHOBH TpeOi 400
(C1IA) 62,6 BHACITIZIOK XiMi4HOT cy(o3ii
1959 Mausbrace A/ Brpara criiikocti 6eperosoro 01
(Ppanis) 66,0 MEKYBaHHS
[NepenuB Bomu yepes rpediHb
1960 Opymr Tp/ YHACITiIOK HECIIPaBHOCTI 1000
(bpazwuiis) 54,0
BOZOCKHIY
1963 Baitont A/ Karactpodiunmii 3cyB 2600
(Iranis) 262,0 y BOJOCXOBHILIE
[epenuB Boxu uepes rpebiHb
1967 ((ingg&iﬂ) Srf 6 YHACIiIOK HECIIPaBHOCTI 200
A ’ BOJOCKULY

134 Memoouxa inenrudikaiii moTeHIiitHo HebGe3meyHnx 06’ €KTiB / 3aTBEpKEHa HAKA-
3oM MHC Vkpainu Big 23.02.2006 p. Ne 98. 3apeectpoBano B MiHicTepcTBi rocTuiii Yk-
painm Bix 20.03.2006 p. 3a Ne 286/12160 [Enexrponnuii pecypc]. — Pexxum nocrymy: http://
eur-lex.europa.eu/ http://zakon1.rada.gov.ua/laws/show/z0286-06

35 Jyux A. B. Jlo nuranHs wmono crnycky KuiBcbkoro Bomocxosuma / A. B. Suuk,
€. O. Skones, B. O. Ocanuyk. — K. : Opisiau, 2002. — 52 c.
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3axinuenns maon. 1

a]f';gii‘ I'pebis (xpaina) Tﬂélnggig?; / OCHOBHI PUYHUHU aBapii E;?;g;f;
1972 Bydano Kpuk Ip/ Ilepenus Boxu uepes rpedib 125
(CLIA) 32,0 YHACiIOK TTOBEH1
1976 Turon Ip/ Cydo3ist Ha KOHTaKTI Tilla 1
(CHIA) 93,0 rpeburi 3 0CHOBOIO
[lepenuB Boxu uepes rpediHb
1979 Marixy-2 [p/ YHACJIIOK HeCIPaBHOCTI 2000
(Immist) 26,0
BOTOCKHIY

* [pe6ui: I'p — rpynrosi, I' — Getonni rpasirauiiini, A — apkosi, K — kourpdopcui

SIK CBITUMTH CTATUCTHKA, BITHOCHA 4acTOTa aBapiid Ha rpediisx, 0COOIUBO
PYHHIBHEX, 31 301IbIIEHHSAM KUTBKOCTI ITOOYJOBaHMX I'pedelib MOCTYIIOBO 3HHU-
)Kyerbes. 3a nanumu [COLD, cTaTHCTUYHA HMOBIPHICTH aBapiii Ha BEJIMKHX
rpebisx mporsiroM XX CT. 3MeHImmiacs y stk pasis (i3 0,05 mo 0,01)%¢
OuikyeThesl TIOJAIbINE 3HKEHHS HMOBIPHOCTI aBapiil Ha BEIMKHX Ipedisax
HaBITh 3a 301IbIIEHHS X KUIBKOCTI (puc. 1, 2). OnHaK, He3BaKaIO4YH HA HAKO-
MUYEHUH BikKaMH JJOCBiJ BUIIYKYBaHb, IPOEKTYBAaHHS, PO3PaxyHKiB, OymiBHU-
IITBa i eKcIuTyaTarii rpedesb, yIoCKOHAICHHS TEXHOJIOT 1], ITi IBHIIEHHS SIKOC-
Ti MaTepiaiB, 3aIIPOBAPKEHHS CYYaCHUX 3aC001B aBTOMAaTH3AIlil BUPOOHUIHMX
MIPOIIECiB, KOHTPOJIIO i MOHITOPHHTY CTaHy CIIOPY[, MiJBUIICHHS 3arajJbHOTO
piBHS 3HaHb Ta IHKEHEPHUX PillleHb, aBapii Ha rpedIax BigOyBalOThCS i HUHI.
[Ipo e cBimunTk i aBapist Ha CassHo-1lymencrkit 'EC y 2009 p. y Pocii, iz
qac sKoi 3aruHyno 75 ocid. Hebesneka karacTpodiuHux aBapiit Ha rpedmsx
He JMIIe He BiAidIUIa B MUHYJe, a i 3aJIUIIaTHMEThCsl aKTyalbHOI0 B Maii-
OyTHBOMY.

VY noxymentax /COLD"’ pu3uk peKOMEHYEThCS OLIIHFOBAaTH SK MaTeMa-
TUYHE CIIOiBAaHHS HACTIIKIB peanizallii HeOakaHoi moii (HampuKiIa, K 10-
OyTOK IMOBIPHOCTI peai3allii HeraTUBHOI MoJii Ha MaTeMaTHYHE CITOJiBaH-
Hsl BETMYMHU HACIIJIKIB 1€l moii) abo sk meBHy KOMOIHAIiI0 KMOBIpHOCTEH
peautizarii mofiii i MoB’s;3aHUX 3 HUMHU HACHTIIKIB. BinmoBiqHO, i HEOOXiTHICT

136 Hoeg K. Dams: essential infrastructure for future water management / K. Hoeg //
Hydropower and Dams. — 2001, World Atlas and Industry Guide. Aqua-Media International,
UK. —37 p.; Bexcnep A. b. HanexxHocTh, connaibHast ¥ S9KOJIOTHYECKast 0€30I1aCHOCTh M-
poTeXHHYEeCKNX 0OBEKTOB: OIIEHKA pHCKa U puHsTHe pemenuii / A. b. Bekcinep, 1. A. VBa-
mmHIoB, /1. B. Credannmun. — CII6. : BHUUI um. b. E. Beneneena, 2002. — 591 c.

137 Risk Assessment in Dam Safety Management : ICOLD Bulletin on Risk Assess-
ment. — Paris, 2003. — 120 p.
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OIIIHKY Ta BpaXyBaHHS PU3HKY B 3a1a4ax 3a0e3MeUeHHs Ha{IHHOCTI i Oe31meKn
rpebens 00yMOBIIIOIOTH TBOMa OCHOBHMMHU MPUYHWHAMMU, MOB’I3aHUMH 3 He-
BU3HAUYCHICTIO: MO-TIEpPIIe, NaHUX MO0 HABAHTAXKEHB i BIUTUBIB HA CIIOPYIU
1 HEJIOCTATHICTIO 3HAHb MIOJIO0 X peaKIliid Ha Il HaBAaHTaKEHHS 1 BIUTMBH, 10~
JpyTe, HACIIAKIB aBapii Ha rpeOIsx.

ONTUMICTUYHWI TPEeHA
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Puc. 1. Tpenan ouikyBaHoi iimoBipHOCTI pyiiHiBHUX aBapiii
HA BeJIMKHX 0eTOHHMX rpedJ/isiX 3aJIesKHO Bil iX KinbkocTi

VY marepianax IX Kourpecy ICOLD"® naBomuucs IaHi, 3TigHO 3 AKAMHU
MaTepianbHi 30UTKH BiJ TPOPHBHOI MOBEHI OIliHIOBaJKCS BT OoT 1 10 100 MTH
noia. CIIA nma 1 xm? miomi 3aroriess a6o Bix 1 mo 10 gon. CIIA ma 1 M°
BOJIH, 1110 IPOPHUBAETHCS B HIDKHIN 6’ ed. 3a nannmu XX Konrpecy ICOLD'™,
3araipHi 30MTKH Bifl aBapii Ha BEMUKii rpediai MOXKYTh BapifOBaTHCS BiJ CO-
TEHb MUIBHOHIB 10 AecatkiB mitbsapaiB nonapis CIIA. ¥V cepenHpoMy Ha
1 mon. CIA BaptocTi rpebdmni moxe npunaaata 10 gon. CILIA numie npsmux
30WTKIB BiJI ii IPOPHUBY.

ABapii Ha rpelIsix 3aBKIU BiOyBauCs 13 IIUJTKOM KOHKPETHHX TPUYHH,
1 B Oararbox BUIAJKaX, K 3aCBiAUyBaB aHaJIi3 MPUYHUH X BUHUKHEHHS, OyJI1

138 The behavior and deterioration of dams : trans. of the 9-th Int. Congress on Large
Dams. — Vol. 3. — Q. 34. — Istanbul-Turkey, 1967. — 758 p.

139 The use of risk analysis to support dam safety decisions and management : trans. of
the 20-th Int. Congress on Large Dams. — Vol. 1. — Q. 76. — Beijing—China, 2000. — 896 p.
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HemMuHyynuMH. OJJHaK HaBiTh TOII, KOJIHM aBapis Ha rpeOimi Oyia HEBiABOPOT-
HOIO, HE BCl YNHHHUKK HA MOMEHT i1 BUHUKHEHHS Oy/nH BiIOMUMU. 3HaHHS pe-
ANBHUX MPUYUH aBapii Ha OHiH Tpediti He 3aBKIH YHEMOXKITHBIIIOBAIIO aBapiro
3 TUX CaMHX NMIPUYUH HA iHIIH ciopyai. [lepeBipodHi po3paxyHKH aBapiiiHUX
rpebenb 3a JOMOMOTOK) KOHTPOJIBHUX, OUIBII «TOYHHMX» METOAIB (i3 BHKO-
PHUCTaHHAM <JIIMIINX» MOZAENIEH TOIIO0) YacTo 3aCBiAUyBalH, IO IONEpenHi
PO3paxyHKH IUX CHOPYA 3IIHCHIOBAJIIICS 38 METOIaMH, HE TipIIUMH 32 KOHT-
POJIBHI. 31e01IbIIOr0 MPUYMHA aBapii mondrana He CTUIBKY B HETIPaBUILHOMY
BHOOpI MOzIeNi CIIOPYIH, PO3PaXyHKOBOTO METOY M PO3PAXyHKOBOI CXEMH,
CKUTbKH B HETOYHOCTI BXIJJHHX JIaHUX, 30KpeMa B TIOMUJIKOBOMY NTPU3HAYEHHI1
PO3paxyHKOBUX 3HA4YeHb MMOKA3HHUKIB BIACTUBOCTEW MarepialliB, IPYHTIB, a-
paMeTpiB HaBaHTAXXCHb.
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Puc. 2. Tpenn ouikyBaHoi iiMoBipHOCTI pyiiHiBHUX aBapiii
HA BEJUKHX IPYHTOBUX I'Ped/isaX 3a/1e5KHO0 Bifl IX KiIbKkoCTi

[Ipo HEBU3HAYCHICTh JAHUX 1HKEHEPHO-TCOJOTIYHUX JTOCTIIKEHb MPO-
decop ne Memio (bpasmiis) na XX Kourpeci /COLD BUCITOBHUBCS K MPO
«OKaxaruy IUCIPOIOPIHI0 MIX JaHUMH, 10 OTPUMYIOTh 38 JOIMOMOTOI)
TPbhOX JIOWMOBUX CBEp/AJIOBUH, BUKOHAHMX i3 KPOKOM B JIECATKH W COTHI
METpIB, 32 MEPEBAKHO I'EOMETPUYHOI, 3 PO3MIIIECHHSIM CBEPJIOBUH Y TCB-
HOMY T€OMETPUYHOMY TOPSIJIKY, @ HE 32 TeOJIOTIYHOT OpieHTAIliT JOCIIIKSHb
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I'PYHTOBHX TOBIII, TA OIIIHKaMH 33 INMH JaHIMH CTaHY MacHBiB I'€0JIOT19HIX
mopiay ',

lixponorigdi 1oCHiHKEHHS] MAaKCUMAIILHOTO CTOKY (OHOTO 3 OCHOBHUX
YUHHUKIB O€3MeKu Tpedelib) CBIqYaTh, IO MPH 301IbIIEHHI TPUBAIOCTI CIIO-
CTEpPEIKCHb HE 3aBXKIU MOXKHA OTPHUMATH CYyTTEBE YTOUHECHHS CTATUCTUYHUX
rapameTpiB MaKCMMaJIbHUX TipOJIOTIYHUX XapaKTePHCTHK, a MOXHOKa BH-
3HAYCHHsI KoeillieHTa acCUMETpii, 110 BKa3y€e Ha BIIMIHHICTh KPHUBOI PO3IIO-
Ity WIMOBIPHOCTI BiJf HOPMAJIBHOTO 3aKOHY, NIPH I[LOMY MOXE HaBiTh 3pOcC-
tatu'!.

Ha puc. 3 npojaeMoHCTpOBaHO pe3y/IbTaTH MPOTHO3YBaHHs (Ha iHTepBai
1o 1000 pokiB) MakcMManbHUX BUTpaT Boau p. [uinpo y ctBopi KuiBcbko-
IO TiIpoBY3I1a, K€ BUKOHYBAJIOCS 32 JOTIOMOTOI0 Pi3HUX (YHKIIH pO3MOILTY
HMOBIPHOCTI, 1110 BPaxoBYIOTh acuMeTpito. [TokazaHo, 10 3aJIe’HO BiJ 3aKO-
HY pO3MONiTY OHIH 1 Tiif camiii mopiuniit imoBipHOCTI nepeBumeHus 0,1 %
BIZINMTOBIJAfOTh Pi3HI 3HAUYEHHS MaKCHMaJbHOI BHTpPATH, a MPHHHATOMY pO3-
paxyHKOBOMY 3HAUCHHIO MaKCHMAaJIbHOI BUTPATH BOAM — Pi3HI WMOBIPHOCTI
nepeBuieHHs. [Ipu 11boMy Bci HaBeIEHI 3aKOHU PO3MOALTY MMOBIPHOCTI Mif
9ac NepeBipKy CTATUCTUYHUX TinoTe3 3a KputepieM Ilipcona y? nuist piBHSA 3Ha-
gymocti 0,1 % BUSBWIKCS TINOTE3aMH, IO IMOTOUKYIOTHCS 3 EMITIPHYHUMH
JAHUMH, a CTAaTUCTUYHO «HAWMINIIMM» BUSBUBCS po3noain [lipcona III tumy
JUTSL JTOTapH(pMiB.

HeBu3HavyeHICTh TaHUX € THIIOBOKO CHTYAIII€IO ITiJ] Yac BUOOPY PO3paxyH-
KOBHX 3HA4YCHb Ui OUNBIIOCTI XapaKTEpUCTHK, MapaMeTpiB 1 MOKa3HHKIB,
SKAMH OIICYIOTh BIIACTUBOCTI MaTepialliB i IpyHTIB TiIpOCIIOpy/ Ta IX OCHOB,
HaBaHTa)XCHHS 1 BIUIMBH Ha rpe0ii. [Ipy oMy HEBH3HAYEHICTh JaHUX JIO-
CHUTb 4aCTO MOXKE MIPU3BOAUTH 1 10 BUOOPY HeaeKBaTHUX METOIB pO3paxyH-
Ky, PO3paxyHKOBHX CXeM 1 Mojieseii.

Memodonozis oyinku ma 8paxy8antsa pusuKy 6 3a0a4ax npo 3abesneyenns
Haoitinocmi i 6es3nexu epedens. ATanTallist TOHITTS «PU3UK» MPH BUPIIICHH]
3a7ad, O0TSHKeHNX HEeBH3HAUEHICTIO, 3a3BUYall IPYHTYEThCS Ha Till 3araibHil
y BCIX BH3HAYCHHSX 1]I¢i, 10 PU3MK BKJIFOYAE€ HEBU3HAYCHICTH PE3YJbTATY,
HEBIIEBHEHICTh Y MailOyTHHOMY.

190 The use of risk analysis to support dam safety decisions and management : trans.
of the 20-th Int. Congress on Large Dams. — Vol. 1. — Q. 76. — Beijing—China, 2000. —
896 p.

41 Bopmuukos FO. A. TuApONOrHYecKre acleKThl 6e30MacHOCTH MHAPOTEXHMYECKHX
coopyxennii / FO. A. bopraukoB // T'mpporexandeckoe crpoutenseTBo. — 2003, — Ne 9. —
C.31-33.
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Butpatu Bogu Q, m3/c
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Posnogin imoBipHoCTi: 1 — TpunapameTpuyHuiA rama-po3nogin Kpuubkoro-MeHkens

(C, =05 C;=2C,);2-Tecamesa (C, =0,5; C,=2,5C,); 3—ipcoHa Ill Tuny
(apndmeTnynmin); 4 — Nymbens | Tuny; 5 — TpunapameTpuYHUA raMa-po3noAin
Kpuupkoro-Merkens (C, =0,6; C =2 C); 6 — Te came 3a ( C,=06; C;=25C,);
7 — norapudmivyHo HopmanbHuit; 8 — lMipcoHa Il Tuny (norapudmivHmnin);
C, - KoeqilieHT Bapiauii, CS— KoeilieHT acumeTpil.

Puc. 3. «XpecT HeBU3HAYEHOCTI» NPOrHO3yBAHHS
MaKCUMAaJLHUX BUTPAT BoAu p. Aninpo
(crBop KuiBebkoro rigpoBysJia, rizpoMeTpuyHuii noct «Bumropon»)
3a JOIOMOI00 Pi3HMX aHAJTITHYHMX 3aKOHIB po3noainy iiMoBipHocTi

Jorcepeno: Stefanyshyn D. V. Application of risk analysis to support safety of dams

and flooded territories against floods / D. V. Stefanyshyn // Proc. of Int. Scientific School
«Modelling and Analysis of Safety and Risk in Complex Systems». — S.-Petersburg, 2008. —
P. 371-376.

3axoau, CpsMOBaHI HA MiJBUIICHHS HAIIMHOCTI i Oe3neku rpedens, siK
i OyIb-KHUX THIIUX MOTEHINIHHO HEOE3MEUHUX 00’ €KTIB, alpiopi MOTPeOyIOTH

JIOJTATKOBUX 3aTpat. ToMy 3 monisaay e(heKTHBHOCTI OCTaHHIX BOHH MarOTh BH-

MIPaBIOBYBATHCS 3HWKCHHSAM IMOBIPHUX BTpar (PU3UKiB 30MTKIB) Bij| aBapiid
Ha 11X 00’ €KTax.

B ymoBax, ko poiib eKOHOMIYHOTO CKIIQJHHKA ITPH BUPIIICHH] TIPOOIeM,

MOB’sI3aHUX 13 OE3MEeKOI0 KUTTEMISIBHOCTI HACENEHHS, 3pOCTaE, OCHOBHUM
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MIPUHIIAIIOM OOTPYHTYBaHHS PIllIEHb IIOJI0 TEXHOTCHHOI OE3MeKH, 30Kpema
i rpebenb, MOXKE CTaTH MPUHIMIT PO3YMHO JOCSHKHOTO HU3BKOTO PIBHS pH-
3uky (risk as low as reasonably practicable, ALARP)'*. 3rifgHo i3 npuHIK-
noM ALARP ninBuImeHHs HaIIHHOCTI M Oe3IleKU MOTEHLINHO HeOe3neyHux
00’€KTiB HEOOX1HO TOTO/PKYBATH 3 EKOHOMIYHUMH MOXKIIMBOCTSIMU: PiBHI pU-
3WKy aBapiil Ha TpeOIsIX MOXKYTh BBaXKaTUCS MPUUHATHAMU B yCiX BHUITAIKAX,
SIKIIIO0 BOHU € MCHIITMMH 32 BCTAHOBJICHY MEXY TEPIIMMOCTI, 1 KOJIH MOAAIIBIIe
X 3MeHIIeHHs cTae abo Maike HEMOKIMBHUM (32 HAsIBHUX EKOHOMIYHHUX, TEX-
HOJIOT1YHHX Ta IHIIUX YMOB), 200 I[iHa TAKOTO 3MECHIIICHHS CTA€ HEMTPOIIOPIIili-
HO BEJTUKOIO MTOPIBHSHO 3 OTPHUMAHUM TIPY I[bOMY ITiIBUIIICHHSIM OC3ICKH.

IMpunuun ALARP nae 3MOry BpaxoBYBaTH CKJIaJHY MIPUPOAY PU3UKY aBa-
piif Ha TpedIIsX K 00’ €KTHBHO-CYO’ €KTHBHOI KaTeropii: He JIUIIE SIK O4iKyBaH-
HsI MOXKIIMBOT PO3IUIATH 32 HEXTYBaHHS HeOE3IEeKOr aBapii, a 1 Ik HeXTyBaHHS
MOXKJIMBOIO BHTOJIOI0, SIKY MOYKHa OTPHMATH Bij IIepeOOpeHHs CTpaxy nepen
mieto Hebesnexoro. [Ipn 1bOMy 3HIKEHHS HMOBIPHHX BTPAT BiJ MOXIHBOT
aBapii Ha rpe0iTi MOYKHA PO3TIISAIATH K MalHOyTHIM e(eKT, a JJOAaTKOBI 3aTpaTH
Ha 3aX0/¥ 010 3a0e3MeYeHHs HaliHOCTI i Oe3reku rpediIi BapTo TpakTyBa-
TH SIK CKJIQJIHUKU PU3UKY.

ITix yac mpuAHATTS pimeHb TpuHIUN ALARP 1010 OIIHIOBaHHS 3aXO0/liB
13 3a0e3meyueHHs HaJiitHOCTI i Oe3neKku Tpedeiib MOKHA MTOBHOK Miporo 3a-
CTOCYBaTH B MEXKaX 3alpOIIOHOBAHOTO METOIY OILIHKU ITOBHOTO PU3UKY allb-
TEPHATHUB HA OCHOBI IX TAPHOTO IMOPIBHSAHHS 3 YPaxXyBaHHSIM PH3UKY HEBHKO-
PHUCTaHUX MOMKITHBOCTEH 4.

[loBHuIi pu3uK BapiaHTa MIOA0 THX YU IHIIUX 3aXOJiB (AJILTEPHATHBH),
CIIPSIMOBaHUX Ha 3a0e3MNeueHHs HaJidHOCTI W Oe3meku rpedimi, IpH ILOMY
MICTHTHUME J[Ba CKJIaTHUKH:

* BIACHUU pU3HK i-i aJbTepHATUBH, M0 (OPMYETHCSA ITONATKOBHUMU
MOPIBHSAHO 3 TIEBHUM 0a30BMM (HYJIbOBHM) BapiaHTOM y3aralbHCHUMH
npuseneHumu 3arpatamu AC, — C Ha peaizanito BIINOBIIHAX 3aXO0/iB;

* PU3UK HEBUKOPUCTAHUX MOXKJIMBOCTEH, IO BU3HAYAETHCS JOJATKOBHM
MOPIBHAHO 3 0A30BMM BapiaHTOM 3HIDKCHHSAM IMOBIPHUX BTpar (PU3UKIB
30WTKIB) BiJl aBapii Ha rpedmi AL]. L,— L/_ 3a aJbTePHATUBHUX j-X 3aXOJiB.

192 Mapwann B. OCHOBHBIE OIIACHOCTH XUMHYECKHUX NPon3BojacTB / B. Mapuramt. — M. :
Mup, 1989. - 672 c.

193 Stefanyshyn D. V. A method of decision making at risk in natural resources use by pair-
wise comparison of alternatives with taking account of risks of lost opportunities / D. V. Ste-
fanyshyn, Y. D. Stefanyshyna // Proc. of Int. Scientific School «Modelling and Analysis of
Safety and Risk in Complex Systems». — S.-Petersburg, 2009. — P. 435-439.

96



30ipHuK Mamepianie MiJcHapoOOHOT HaAYKO8O-NPAKMUYHOT KOHepeHyil

[ToBHMIA pU3HK -1 aNBTEPHATHBY TPH 11 MOPIBHSHHI 3 j-10 IIPH 1TLOMY Oy/Ie:
R,=AC +AL; (1)
BiJINIOBI/THO MOBHUH PU3HUK j-i abTEPHATUBH MOPIBHIHO 3 i-10:
R =AC +AL. . 2)
Jt J t
neAC,=C - C,AL=L,~L,AC - C,AL=L ~L;
C,C, Cj — y3araJbHEHI MPHUBEICH] 3aTpaTH Ha peai3amilo BiAMOBIIHIX aJbTePHATHB;
L,L, L/_ — IMOBIpHI BTpaT (PU3MKH 30UTKIB) P aBapil TOILO.

I[pu upomy HmMOBipHi Brpatu mpu asapii L, L, Lj MOXKYTb BU3HA4aTUCSA
gepe3 mo0yTKH MMOBIpHOCTEH aBapii Ha rpedii Ta 30UTKIB, OB’ I3aHMX 13 Ha-
CIiIKaMu aBapii',

Puc. 4 micTuTh (parMeHT TaOIUMLI PIIIEHb IS MOPIBHSHHS Pi3HUX 3aXO0-
i m, m,, CHPSMOBAHUX HA 3a0e3MeYeHHs HAIIMHOCTI i Oe3neku rpedi, 3a
pusukom 1ipu C; = 0.

m\m m, m m
i i J
m, — AL, AL,_

: C, — C,.+ALJ.
C C+AL, —
J J J i

Puc. 4. ®parmenT Taéiuui pimenn ||R[j|\ npu C=0

3aneKHO BiJl KITBKOCTI () aNbTepHATUBHHUX 3aXOMIB TSI KOXKHOTO 3 Ba-
piaHTIB MOXKe 3a7aBaTuCsl #—/ 3HAUYCHb MIOBHOTO PH3UKY R, i,j= 0n, i #]).
Tabnuio pimeHs (puc. 4) 3pydHo OyyBaTH 3 yNOPSAKYBAaHHSM aJbTEPHATHB
m, i= 0,7 3a 3pOCTaHHAM 3aTpar AC.. 'V pe3ynbTaTi NONapHOTO MOPiBHAHHS
aJbTePHATUB, NOYMHAIOYN 3 TIapu (m, m,) 3 pU3nKaMu R |, R, A BIANOBIHO i
TaK Jaji, 3 BiI00OPOM Ha KO’)KHOMY KpOIli BapiaHTa 3 MEHIIUM IIOBHUM PU3H-
KoM R, Moze OyTn mimiOpaHuii Takuil BapiaHT 3a0e3MeUCHHS HAIIIHOCTI i

144 The use of risk analysis to support dam safety decisions and management. Trans. of
the 20-th Int. Congress on Large Dams. — Vol. 1. — Q. 76. — Beijing-China, 2000. — 896 p.;
Cmeganuwun J]. B. TlpornosyBanHs aBapiii Ha rpe0isx B 3a/1a4ax OLIHKH i 3a0e3neyeHHs
ix HagiitHOCTI Ta Oe3neku / JI. B. Credanummn // Iigpoenepreruka Ykpainu. — 2011. —
Ne 3-4. — C. 52-60.
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Oe3mneku Tpedii, SKUi OTPUMYyBAaTUME MEHIITUI PU3UK MPH MOTIAPHOMY HOTO
MOPIBHSHHI 3 yciMa alIbTepHAaTUBAMH, 1[0 PO3IISAAIOTECS Y TPOIIeCi TPUIHAT-
TS pillIeHHS.

Bucnoskun

1. IliHHICTB TOCITIHKEHb PU3UKY BUSBISEThCS HACAMIIEPE] ITPY PO3B’ A3aH-
Hi 3a7a4 MPUIHATTA pilleHb B YMOBaX HEBH3HA4YEHOCTI, MPHYOMY HOTpeda
B KOPEKTHUX, aJICKBaTHUX OLIHKAX PU3UKY BHHUKAE TUTHKH 3 YCBIIOMICHHSIM
TOTO, L0 BpaxyBaHHs PHU3MKY NPH MPUHHATTI PIlIEHHS CHPHsE PO3KPUTTIO
HEBH3HAYEHOCTI, a BUPILICHHS 3a/1a4i 3 PU3UKOM Iependadae HasiBHICTD ajlb-
TEepHATUB 1 CBOOOTY BUOODY.

2. JIocipKeHHS PU3KKY BapTO PO3IVISIIIATH SIK MTPOIIEC, 10 HOBTOPIOETHCS,
KOJIM HaJIXOIMTh HOBa iH(OpMallisi, BHHUKa€ HOBA 3a/1a4a. 3HaHHS PU3HKIB J10-
nmoMarae c(opMyJIIOBaTH ajJbTEPHATUBH, 371aTHI €PEKTHUBHO 3HIKYBATH 1JICH-
TH(IKOBaHI PU3HMKH, OCKUIBKM HasBHI pecypcH Ajs 3a0e3nedeHHs Oeslexn
rpeOiti 3a3BMUail 0OMeskeHi, a I1e MOXKe BIUIMHYTH Ha TIOTOYHHUH cTaH rpedi,
CTaH 1HIMUX CHOPYI TiapoBy3Jia (HacaMIiepes] BOMOCKUIHUX CIIOPYM), TOTOB-
HICTb IIepCOHATy BUKOHYBATH HEOOXiHI (PYHKII] B HEIITATHil CUTYyaIlii TOIIO.
MoxyTb 00MexyBaTucst 0ocsarn (hiHaHCYBaHHS, Yac. Y KO)KHOMY 3 BHIIAJIKiB
BHOIp Ha KOPUCTH TOTO ab0 1HIIOTO PIllICHHS MOXKe OyTH 3po0JIeHUH 3 ypaxy-
BaHHSIM IPIOPUTETY Pi3HUX PU3HKIB.

3. I3 HOBUMH JaHUMH OLIIHKU PH3HUKY MOAM(IKYIOTHCS, BUSBISIOTHCS HOBI
BH3HaYaJIbHI YUHHUKH 1 MapameTpu. EQeKTHBHICTH 3aX0/1iB, CIIPSIMOBAaHUX Ha
3MEHILCHHS PU3UKY, OIIHIOETHCS TPH CIIBCTABICHHI PU3HKIB, L0 IPOTHO3Y-
FOTBCSI JTO 1 TiCHsl 3aIpOBaPKEHHS BiIOBITHUX 3aXOMiB. Y TaKOMy BUIIISII
JIOCITIJKCHHS CTAIOTh 1HTETPAIbHUM CKJIATHUKOM TIPOIIeCy 3a0e3IeueHHs Ha-
JIiAHOCTI 1 Oe3nexu rpedi.

4. 3anponoHOBaHi METOOJIOTIYHI MiAXOAN A0 OLIHKK W ypaXyBaHHS pH-
3MKY JAaF0Th 3MOTY ()OpMalli3yBaTh NMPOIEC MPUHHATTS PIllIeHb 1010 3aXO/iB,
CIIPSIMOBaHUX Ha 3a0e3rneueHHs HaAIMHOCTI i Oe3neku rpedenb, 3 ypaxyBaH-
HAM PpI3HMX YHMHHUKIB PH3HMKY: YMHHUKIB, 3 SKAMH ITOB’SI3YIOThCS Oe3ro-
cepeJiHi 3aTpaTh Ha BIAMOBIIHI 3aX0u (a IIi 3arpard, 0e3MepedHo, TAKOXK €
YUHHUKAMH PHU3HKY), 1 YUHHUKIB, 3 SKUMH MOXYTb ITOB’S3yBaTHUCS HEBUKO-
pHCTaHi MOJKIINBOCTI, 3apajiil 4OTO, BJIacHe, 3aX0IH i MalOTh 31HCHIOBATHCS.
3peniToro, TakKMid MiIX1i1 CTUMYIIIOBATUME OTPUMAaHHSI aJICKBAaTHUX KUTbKICHUX
OILIIHOK PU3HUKIB aBapiil Ha rpelIsx, ajke caMe y Ipoleci IpUIHATTS pillleHb
OLIIHKY PHU3HKIB HA0yBaIOTh PEANFHOTO MPAKTUYHOTO 3HAYSHHSI.
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OCOBJIMBOCTI MOZAE/JIIOBAHHA B3AEMO3B’13KIB
1A KPUTUYHOI IHOPACTPYKTYPH

3ACJIABCHKHMI Bonoaumup Aunaroniiiopuy,
npoghecop kaghedpu mamemamuynoi ingpopmamuxu
Gaxynememy Kibepuemuxu

Kuiscokozo Hayionanbnozo ynieepcumenty

imeni Tapaca llleguenxa

3abe3neyueHHs O€3MeKH CyCMiIbCTBA i Iep)KaBU HUHI 3HAYHOIO MipOtO 3a-
JIeXKUTH BiJl QYHKIIOHYBaHHS 00’ €KTIB KPHTHYHOT iHPPaCTPyKTypH. 3TiHO i3
3eeH00 KHUTOI0, OmmyOiikoBaHoo €Bporneiicskoro Komiciero 2005 p.'*, mo
KI maroTh OyTH BilHECEHI OCHOBHI 00’ €KTHU €HEPTeTUKH, TPAHCIIOPTY, 3B’ SI3KY
ta IT, XiMi4HOT TPOMHUCIIOBOCTI, XKHUTTE€3a0€3IEYeHHS Ta OXOPOHH 3710pOB’,
JIOCITITHUIIBKI [IEHTPH, YPSAIOBI Ta MPaBOOXOPOHHI CTPYKTypH. JIJIS Takmx
00’ €KTIB XapaKTEpPHOIO € BUCOKA CKJIJIHICTh, BOHU € MacIITaOHUMHU CHCTEMa-
MU 13 BUCOKOIO IIIHOO BiJ]MOBH, a iX ()YHKI[IOHYBaHHS BILTMBAE HA HAIIOHAIb-
HY €KOHOMIKY, 0€31IeKy, CTaH HaBKOJIMIITHLOTO CEPEIOBHINA, (DYHKITIOHYBaHHS
YCTaHOB 1 JKUTTEIISUIbHICTD HACETICHHS KpaiHu.

Oxpemi 00’extn KI € B3aemoros’si3annmu 1 (i3U9HO (KOMIT FOTEpHIMH
MepekaMu, 3a0e3MEUCHHSIM €JICKTPOCHEPTi€l0, TPAaHCIIOPTHUMH II€PEBE3CH-
HSIMH), 1 pI3HOMaHITHUMH OpraHizamifinuMu pernamentamu'*®. TIpuitHATO
PO3IIIAAATH TaKi YOTHPH OCHOBHI BHJIM B3a€EMO3AJIEKHOCTEH MK 00’ €KTamMu
KI]47:

* ¢iz3uyna (BiJ MOCTABOK MaTepialliB UM HaJJaHHS MOCTYT);

* ingpopmayitina (B KOMAaHIHUX CUTHAIIB, YIIPABJIIHHSA, TIepeIadi TaHUX,
T'eOMO3HUIIOHYBAHHS TOIIO);

* ceonpocmoposa (MiX TEPUTOPIAILHO po3mnofiieHnMu eneMmentamu Kl,
10 BHHHUKAIOTh Oe3mocepenHbO 4depe3 ONM3bKe IMPOCTOPOBE PO3MIIIEHHS
00’€KTIB);

195 Green Paper of 17 November 2005 on a European programme for critical infrastruc-
ture protection (COM(2005) 576 final) [Enexrponnuii pecypc]. — Pexxum noctymy: http://
eur-lex.europa.eu/

146 Lewis T .G. Critical infrastructure protection in homeland security: defending a net-
worked nation / T. G. Lewis. — John Wiley & Sons, Inc., 2006. — 474 p.

147 Rinaldi S. 1dentifying, understanding and analyzing critical infrastructure interdepen-
dencies / S. Rinaldi, J. Peerenboom, T. Kelly // IEEE Control Systems. —2001. — Ne 21(6).—
P. 11-25.; Robert B. Modelling interdependencies among critical infrastructures / B. Robert,
R. De Calan, L. Morabito // Int. J. of CI. — 2008. — Ne 4. — P. 392-408.
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* nociuna (B3a€EMO3AJICKHICTh, sSKa BUHUKAE 4Yepe3 HOPMATHBHI per-
JIAMEHTH).

DaxiBIi MiIKPECIIOITH TE, IO caMe HEOOXITHICTh YpaxyBaHHsS 0arathox
BIIMOB 1 KacKaJHUX €(EKTIB CIIPHYUHSIE HEMOKIIUBICTh TOYHOI OI[IHKH Ha-
ciiakiB HenpanesgarHocTi 00’ekTiB KI, a oTxe, 3HWKYE TOUHICTh OIIIHKH
PU3HUKIB BiIMOBH Takux 00’ekTiB'*. Tak, OpUTAHCHKI MOCTIAHUKH, PO3IIS-
JIAIOYM Bl HAW3HAYHINII HAJA3BUYAMHI CUTYyaIlil, 0 BiIOYJIUCS HA TEPUTOPIT
Benukoi bpuranii 3a ocranne gecsatupivust (moseni 2007 p., moxexa Ta BU-
Oyxu B M. barudinm), 3a3Ha4ar0Th, 10 HEMOXKIIUBO IIPOCTEKUTHU BCI KaCKaTHI
edexTn. 30KpeMa, I Jac MOoBeHEH Oyl aBTOMAaTUYHO BiIKITIOUCHI MEpexi
€JICKTPOTIOCTauaHHs, a BHACHIJIOK JPYroi HaJI3BUYaiHOI cuTyarii Oyino mo-
IIKO/DKeHO ycrarkyBaHHs IT-kommanii, Ha sikomy 30epirasiacs iHpopMmaris
PO KapTKH METMYHOTO OOCITyTOBYBaHHS Ha 3araibHy cymy 1,4 muipn QyHTIB
CTepITiHTiB'¥.

[puknanom MacmTabHuX aBapiii Ha 00’ekrax Kl Ta kackamHux edek-
TiB, CHPHYHWHEHUX HUMH, € BIIMOBa MEPEXkKi EHEPTOMOCTaYaHHs B IMMBHIYHO-
cxigamx mrarax CIIA Ta cximHux npoBiHmisix Kanamu, mo cramucs y
2003 p. B oginiitHomy 3BiTi KOMicii 3 po3ciiyBaHHS NPUYUH 1 HACIIIKIB
miei aBapii 3a3HAYAETHCS, MO0 CaMe MOMHUJIKH IIPH PETYIIOBaHHI B MEpexi
CJICKTPOCHEPIeTUKN CIIPHUMHIIN aBapiiiHy CHUTYyallilo, sika BUKJIUKaIa HU3-
Ky HETaTUBHUX HACIIJKIB JIJI1 €EKOHOMIKH, OE3IMEKN Ta COIiadbHOro J00po-
O6yTy Hacemenus'®, PoscimigyBaHHS NTPHYWH KacKaJHHX aBapiii CBiTYHTH
Ipo Te, 1o JJIs iX 3armobiraHHs moTpiOHI creniaabHi MeTOIU (TEXHOJIOT14HI
Ta opraHi3aiiliHi), TOJIOHO JI0 TOTO, SIK BUKOPUCTOBYETHCS PE3CPBYBAHHS
(cTpykTypHE, (YHKIIOHATBHE Ta PE3ePBYBAaHHS 32 YacOM), IO € METOIOM
3abe3nedeHHs (MiABUINEHHS) HAAIHHOCTI CKIaHUX TEXHIYHUX CHUCTEM.

Uepes 3HaUHY CKIIQJIHICTh B3a€MO3B’s13KiB Mixk eineMmenTamu Kl ta ii cuc-
TeMaMU TOTPiOHI Cremiani3oBaHi MaTeMaTH4dHi IHCTpYMEHTH (MOJIeITi Ta all-
TOPUTMH) JJIs X aJIeKBATHOTO OIUCY, 3/1MCHEHHS aHalli3y Ta MOJCIFOBAaHHSI
Oe3nexkn. CHCTEMHUM € TiAXiJ, 10 OTPHMAaB HA3By «CHCTEMH, IO CKJIaJa-

198 Cozzani V. The assessment of risk caused by domino effect in quantitative area risk
analysis / V. Cozzani, G. Gubinelli, G. Antonioni, G. Spadoni [at al.] // J. Hazardous Mate-
rials. — 2005. — No.127. — P. 14-30.

149 Bloomfield R. UK Interdependency Analysis feasibility study: the present and future
state of research and practice / R. Bloomfield, N. Chozos // European CIIP Newsletter. —
2008. — Ne 4(3). — P. 17-20.

130 Blackout in the United States and Canada: Causes and Recommendations : final re-
port on the August 14, 2003 / U.S.—Canada Power System Outage Task Force. — 2004. —
Aprgl [(IiifneKTpOHHHﬁ pecypc]. — Pexxum moctymy: https://reports.energy.gov/BlackoutFinal-
Web.p
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IOTBCSI 13 cHCTEMY (system-of-systems)'!. BukopuctaHHs OpUHIMITY i€papxil
NpPU CTPYKTYPHOMY HPEICTABICHHI MOJIEINi CKJIQJHOI CUCTEMH Jal0Th 3MOTY
3IIMCHIOBATH JICKOMITO3UIIIFO IO PIiBHS MiACHCTEM (MOIYIIIB, CIIEMEHTIB), SIKI,
CBOEIO YEProl0, TEX PO3MIINAIOTHCS SIK CKIIAAHI cucTteMu. [Ipu Takomy pos-
sl 06’ extiB KI Mozeni i MeToiu aHamizy pu3HKy AJIs CUCTEMH 3arajoM Ta
il enleMeHTIB € OJJHAKOBHMH W Y3TOJPKEHUMH.

OyukmionyBanHsa 00’exTiB KI, a Takok XapakTep BIUIMBY Ha HUX 30BHIIII-
HiX 1 BHYTPIIIHIX YMHHUKIB 4aCTO HE MOXYTh OyTH ONHCaHI Ha OCHOBI Je-
TepMiHOBaHMX Mojeneld. ToMy NpH MOJETIOBaHHI B3a€EMOJIl €JIeMEHTIB Ta
06’exTiB KI 3acTOCOBYIOTBCS METOIM CTATUCTUYHOTO MOJIETIOBaHH:*2, Pazom
3 TUM iHGopMalisa mpo xapakrep 3arpo3 06’exram KI Hepinko abo B3araii
BIJICYTHSI, a00 3HAXOAUTHCS IiJl TPHUPOM «TAEMHO», a il 00CAT HemOCTaTHIN
JUTSL IPOBECHHS TOCTOBIPHUX CTATUCTUYHUX PO3PaxXyHKIiB!*,

KorkHa ramy3p eKOHOMIKH, JI0 AKO1 Hayexarh Ti yu iHmi 00’ extu KI, mpu-
BHOCHTSH cBO{ crienn(ivHi prucH, IKi He0OX1THO BpaxOBYBaTH i/l 4ac MOJIEII0-
BaHHS B3a€MO3B’s13KiB Mixk 00’ ekramu K. 30kpema, mpoaHamizoBaHO MOJIET,
BUKOPHMCTOBYBaHI NPH JOCIIIKECHHI 00 €KTiB €HEepreTH4yHoi iHdpacTpykTy-
pu'*. OkpeMo PO3MISTHYTO B3a€MO3B’sI3KH Mik pisHuME cektopamu KI, Ha-
MPUKIAI MiJK TEJICKOMYHIKaiHHIMK CHCTEMaMU # elIeKTpOMepeKamu' >,

JlocnipkeHHIO i MOICNIOBAaHHIO KacKaJHUX aBapii MPUALIAETHCS 3HAYHA
yBara y creliasi3oBaHiil BITYM3HIHIN HayKoBii itepaTypi'*. KackaaHi aBapii
BUHHUKAIOTH Yepe3 aBTOMATHYHE BIAKIIOUECHHS OMHUX MPUCTPOIB UM MiICHC-
TEM YHACTII0K BiIMOB iHIIKX. Taka BOyJZOBaHa JIOTiKa y 6ararboxX TEXHIYHHX
cucTeMax BIICHKOBOTO W IUBIIFHOTO MPU3HAYCHHS J1a€ 3MOTY YHHKATH Tepe-
BaHTAXCHHS MIPUJIAJIiB, EKOHOMHTH €JICKTPOCHEPTIIO TOIIIO.

51 Eusgeld I. «System-of-systems» approach for interdependent critical infrastructures /
I. Eusgeld, C. Nan, S. Dietz // Reliab. Eng-ng & Sys. Safety. —2011. — 96(6). — P. 679-686.

152 Pederson P. Critical Infrastructure Interdependency Modeling: A Survey of U.S. and
International Research / P. Pederson, D. Dudenhoeffer, S. Hartley, M. Permann. — Idaho
National Laboratory. — U.S. Department of Energy, 2006. — 116 p.

153 Paté-Cornell M. E. Risk and Uncertainty Analysis in Government Safety Decisions /
M. E. Paté-Cornell // Risk Analysis. — 2002. — 22(3). — P. 633-646.

154 Yusta J. M. Methodologies and applications for critical infrastructure protection:
State-of-the-art / J. M. Yusta, G. J. Correa, R. Lacal-Arantegui // Energy Policy. — 2011. —
39.-P.6100-6119.

155 Beccutia M. Quantification of dependencies between electrical and information infra-
structures / M. Beccutia, S. Chiaradonnac, F. Di Giandomenicoc, S. Donatellia, G. Dondos-
solad [et al] // Int. J. Critical Infrastructure Protection. — 2012. — Vol. 5. — P. 14-27.

15 Bezonacnocms KpUTHIECKHX HHOPACTPYKTYp: MATEMaTHISCKIE U HHXCHEPHBIE Me-
TozbI aHanM3a u obecniedenus / mox pex. Xapuenko B. C. — Xaprskos : MOHY, Ham. aspo-
KocM. YH-T «XAW». —2011. — 641 c.
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AHamizyBaTH B3a€MO3B’s3KH Mk 00’ekTamu i enemeHtamu KI Hemox-
auBO 0e3 3aCTOCYBaHHS CIICI[iali30BaHOIO MPOTPaAMHOTO 3abe3ledeHHS.
BaxxmBy ponb y npoueci anamizy 06’ekriB Kl Bigirparots 3acodu Bizyaii-
3amii'>’. Mo)kHa BHOKPEMHTH Taki mporpamii 3acobu, sk ['IC, mo 3acroco-
BYIOTHCS JJIs aHAJ3y Ta Bizyauizallii y mpocTopi i Yaci 3aJeKHOCTEH Mik
enementamu KI'*8, I3 HHM3KOH MPOrpaMHUX MPOJYKTIB, PO3POOICHUX ISt
BHPIIICHHS TaKWX 3aJ]1a4, MOXKHA O3HAHOMHUTHCS Ha BeO-CTOpiHKAX BigoMol
Jloc-Anamochkoi HalioHaabHOI JJabopartopii'®® Ta JlocaiAHUIILKOTO HIEHTPY 3
nuTaHb 00oponu Ta 6e3neku [llkomu minBumeHHs kBamidikamii oinepcrKo-
ro cxiagy BMC CIIA!,

KopucHuM i1 onucy B3a€MO3B’SI3KIB Y CKIQIHHUX CTPYKTypax € 3acTo-
CyBaHHS PI3HOMaHITHUX 3ac00iB ()OPMATBLHOTO OMUCY MEPEIKEBUX MOJICIICH,
30KkpemMa Bigkpuroro craumapty (IEEE High Level Architecture standard
1516), po3pobneHoro B IHCTUTYTI iHXKEHEpPIB 3 €JIEKTPOTEXHIKM Ta paiio-
eNeKTpoHikm'®.

HeoOximHO Takox OpaTH 10 yBaru Te, IO MOJICITIOBAHHS B3a€MO3B’S3KiB
€ JIUIIEe CKIaJHUKOM OLIHKM pu3ukiB 00’ekTiB 1 cucteM KI. Tomy, kpim
B32€EMO3B’S3KIB MK CaMHMH 00’€KTaMH KPHUTHYHOI IH(QPACTPyKTypH, IO-
TPIOHO PO3MIANATH 3B’SI3KM 13 YHHHHWKAMH 30BHINTHHOTO CEPEIOBHING, IO
BITMBaIOTh Ha (yHKIIOHyBaHHS 00’€kTiB KI, Ta 3B’S3KM 13 MOKa3HUKaMHU,
3a SIKMMHU OIIIHIOEThCS BIUTHB CTaHy QyHKIioHyBaHHs KI Ha eKkOHOMIKY, cTaH
HABKOJIMIIIHBOTO CEPEIOBHIIA Ta COIianbHy chepy! .

157 Tolone W. J. Interactive visualizations for critical infrastructure analysis / W. J. To-
lone // Int. J. Critical Infrastructure Protection. — 2009. — Vol.2. — P. 124-134.

158 Robert B. The operational tools for managing physical interdependencies among
critical infrastructures / B. Robert, L. Morabito // Int. J. of Critical Infrastructures. — 2008. —
Ne 4(4). — P. 353-367.

159 National Infrastructure Simulation and Analysis Center [Enexrponnmuii pecypc]. —
Pexxum nocrymy: http://www.lanl.gov/programs/nisac/

160 SIMULATIONS: CIP Simulations, Tools and Software [Exekrponnuii pecypc]. —
Pexxum poctymy: https://www.chds.us/?media/resources&collection=53&type=SIMULAT
ION

191 Nan C. Adopting HLA standard for interdependency study / C. Nan, 1. Eusgeld //
Reliab. Eng-ng & Sys. Safety. —2011. — Vol.96. — P. 149-159.

192 Biriukov D. Risk models for critical infrastructute protection planning / D. Biriukov,
V. Zaslavkii // Problems of Decision Making under Uncertainties : XX Int. Conf. (Septem-
ber 17-21, 2012, Brno, Czech Rep). — P. 23-24.

102



30ipHuK Mamepianie MiJcHapoOOHOT HaAYKO8O-NPAKMUYHOT KOHepeHyil

OLIHKA BPA3/IMBOCTI CUCTEM ®I3UYHOTO
3AXUCTY OB’EKTIB KPUTUYHOI IHOPACTPYKTYPHU:
IIOCTAHOBKA IITMTAHHA

KOHJAPATOB Cepriii IBanoBny,
cmapuiuti HayKo8utl cnigpoOimHuK
Hayionanvbnoeo incmumymy cmpame2ziuHux 00CiodceHb

VY 3B’s3Ky 13 I100aJIbHUM MPOLIECOM 3POCTaHHS TEPOPUCTHYHUX 3arpo3
Ha ChOTOJIHI OJTHUM 13 IPIOPUTETHUX 3aBJaHb € 3a0€3MCUCHHS BUCOKOTO PiB-
HS 3aXHUIICHOCTI KPUTUYHO BAXKIIMBUX JJIs Ti€i YW IHIIOI JIEpP>KaBU CHUCTEM,
00’€eKTIB 1 pecypciB, sKi HaiuacTilie 00’ €JHYIOTb TEPMIHOM «KpumuuHa iH-
dpacmpykmypay (K1), pigme — «kpumuyno saxciusi 06 ’ekmuy (KBO). Oc-
HOBHOIO 0o3Hakoro eneMmenTiB KI abo 00’exTiB, BigHecenux 10 KBO, € Te, 110
ix BiZIMOBa a00 BUBEICHHS 3 JIATy MOXYTh MPU3BECTH IO BaXKKHX a00 HABITh
KaTacTpOo(IYHUX HACIIJKIB JUII SKOHOMIKH, COIliaIbHOTO J0OpoOyTy Hace-
JICHHS Ta CTaOIIbHOCTI MOMITHYHOT CUCTEMH AepiKaBu'®.

s 3a0e3nedueHns 3axuwerocmi abo @izuunoi desnexu enementiB Kl ta
00’exTiB, BimHeceHux 10 KBO, cTBoprotoTh cuctemu izuaHoro 3axucrty (CD3),
KOXKHA 3 SIKUX € CYKYITHICTIO OpTaHi3aIliifHO-ITPaBOBUX, OMEPATUBHO-PO3ITYKOBHX
Ta IHKEHEPHO-TEXHIYHMX 3aXO0iB, 30KpEMa BUKOPUCTAHHS 1HKEHEPHO-TEXHIYHUX
3aco6iB (IT3), i mpu3HaveHa [T 3BEACHHS 10 MPUHHATHOTO MIHIMyMY PU3HUKY
3IMCHEHHS TEPOPUCTUYHOTO HAMay a00 aKTy TEPOPU3MY.

O1iHKa PU3UKY TEPOPU3MY € HEOOXiIHUM €JIEMEHTOM CTBOPEHHs e(ek-
tuBHOT C®3. 3a TBepIKEHHSIM OIHOTO 13 MpoBigHuX excreptiB CLIA y mii
chepi, «e akCIOMOIO TEPOPHU3MY, IO TEPOPUCTH MOXKYTh arakyBaTu OyIb-1110,
Oyab-ne 1 B Oyb-IKMil MOMEHT, TOJlI SIK YPSAM HE MalOTh MOXIMBOCTI 3aXH-
IIaTH BCe, BCIOMM 1 Bech vacy'®. TIpu modymosi CD3, 3Bakaroun Ha oOMesKe-
HICTh PECypCiB, MOCTAE HEOOXITHICTh Y BU3HAUEHHI NIPIOPUTETHUX 3 MOTIISIITY
3aXUCTY 00 €KTiB, a TAKOXK TOTO, 1110, CBOEIO YEProlo, JOLIILHO BUKOHYBATH,
CIIUPAIOYNCH Ha OIIHKY PU3HKIB peajtizallii THX YM IHIINX 3arpo3.

15 Momopnwiit . JI. COBpEMEHHBIN TEPPOPU3M M OLICHKA THBEPCHOHHO-TEPPOPHCTHU-
94eCKOH ySI3BUMOCTH rpakaaHckux oobsexroB / M. JI. Motopusrit. — M. : U3n-so U. U. Ily-
muiioBa, 2004. — 104 c.

194 Jenkins Brian Michael. New Challenges to U.S. Counterterrorism Efforts, Testimony
presented before the Senate Homeland Security and Governmental Committee on Julyl1,
2012 / Brian Michael Jenkins / RAND Co. [Enexrponnuii pecypc]. — Pexxum mgoctymy:
http://www.rand.org/pubs/testimonies/CT377.html
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VY ny6nikamii RAND Co'% pusnk TepopusMy MPONOHYETHCS PO3TISIaTH
SK TaKHUH, 10 MA€E MpuU KOMIOHEHMU

* 3arpo3y MOXJIMBIH LTI TEPOPUCTIB (aHIIL. — the threat to a target);

* Ypa3JMBICTh MOXKIIUBOI IIUJII CTOCOBHO Ii€i KOHKPETHOT 3arpo3u (aHTl. —
target s vulnerability);

* HACNIJKU (aHDIL. — consequences) y BHUIAJKY, SKIIO 3rajaHa b Oyne
YCIIIIHO aTaKOBaHA TEPOPUCTAMH.

BiamosigHo 10 1IbOTO MiAX0AY PU3HK — 1€ ependauyBaHi (04iKyBaHi) Ha-
CIIIZIKM YIPOJIOBXK TIEBHOTO IEPIOy Yacy ISl MEBHOTO THITY IJICH, SIKi MO-
JKyTh MaTH MicCIle B pe3yJIbTari peatizalliil meBHoro Habopy 3arpo3. Jlis koH-
KpETHOI 3arpo3u, KOHKPETHOTO 00’ €KTa (IIiJ11) i THITY HACIIKIB pU3UK MOYKHA
BU3HAYUTH 32 TAKOKO (hopMyIioro:

R=P,xPsxC,

Iie R — pusuk;
P, —3arpo3a (IIMOBipHIiCTb 31iHICHEHHS HAMATY);
PB — BpaznuBicTh (HMOBIPHICTH TOTO, 110 HAMa MPU3BEE 1O IIKOAN Y BUIIAAKY HOTO
3IiHCHEHH);
C,, — Hacmiaxy (koedilieHT, 10 XapaKTepu3ye BENMYMHY H KAaTeropiio IKOIM Y BH-

MaJIKy 301 ICHEHHS TAKOTO Halaxry).

TakuM 4UHOM, BIAMOBIAHO 0 3anponoHoBaHoro RAND Co minxony, Be-
JMYUHA YPa3JIMBOCTI € HMOBIPHICTIO TOTO, IO B PE3YJbTaTi IEBHOTO HAIaTy
TEPOPHUCTIB JaHOMY 00’ €KTy OyJie 3aBJIaHO IIKOJy TIeBHOI KaTeropii. Karero-
pii MIKOAM MOXYTh BKJIIOYATU CMEPTi, IOPAHEHHS, MMOIIKOPKEHHS BIACHOC-
Ti abo iHII MarepiajgbHi BTPaTH, [0 MAJH Miclleé B KOHKPETHUI MPOMIXKOK
qacy.

Binbm 3aranpHi Moieni (4acTo BUKOPUCTOBYIOTHCS TIPU aHAaJi31 y BICBKO-
Bill chepi) BpaxoByIOTh HasBHICTh LIJIOTO Jialla30Hy PiBHIB IIKOIH, IS KOXK-
HOTO 3 SKMX ICHY€ CBOSI HMOBIpHICTh TIPH BU3HAUCHHI YPa3IMBOCTI.

3Bakaroul Ha BUKJIAJCHE, MOJKHA CTBEPIKYBATH, 1110 yPa3IUBICTh TOTO YU
IHIIOTO 00’€KTa 3 OISy TEPOPUCTHYHOI 3arPO3HU € OJJHIEI0 3 OCHOBHHX Xa-
PaKTEPUCTUK KOHTPTEPOpUCTHYHOT 3axuineHocTi enemenTa KI abo KBO, a ii
OIliHKA € OJTHUM 13 CYTTEBHUX €TaIliB OI[IHKH PU3HKY TEPOPUCTHUYHOTO HATIATY.

Ominka BpazmuBocti (OB) CD3 naeThest 3 BAKOPUCTAHHSIM TaKHX 1HCTPY-
MEHTIB, SIK aHaJi3 JOKyMEHTallli, TPeHyBaHHs Ta HABYaHHS, SKCIIEPTHE OIli-
HIOBaHHSI, KOMIT IOTepHE MOJICJIIOBaHHsA, BUNIpoOyBaHHs IT3 y pi3HHX iX KOM-

165 Willis Henry H. Estimating Terrorism Risk / Henry H. Willis [et al.] / RAND Corpo-
ration. — Santa-Monica, CA, U.S. —2005.

104



30ipHuK Mamepianie MidcHapoOOHOT HaAyKO8O-NPAKMUYHOT KOHepeHyil

6inaminx'%. IIpu 1pomy pobotu 3 OB XxapakTepu3yroThCsl BUCOKOIO BaPTICTIO.
Hanpuknaz, y CIIIA BuTpaTi Ha BUSIBICHHS Bpa3IUBOCTEN 00’ €KTIiB 1 miaro-
TOBKY PEKOMEHAIIH 11010 IX YCYHEHHS KOLITYIOTh OIlepaTopaM y CepeIHbOo-
My Bix 50 mo 100 tuc. mom. CIIA'Y.

CrocoBHO koM’ roTepHOTr0 MojientoBanHs CD3, To momyai OB 3ne6inbiio-
IO € YaCTHHOIO TPOTPaMHUX IPOAYKTIB, IMUPOKO BUKOPUCTOBYBAaHHUX Y CTBO-
penHi cyqacHux CD3, 1 6a3yr0ThCS HA BAKOPHCTAHHI MaTeMaTHYHUX METOIIB
MOJICITIOBaHHS CIICHAPIiB 3arpo3!'®. 3po3ymino, 1o mix yac po3pobaeHHS ciie-
HapiiB pearizamnii 3arpo3 HeoOXiTHO BpaxoByBaTH KOHKPETHI YMOBH, B SKHX
MOXYTh PO3TOPTATHUCS MOIi1, Y T.4. PO3IOJIIT MOBHOBAXEHB 1 BiAMOBITAIbHOC-
Ti IIpH 3a0e3neyeHH1 (pi3UUHOTO 3aXUCTy 00’ €KTa, HAIBHICTH BIAMOBIIHUX pe-
CypciB, IpoLielypH pearyBaHHs Ha Ha/I3BUYaiiHI TO/IiT, OB’ s13aHi 3 (hi3HYHOI0
0e3MeKor0, YNHHY HOPMATUBHO-TIPABOBY 0a3y, Ha OCHOBI SIKO1 AIFOTh AepKaBHI
OpraHy Ta OIepaTopH.

lomo Hamioi kpaiHu, TO TyT HEOOXimHO 3rajaaTH, o B Ykpaini mie [lo-
JIOXKCHHS, Ha OCHOBI SIKOTO 3/iHCHIOEThCS OB siiepHUX YCTAaHOBOK 1 SIIEPHHUX
Martepiainis, siki Ge33amepedHo Hanexarh 10 kareropii 06’ekriB KI'®. TobTo
B HaIIii kpaiHi mpu po3pobui Metoxis i mporenyp OB emementis Kl s in-
IIMX CEKTOPIB € MOXKJIMBICTh BUKOPUCTAHHS HANPAIFOBaHb SIIEPHOT TalTy3i.

3aranom 3-nomik mMeroniB OB CD3 nHaiimonynapHimMHU € Ti, 10 6a3y-
IOThCS Ha TIJIXO/I, SIKMH BU3HAYa€ XapaKTEPUCTHKU CHCTEMH 3 IOIVIAY BH-
KOHaHHsI OCHOBHUX wineit CD3 (a system performance-based approach to
meeting the PPS objectives), 10 AKUX BIJHOCATH BUSBICHHs (detection), 3a-
TPUMKY (delay) Ta pearyBanus (response)'’’. KoxHiil i3 nepepaxoBaHux wijei
BiJmoBiae neBHa (yHKIioHabHA mincuctema C®3. Jlns omiHKM (yHKIIIO-
HyBaHHs KOMIIOHEHT C®D3 00’ €KTa BUKOPUCTOBYIOTH 1 KIIbKICHUH, 1 AKICHUI
meroan. Sk 3azHagae M. JI. 'apcia, mepmmii i3 Bka3aHNX METOJIB 3a3BHYal

1 Garcia M. L. Vulnerability assessment of physical protection systems / M. L. Gar-
cia. — Butterworth-Heinemann, 2005. — 382 p.

17 AVERT evaluates vulnerabilities, assess solutions / Homeland Security NewsWire. —
2011. — January [Enextponnuii pecypc]. — Pexum noctymy: http://homelandsecuritynews-
wire.com

18 Boposckuii A. C. VIHTerpupOBaHHbINA TOAXOM K pa3paboTke o0mieil Mmoxenu (yHK-
UOHUPOBAHMS CUCTEM (pruzndeckoi 3anmTthl 00bekToB / A. C. boposckuii, A. JI. Tapacos //
Tpynst UCA PAH. —2011. - T. 61(1). — C. 3—13.

19 ITpo 3ameepoicenns TIopsiiKy TPOBENEHHs OLIHKHA BPA3JIMBOCTI SIEPHUX YCTAHO-
BOK Ta SJIEPHUX MaTepialiB : Haka3 [lep>kaBHOTO KOMITETY SAEPHOTO PETYTIOBAaHHS Bif
30.11.2010 p. Ne 169 [Enexrpornuii pecypc]. — Pexxum mocrymy: http://zakon4.rada.gov.
ua/laws/show/z1309-10

0 Garcia M. L. Vulnerability assessment of physical protection systems / M. L. Gar-
cia. — Butterworth-Heinemann, 2005. — 382 p.
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BHKOPHCTOBYIOTB JIJIsl 00’ €KTIB 1 CHCTEM, 1[0 XapaKTEPU3YIOThCS JIy’Ke BaKKH-
MU HaclliJIkaM¥ MPU BUBENECHHI X 13 Ja1y, TOA1 sIK APYTUH € IPUHHATHUM TSI
00’€KTiB, IHHICTE AKUX € 3HAYHO HIDKIOK0'”!,

[Tpu OB 3aranbHUM 3aBIaHHSM € OIIHUTH (PYHKIIIOHYBaHHS KOKHOTO KOM-
noueHta CD3, BcTanoBaeHOro Ha 00’ ekTi. Komu 11e BUKOHAHO, 301HCHIOETHCS
omiHKa (DYyHKIIOHYBaHHS CHCTEMH 3arayioM. [Ipu BHKOpUCTaHHI KUTbKICHHX
METOIB TIEPEBIPSAIOTHCS 3HAYCHHS (PYHKIIOHATBLHUX mapameTpiB CD3, Toxi
SK TP BUKOPUCTAHHI SKICHUX METOJIB PE3YyJIbTaTOM OLIHKU €(eKTHBHOCTI
(YHKI[IOHYBaHHS KOMITOHEHTA € TaKa il XapaKTEePUCTHKA, SIK «BUCOKA, «Ce-
penHsy abo «HU3bKay.

ITpu Bciil ckmagHOCTI 3aBlaHb, Mo nocTtarTh mia yac OB enementis KI
a6o KBO, Bapro 3a3HauuTH, 110, HA BIIMIHY BiJl OI[IHKH TEPOPUCTUIHHX 3a-
Ipo3, y 1bOMY IPOIECi MOXYTh OyTH BUKOPHCTaHI BXKe pO3poO0JIeHI Mojei
Ta PO3PaxXyHKHU JJIs IPUPOIHUX | TEXHOTCHHUX HAA3BUYAWHUX CUTYAIlii, 1110
JIETII0 CTIPOIILY€E CHUTYAIifo. 3 OISy Ha yBary, ska MPHIUIIEThCSA TMpoOIeMi
OB enementiB KI ta KBO y npoBinHux kpaiHax cBiTy, YkpaiHi HeoOXiHO
HE MEHII aKTUBHO MPOBOIAMTHU JOCHIIKEHHS Yy IiH cdepi 3a1i1st MOCHICHHS
HAyKOBO-METOOJIOTIYHOT MIATPUMKH KOHTPTEPOPHCTUYHUX 3aXOIIB Ha Ha-
[IOHAIBHOMY PiBHI.

PEAJII3ALIIA IHHKEHEPHO-TEXHIYHUX 3AXO/IB
IUBLJILHOTO 3AXMCTY B MICTOBYAIBHIN
I IPOEKTHIN JJOKYMEHTALIT IK E@EKTUBHUI MEXAHI3M
3AXMCTY OB’EKTIB KPUTUYHOI IH®OPACTPYKTYPH
BIJl HACJIIIKIB HAI3BUYAHHUX CUTYALIH

JEIIEHKO Ouekcanap SAxoBud,
20/1106HULl cneyianicm
Hepoicasroi ciyocou Yxpainu 3 Hao3euyaiiHux cumyayiil

AmHaii3 BUHUKHEHHS # pO3BUTKY Haj3Bu4aiHuX cutyatniid (HC), mo mamm
MICIIe Ha TEPUTOPIT HAIIOT JIepyKaBH Ta y CBITI, CBIYUTH PO HEOOX1AHICTh 31k~
CHCHHSI KOMIUICKCY MTPEBEHTUBHUX 3aXOJIiB MO0 3HWKCHHS PU3HKY 1X BUHUK-
HEHHS, a TAKOXK 3aXHUCTy HAaCceJIeHHs, 00’ €KTIB 1 TepuTOpil (TIepemyciMm 00’ €KTIB
KI) Bix ix HachiakiB. 3MiiiCHEHHSIM KOMIUIEKCY 3alIO01KHUX OpraHi3alliifHuX Ta

' Garcia M. L. Vulnerability assessment of physical protection systems / M. L. Gar-
cia. — Butterworth-Heinemann, 2005. — 382 p.
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IH)KEHEPHO-TEXHIYHHUX 3aXOJliB, 1X S(EKTHBHOK pealizallicl0 MOKHA 3HAYHO
3MEHINUTH BiporiHicTh BUHUKHEHHsI HC 1 MiHIMi3yBaTH BapTICTh 3aXO0/IiB 3 JIiK-
Bijfalii iX HACJiJIKiB, MIBUIIIUTH PIBEHb TOTOBHOCTI MEPCOHAITY i BAPOOHHIITBA
o0’extiB Kl 1o ¢pyskuionysanns B ymoBax HC. HaykoBumu pospaxyHkamu ta
ICHYIOYHM JOCBIJIOM JTOBEICHO, IO KOIITH, SIKi HAIIPABIIAIOTHCS HA Peatizaliio
[MX 3aXO0/iB, 3HAYHO MEHIII 3a HeoOXiIHI Ha JiKkBigamiro Hacmiakis HC.

3Ba)karouM Ha BaXKIIUBICTh MPOOJIEMHU MPOTHIIIT MOKIMBUM TEXHOTCHHUM
aBapisM 1 karactpodaM, CTUXIHHUM JIHXaMm, OpPTaHAMH P KaBHOI BIaIu
OCTaHHIM 4acoM po3po0JICHO Ta BBEJCHO B JIIF0 HU3KY 3aKOHOJABYMX 1 HOP-
MaTHBHHX JIOKYMEHTIB, Kl peTrIaMEHTYIOTh OCHOBHI aCIIEKTH MPOOJIEMH CTik-
xoro ¢ynkuionysanHs 00’extiB KI B ymoax HC. Huni B YkpaiHi fie Hu3ka
3aKOHOJABYMX, HOPMATHUBHO-TIPABOBUX aKTIB i METOIUYHHUX JIOKYMEHTIB, IO
PerIaMEeHTYIOTh BUMOT'H CTOCOBHO BHKOHAHHS 3aXO[iB OO0 TOMEPEIKCHHS
HC, oprawnizanii iHXeHepHOro 3aXUCTy HacelleHHs i Teputopiil. Tak, ctT. 34
Konekcy nuBibHOTO 3aXUCTy Tiepei0aueHo peatizallito HU3KH 3aX0JIiB 1HxKe-
HEPHOTO 3aXUCTY TEPUTOPiH, 3-TIOMIXK AKHX:

* po3poOJICHHsSI Ta BKJIFOYCHHS BHMOT IH)KCHCPHO-TCXHIUYHHX 3aXOIiB
[UBITLHOTO 3aXUCTy JO BIiJMOBIIHAX BHWIIB MICTOOYMIBHOI Ta MPOEKTHOT
JIOKYMEHTAaIi1, X peamizalis mia yac OyIiBHUIITBA ¥ eKCILTyaTailii;

* po3MileHHs 00’ €KTIB MTiIBUIEHOT HeOe3eK! 3 ypaxyBaHHIM HACHIIKIB
aBapiii, MO MOXYTb CTaTUCS Ha TAKMX 00’ €KTaXx;

* pPO3pOOIICHHS Ta BXUTTA 3aXO/IiB 1010 Oe3aBapiiiHOTO (PyHKITIOHYBaHHS
00’ €KTIB MIABUILEHOT HEOE3IIEKH;

* OyMIBHUIITBO CIIOpYH, Oy/iBEb, THXXEHEPHUX MEPEXK 1 TPAHCIOPTHUX
KOMYHIKaIlil i3 3aJaHUMHU PIBHAMH O€3MeKH Ta HaIIHHOCTI.

Haii6inbm eheKTHBHIMU Ta MEPCICKTUBHUMH JIJISI PO3BUTKY € 3aXOJIH, 10
peani3yroThcs Ha eTari po3poOiieHHsT MICTOOYIBHOT TOKyMEHTAITi1, IPOEKTY-
BaHHS U OyaiBHUITBA 00’€KTiB, y T.4. 00’€kTiB KI. OCHOBHUM CKJIaJJHUKOM
[UX 3aXOJIB € iHJiCeHepHO-MeXHIuHI 3axo0u yueinenozo 3axucmy (1T3 1[3) —
KOMITJICKC 1HXKEHEPHO-TEXHIYHHUX PIllIeHb, CIPSIMOBAHUX Ha 3al00ITaHHS BU-
HukHeHHI0 HC, 3a0e3neueHHs 3aXUCTy HACEJICHHS i TepUTOpPiH BiJ HUX 1 He-
0e3rmekw, 10 MOXKe BHHUKHYTH IIi1 Yac BOEHHUX (00HOBHX) [iit 200 BHACIIIOK
TaKMX Jil, a TAKOXX CTBOPEHHS YMOB JUIs 320€3TICUEHHS CTAIOTO (PYHKIIIOHY-
BaHHS Cy0’ €KTiB TOCIIOJIAPIOBAHHS i TEPUTOPIH.

VY magi 4 cr. 34 Kozmekcy HMBIIBHOTO 3aXHCTY BU3HAYCHO, IO «PO3p00-
JIEHHS] MicTOOYIIBHOT IOKyMEHTAIIIT Ta IPOEKTYBaHHS 00’ €KTIB, 110 HAJIC)KATh
Cy0’€KTaM rOCIOIapIOBaHHS 1 MOXKYTh CIPUYMHUTH BUHUKHECHHS HaJ3BUYali-
HUX CHTYyallill Ta BINIMHYTH Ha CTaH 3aXUCTYy HAaCeJEHHS 1 TepHUTOPiH, 3MiH-
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CHIOIOTBCS 3 YPaxyBaHHSIM BUMOT 1H)KEHEPHO-TEXHIYHUX 3aXO/IB IIUBLIHHOTO
3axucTy»!’,

BigmoinHo 1o maBu 5 nporo Komekey 00’ekty, 110 Hajexarh Cy0’ekram
TOCTIOZIAPIOBAHHS, MMPOCKTYBAHHS SIKMX 3IIHCHIOETHCS 3 ypaxyBaHHSIM BHMOT
IH)KCHEPHO-TEXHIYHUX 3aXOJiB IMBIJIBHOTO 3aXHMCTy, BHU3Ha4aroThcsi KabiHe-
ToM MiHictpi Ykpainu. [Ipoexr BianosinHoi nocranosu KaGinery MinicTpis
VYkpaiau po3pobieHo JlepxaBHoro ciiy)00r0 YKpaiHu 3 Ha/JI3BHYAHUX CHTYa-
1i¥, TOTO/PKEHO 13 3aIliKaBJICHUMU IIEHTPAJIbHIMHU OpraHaMH1 BUKOHABYO1 BJIa T
ta y macromnazi 2013 p. BHECEHO Ha po3nIsi ypsiny. [3 mpoekToM 1iboro HopMma-
THUBHOTO aKTa MOXKHA o3HaioMuTHCs Ha odimiinomy caiiti JICHC Ykpainu'?.

BiamoBigHO 10 3a3Ha4€HOrO MPOEKTY HOPMATHBHOTO aKTa A0 TEepeliKy
00’€KTIB, MPOEKTYBaHHA SIKUX 3IHCHIOETHCS 3 ypaxyBaHHAM Bumor [T3 L3,
BIJTHOCSTHCS:

* 00’€KTH, IO MOXKYTh CIIPUYMHUATH BUHUKHCHHS HAJ3BUYAHUX CUTYaIliil
TEXHOTCHHOTO Ta TPUPOJHOrO XapakTepy i BIUIMHYTH HAa CTaH 3aXHCTY
HACEJICHHS 1 TepUTOpiii;

* 00’€KTH HaIlIOHAJIBHOT €KOHOMIKH, 1110 320€3MeuyIoTh CTilike (a0 crase)
(GYHKI[IOHYBaHHS JIp>KaBU B YMOBaX HaJ3BUYAHHUX CHTYaIlill TEXHOTCHHOTO
Ta MIPUPOJHOTO XapaKTepy 1 B 0COOTUBHIL Mepiof;

* iHII 00’€KTH HAI[IOHAJILHOI €KOHOMIKH, IO HajleKaTh J0 BIANOBIIHOI
KaTeropii i3 IMBUIBHOTO 3aXUCTy 3TiMHO 13 3aKOHOAABYO BHU3HAYCHUM
IMopsimxom!™,

ToOTo 1€ 00’€KTH, IO MiAMANAIOTh IiJ] BU3HAYCHHS «KPUTHYHA iH(pa-
CTPYKTypa», MPUYOMY B TOMY PO3yMIiHHI JTAQHOTO TEPMiHA, SIKE MPUHHSITO
B PO3BHHEHHUX KpaiHaX CBITY: «CHCTEMH Ta 00’ €KTH, (Di3MUHI YW BipTyasbHi,
HACTUIBKY BKJIMBI JJIS JIepXKaBH, 10 1X HEAi€3aTHICTh a00 3HMIIECHHS 3a-
IPOXKYIOTh HalliOHAJBHIN Oe3melli, eKOHOMIII, 3T0poB’t0 ab0 Oe3meli KUTTe-
NiSTIBHOCTI HACEJIEHHSI» 7>,

172 Kooexc uuBinpHOTO 3axucTy Ykpainu [EnexrponHuit pecype]. — Pexum nocrymy:
http://zakon].rada.gov.ua/laws/show/5403-17

173 [Tpo 3ameepodicenHs iepeiky 00’ €KTIB, 110 HaJeXKaTh Cy0 €KTaM rocroIapoBaHHs,
NPOCKTYBAaHHS SIKUX 3IIHCHIOETHCS 3 ypaxXyBaHHIM BHMOT 1H)KEHEPHO-TEXHIYHUX 3aXO[IiB
IUBITBHOTO 3aXHUCTY : MpoekT rnocranosu Kabinery MinictpiB [Enexrponnuii pecypc]. —
Pexxum moctymy: http://www.mns.gov.ua/content/public_discus.html

174 [Tpo 3ameepocenns TIOpsAKY BiTHECEHHS Cy0’ €KTiB FOCHOJAPIOBAHHS 110 KaTeropii
LHMBIIBHOTO 3aXKCTy : moctanoBa Kabinery MinictpiB Yipainu Bix 2.03.2010 p. Ne 227 (st
CITy’KOOBOTO KOPHCTYBAHHS).

'3 Biprokos J]. C. 3axuct KpuTHYHOI 1HPPACTPyKTypH: MpoOIEeMH Ta MEPCIEKTHBU
BIPOBA/UKEHHS B Ykpaini : anamit. gom. / JI. C. Biproxos, C. I. Konaparos. — K. : HIC/],
2012.-102 c.
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VY pa3i po3pobnenns [T3 1[3 BrimroueHHS 1X 10 MPOCSKTIB OyTiBHUIITBA ITUX
00’eKTiB Ta peainizalii npu iX CHOpPYyAXKEHI CTBOPIOETHCS HEoOXinHa iHGpa-
CTPYKTYpa OpraHi3aliifHuX Ta iHKeHePHO-TEXHIYHUX 3aX0/iB, II0 JIAI0Th 3MO-
Ty IPOTHIIATH TEXHOTCHHIM HeOe3Melll, CTUXIHHUM JINXaM, THIIIAM PH3UKaM
Ta e(eKTUBHO JiKkBimOBYBaTH Hachiaku HC, 3axuiaty nepcoHas i HaceNeHHs,
a Takox 3a0e3redyBaTy crane (QpyHKIIOHYBaHHSA 00’€KTiB KpUTHYHOI iH]pa-
CTPYKTYPH B IIUX YMOBAX.

3MiCT 1 KOHKpeTHI BUMOTH 11070 po3podienHs 1T3 13 y mictoOyaiBHii
1 IPOEKTHIN JOKyMeHTalii BUKJIaeHO B HOPMaTUBHUX JOKyMEHTaX, BBEJJCHUX
y nito MiHICTEpCTBOM PETiOHALHOTO PO3BHTKY Ta OYJIiBHUIITBA BiIIOBIIHO
1o Bumor 3akoHy Yipainu «IIpo maepxaBHi Oy/iBensHi HOpMu»'76, a came:

» JIBH B.1.2-4-2006 «lmxeHepHO-TEXHIYHI 3aX0AN LUBUILHOTO 3aXHCTY
(IMBLTEHOT OOOPOHN)»;

» JIBH B.1.1-5-2007 «Cxnap, 3MicT, MOPSAA0K po3pOOJIEHHS, TOTOMAXKEHHS
Ta 3aTBEPKEHHS PO3/UTY IH)KEHEPHO-TEXHIYHUX 3aXO0/1iB IIUBUILHOTO 3aXHC-
Ty (IUBIJILHOT 000POHM) B MICTOOYIIBHIN JTOKyMEHTAITIi»;

* JICTY b A.2.2-7:2010 «Po3nin iH)XE€HEpHO-TEXHIYHUX 3aXOIiB IH-
BUIBHOTO 3aXHCTy (IMBLIFHOI OOOPOHM) Y CKJIai MPOSKTHOI JTOKYMEHTAIIT
00’exTiB. OCHOBHI ITOJIOKEHHS».

Bapro neranpHime po3misHyTH npoekTHi pimenHs IT3 L3, BusHaueHi
JCTY b A.2.2-7:2010, 3a1€KHO BiJ €KOHOMIYHOI 3HAYMMOCTI 00’€KTa, a Ta-
KOX Or0 mOTeHII1i1HOT HeOe3neku. BoHn 3a3BH4yaii CKJIagaroThes 13 JBOX Yac-
THH:

* NMPOEKTHI pimeHHs y cdepi MUBIIBHOTO 3aXHCTY, IO PO3POOIIAIOTHCS
3 ypaxyBaHHSM pPO3MIIIEHHS BUPOOHMYUX CHJ 1 PO3CENICHHS HaceleHHS,
BiJIMOBIIHUX TPYI MICT 1 KaTeropiit 00’ €KTIB i3 HUBIILHOTO 3aXUCTY 100 30H
MOXKJIMBUX HeOe3IeK, a TaKoK HeOOXiTHOCTI CTBOPEHHS MiCTOOYIIBHUX YMOB
JUTst 320€3MeYeHHs CTIHKOTO (DYHKIIIOHYBaHHS ITUX 00’ €KTIB;

* MMPOEKTHI pIlIeHHs MO0 TMOIEepPe/DKEHH HaA3BHYalHUX CHUTYyalii
TEXHOTEHHOTO Ta MPUPOIHOTO XapaKTepy, SKi pO3pOOIAIOTHCS 3 ypaxyBaHHIM
MOTEHITIHHOT HeOe3NeKn Ha 00 €KTi, MO MPOCKTYEThCS, a TAaKOXK Ha TOPs
PO3TalIOBaHUX 00’ €KTaX, 1 Pe3y/bTaTiB 1HXCHEPHUX BHIIYKYBaHb, OLIHKU
MPUPOIHUX YMOB 1 HABKOJIHMIIHBOTO CEPEIOBUINA.

Ho pozaimy IT3 13 y ckiami mpoekTHOI JOKyMeHTamii BCix 00’€KTiB
BKJIFOYAIOThCS:

176 [Ipo Oepoicagri OyniBelbHI HOPMH : 3akoH Ykpainu Bix 5.11.2009 p. Ne 1704-VI
[Enexrponnuii pecypc]. — Pexxum noctymy: http://zakon2.rada.gov.ua/laws/show/1704-17
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* OOIpyHTYBaHHS BiJIHECEHHsS 00’ €KTa J0 BIiJIIMOBIJHOI Kareropii i3 1u-
BIJIHOTO 3aXUCTY;

* BU3HAUEHHS MeX 30H MOXJIuBoi HeOesneku, mnependauenux JBH
B.1.2-4;

* OOIpyHTYBaHHS BiJICTaHi 00’€KTa BiJl KATETOPOBAHUX MICT Ta 00’ €KTiB
i3 IMBUIBHOTO 3aXWCTy, 30H KaracTpo(i4HOrO 3aTOIICHHS BiJ TPOPHUBY
T'IPOTEXHIYHUX CHOPYIT TOIIO;

* JIaHi PO BOTHECTIHKICTh OYJMHKIB 1 criopy: BiznoBiaHo a0 Bumor JIBH
B.1.1-7;

* OOI'pYyHTYBaHHS YHCEIHLHOCTI YEProBOro Ta JiHIMHOTO mepcoHairy 00’-
€KTIB, M0 3a0e3Meuy0Th KUTTEMISIBHICTh KaTErOpOBAaHUX MICT 1 00’€KTiB
[UBLIEHOTO 3aXHUCTY;

* pIlIGHHS MIONO BIAIITYBaHHS CHUCTeMH paHHboro BusaBieHHi HC i
JIOKaJIbHOT CUCTEMH OTIOBIIICHHS HACEJICHHS, K MPOXKHUBAE B 30HAX MOXK-
JIMBOTO ypa)KE€HHsI, Ta IEPCOHATY LIbOTO 00°€KTa;

* pillIeHHS CTOCOBHO Oe3aBapiiiHOl 3yITMHKU TEXHOIOT1YHUX MPOIIECIB;

* pillleHHs MIOAO MiJBUIICHHS HAJiHOCTI €NEeKTPONOCTa4YaHHs 00’ €KTiB
i TEXHOJIOTIYHOTO YCTaTKyBaHHS, IO HE MiJJIATAIOTh BIIKIIOUCHHIO BiJ
€JIeKTPOIIOCTAYaHHS;

* pillieHHs II00 MiABHUINEHHS CTIHKOCTI POOOTH JKEPEIT BOJOTIOCTAaYaHHS
Ta IX 3aXMCTY BiJ] paJiOaKTHBHHX i HEOE3MeUHNX XIMIYHUX PEUOBHUH.

Pimenns 1T3 113 mono monepemkenas MoxiauBux HC y 3B’s13Ky i3 mpo-
THO30BaHUMHU aBapisiMU Ha 00’ €KTi Oy/MiBHHUIITBA Ta MIHIMI3aIli€r0 iX HACIIKIB
BKITIOUAIOTh:

* TIepertiK 0COOIMBO HEOS3MEYHUX BUPOOHHMIITB 13 BKa31BKOIO HEOC3IEUHNX
PEUYOBHH Ta iX KiJIBKOCTI JUIsl KOKHOTO BUPOOHMIITBA,

* BH3HAYCHHS 30H [ii OCHOBHUX HEOC3MCYHWX UYHMHHUKIB TPU aBapisx
(13 po3paxyHKaMHl MEX IIMX 30H 1 BKa3iBKOKO METOJMK, Ha TIJICTaBi SIKUX
MIPOBOAMIMCS I1i PO3PaxXyHKN);

* BIJOMOCTI IIPO YHCENBHICTH 1 PO3MIIIEHHS TepcoHANy 00’€KTa, 10
MPOCKTYETHCS, THINUX 00’ €KTIB (OpraHi3aiii), 10 MOXXYTh TIOTPAITUTH B 30HY
Jii HeOe3MeyHNX YMHHUKIB Y BUTIAJIKaX aBapiii Ha 00’ €KTi Oy/IiBHHIITBA;

* BIJOMOCTI PO YHCENBHICTh i PO3MIILICHHS HaceIeHHs Ha MPUIATaloqii
TEPUTOPIi, III0 MOKE OITMHUTHUCS B 30H1 /il HEOC3MCUHUX YMHHUKIB Y BUTIAJIKY
aBapiit Ha 00’ €KTi;

* pIlIEHHS O[O0 HEIOMYIIEHHS PO3TrepMETH3allii TEXHOJOTIYHOTO 00-
JIQJIHAHHS Ta TIONEPE/DKCHHS aBapiiiHMX BHWKHWIIB HEOE3MEUHHX XIMIYHHX
PeYOBHH, BUOYXOBUX PEUOBHUH 1 MaTepiaiiB, 3aifMUCTUX 1 TOPIOYMX PEUOBHH;
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* BIIOMOCTI TIPO HASBHICTb 1 XapaKTEPUCTUKH CHCTEM KOHTPOJIIO
paaiaiiiiHoi, XiMiyHOi OOCTaHOBKH, BHSBIICHHS BHOYXOHEOE3NEUHHUX KOH-
LEHTPALIH;

* pillieHHSI, CIIPSMOBAHI Ha TIOTIEPE/HKSHHS PO3BUTKY aBapil 1 TOKaIIi3alliro
BUKUIB (BHJINBIB) HEOE3MEUHUX XIMIYHMX PEUOBHH, BUOYXOBHUX PEUOBHH i
MarepiajiB, 3aiMUCTUX 1 TOPIOYUX PECUOBHH;

* pimeHHS MOJ0 3a0e3neueHHsT BUOYXOMOXKeK00e3MeuHOCTi OyiBenb,
CHOPY 1 TEXHOIOTIYHOTO 00JIaAHAHHS 00’ €KTa;

* BIZIOMOCTI TIPO HASBHICTH 1 XapaKTEPHCTHUKH CHUCTEM aBTOMATHYHOTO
yIpaBiiHHS, OJNOKyBaHb, CHUTHAI3aIii, a TakoX Oe3aBapiiHOI 3YNMUHKH
TEXHOJIOT1YHOTO MPOIIECY;

* pilleHHS MIOAO 3a0e3MEUCHHST TPOTHABAPIMHOI CTIMKOCTI IYHKTIB
(cucreM) ympaBIiHHS BUPOOHHYHM IPOIIECOM, OC3IMEKH TEpCOHAIY, SKHMA
nepeOyBae B HUX, 1 MOXKJIMBOCTI yNIpaBJIiHHS MPOIIECOM i Yac aBapii;

* BIZIOMOCTI TIPO HAsSBHICTh, MICIII PO3MIIICHHS Ta XapaKTePUCTUKU
OCHOBHHX (pE3epBHHUX) JDKEpEN eIeKTPO-, TEIJI0-, Ta30- 1 BOMOMOCTAuYaHHS,
a TaKOX CHUCTEM 3B’SI3KY;

* BIZIOMOCTI IIpo moTpeOy Ta po3MIIEHHsI pe3epBiB MaTepialbHUX 3aCc00iB
JUTSI TIKB1MaIlii HACITiIKIB aBapiii Ha 00’ €KTi, IO IPOCKTYEThCH;

* pIIIEHHS OO 3amo0iraHHs CTOPOHHBOIO BTPYYAHHS B AiISUIBHICTB
00’ekTa (cHCTeMH (Pi3UIHOTO 3aXUCTY Ta OXOPOHH 00’ €KTa);

* TIPOEKTHI PIlIEHHS MO0 CUCTEM PaHHbOTO BUsiBIcHHS HC 1 mokaibHOT
cuctemu onosimeHHs npo HC;

* MPOEKTHI PIMICHHS MOA0 3a0e3MeUCHHS eBaKyallil IpaIliBHAUKIB 1 CIyXK-
OOBIIIB 13 TEPUTOPIT 00’ €KTA;

* MPOEKTHI pillleHHs MO0 3a0€3MEUYCHHSI NMPOBEACHHS aBapiiHO-PATY-
BaJIBHUX POOIT, OE3MMEPEIIKOTHOTO ITepecyBaHHsI Ha 00’ €KTI CHJI i 3ac00iB st
JIKBiIaIlii HACITIIKIB aBapiii.

Honarkosi pitnenns [T3 113 mono nonepemkenus moxnusux HC, mxepe-
JIAMH SIKUX € HeOe3MeuHi IPUPOIHI MPOIECH, BKITFOYAIOTh!

* BIJIOMOCTI TIPO MPHUPOTHO-KIIMATHYHI YMOBH B pailOHI po3TallyBaHHS
00’exTa OyniBHUIITBA;

* OI[IHKY YaCTOTH ¥ IHTEHCHBHOCTI MpOSIBIB HEOE3IMEYHUX MPUPOTHUX
MpoIIeCiB (SBUIIT), @ TAKOXK KATEropiro X HeOE3MmeKH;

* 3aXOIM IIOJO0 1HXKEGHEPHOTO 3axXHCTy TepuTopii 00’ekra (OyAMHKIB,
CIOPYA 1 YCTaTKyBaHH:) BiJl HEOE3MEUHIX T€OJOTIYHUX MPOIIECiB, 3aTOIUICHD
1 M ITOTIJICHB, EKCTPEMAIbHUX BITPOBUX 1 CHITOBUX HAaBaHTa)KEeHb, OOJICICHIH-
Hs1, TPUPOIHUX TOXKEXK TOIIIO;
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* 3aXOJIH IIIOJI0 3aXUCTY BiJ| OJIMCKABKHY;

* ONHC 1 XapaKTEPUCTHKHU ICHYIOUMX 1 pO3pOOJICHUX Y HMPOEKTI CHUCTEM
MOHITOPHHTY HEeOEe3MeYHHX MPHPOIHUX IpoIeciB Ta omoBimeHHs mpo HC
MIPUPOIHOTO XapaKTepy;

* BIJOMOCTI PO HAsABHICTh 1 XapaKTEpPHUCTHKU CHCTeM Oe3aBapiifHOl
3yNIUHKA TEXHOJOTIUHOTO mporecy y Bumaaky HC, mkepemamm sSKux €
Hebe3euHi MPUPOIHI MPOIIECH;

* pileHHS [OAO 3a0e3MEUCHHST TPOTHABAPIMHOI CTIMKOCTI IYHKTIB
(cucreM) ympaBliHHS BHUPOOHHYHMM IPOIIECOM, OC3IMEKU MEpCOHAIY, SKHMA
nepeOyBae B HUX, 1 MOJKIMBOCTI ynpasiiHHs mporecoMm mig yac HC;

* BIIOMOCTI TIPO HAasBHICTh, MICIli PO3MIIICHHS Ta XapaKTEPUCTHKH
OCHOBHHUX (pe3epBHHUX) JKEPEN eNeKTPO-, TEIJIO-, Ta30- 1 BOAOMOCTAauYaHHS,
a TaKOXK CUCTEM 3B’SI3KY.

OTxe, KOMIUIEKC MpoeKTHUX pimenp [T3 113, mo peani3yroTbes mij yac
MIPOCKTYBaHHs, OyNiBHUITBA Ta €KCIUTyaTalii 00’ €KTIB Pi3HOTO NMPU3HAYEHHS
(v T.9. 00’exriB Kl), mae 3mory BcranoBuTH Au()epeHIIifOBaHI BUMOTH JI0 3a-
Oe3rneueHHs Oe3MeKkn UX 00 €KTIB 3 ypaxyBaHHSIM BIUIMBY PI3HUX YMHHUKIB
TEXHOTEHHOTO 1 MPHUPOTHOTO XapakKTepy, 30KpeMa CTyIeHs MOTeHLiHOI He-
Oe3rnexy 3/1iiCHeHHs aKTy He3aKOHHOTO BTPYYaHHS abo TEepakTy 1 Horo Mox-
JIMBUX HACJIJKIB.

I3 ciuns 2010 p. opranamm ympapninags MHC VYkpainn (3 mouarky
2013 p. — ACHC VYkpainu) BUIaHO 3aMOBHHKaM OyiBHUIITB 1oHaa 450 BU-
X1IHUX TaHUX 1 TEXHIYHUX YMOB [T IpoekTyBaHHA po3ainy IT3 113 y ckiazi
MIPOEKTHOI JOKyMeHTaLlii 00’ €KTIB Pi3HOT0 (DYHKI[IOHAJILHOTO NMPH3HAYEHHS.
3HayHy X 4acTKy cTaHOBIATh 00’ekth KI. Hampukian, HOBI eHeproOi1oKku
PiBHenchkoi Ta Xmenbuuibkoi AEC, [nictpoBecbka TAEC, miniiiHi 1 TpaHc-
(dopMaropHi 00’€KTH MaricTpajJbHHAX €IeKTpOMEpex JiepKaBu, 00’ €KTH Ta-
3onoctadanHs AK «YkprpaHcras», HOBI CTaHIli METPOIOIITEHIB y MicTax
Kuegi Ta /lHinponeTpoBChKy i HU3KA iHIIUX BaXKJIUBUX 00’ €KTIB.

BucHoBok

OO0o0B’s13k0Ba peaizallis BUMOT 1HKEHEPHO-TEXHIYHUX 3aXOIB IUBLUIb-
HOTO 3aXUCTY IPU PO3pOOIIEHH]I MICTOOYAIBHOI Ta MPOEKTHOI TOKYMEHTAIIIT,
MPOBENICHHS 1i eKCIePTU3H 13 MUTaHb IUBUIBHOTO 3aXHCTYy W TEXHOTEHHOT
Oe3nekn € e(EeKTHMBHUM CKJIAJHUKOM MpPOIEAypU YMPaBIIHHA PHU3UKAMH
Ha/I3BHYAHMX CUTYyamlil, 3aXUCTy 00’ €KTiB pi3HOTO NMpu3HaueHHA (Y T.4.
00’€KTiB KpUTHYHOT 1HPPACTPYKTYPH) BiJl HACTIIKIB MOKIIMBUX HaJI3BUYAK-
HUX CUTYyaIliid pi3HOTO XapakTepy.
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MOBY/IOBA CUCTEMM EKCTPEHOI IOTIOMOT'H
HACEJIEHHIO 3A EJMUHUM TEJIE®@OHHHUM
HOMEPOM 112 B YKPAIHI

KOBAJIb Cepriii MuxaiiioBuy,
nepuiuil 3acmynHuK OuUpekmopa
HII «{enmp epomadcvkoi besnexu 112y

OcHoBH [ito4yoi B YKpaiHi CHCTEMHU HaJlaHHS €KCTPEHOi JOMOMOTH Ha-
ceJIeHHI0 Oynu 3aknajeni me y cepenuni XX cr. Huni ns cucrema He Bif-
MOBIJIa€ CY4YaCHOMY PIBHIO PO3BHTKY TEXHOJOTIH €KCTPEHOT JOIOMOTH, HE
3abe3neuye HajgaHHs e()EKTUBHOI JOIOMOTH JIFOJJUHI B €KCTPEHIH cuTyalii,
a OTKe, BUMarae MojepHizamii. 3Ha4Ha KUIBKICTh Tene(OHHUX HOMEpiB
CITy’k0 €KCTPEHOI MOTIOMOTH IPU3BOAMTE JI0 TOTO, IO JIOMWHA B €KCTPEHIl
CUTYyaIIi1 HE 3aBKJU Ma€ 3MOTY IIBHJIKO 3HAWTH MOTPIOHY City )0y eKcTpeHoT
JIOTIOMOTH. 3BEpTAarO4YHCh 0 OAHIET 31 Ciryk0 y pa3i 3arpo3u a00 BUHHKHEH-
HS HaJA3BMYAKWHOI cUTYyallii uu mofii, aBapii, KaracTpodu, Mo3amraTHol 11o-
OyToBoi cuTyarii Tolo, HakyacTilie JAMHa He YCBIJOMITIOE HEOOXiJHOCTI
3aITydeHHs IHITUX CIY)KO SKCTPEHOro BUKIHUKY JIJISl IIBUAKOTO i e(peKTHBHO-
ro HaJIlaHHS JIOTIOMOTH ab0 MOXe TepeOuTbITyBaTH CepHO3HICTh EKCTPEHOI
CHUTYyaIlil, TOMY B pe3yJbTaTi «XMOHUX BUKIIUKiBY» 3a7y4aloThCsl CIyKOH, 10-
MOMOTa SIKHX HE MOTpiOHA.

Orxe, B YKpaiHi BUHHKJIA TOCTpa HEOOXIJHICTH CTBOPEHHS aOCOIFOTHO
HOBOT CHCTEMH EKCTPEHOI JTOTOMOTH JIIOMUHI 3 BUKOPUCTAHHSAM €IUHOTO Te-
nedonnoro Homepa — 112. IlpaBoBi 3acagu po3Butky Cucremu 112 Gynu 3a-
kianeHi B 3akoHi Ykpaian «[Ipo cucremy eKcTpeHOi JOITOMOTH HACEIICHHIO
3a equHUM TeseoHHUM HoMepoM 112y, skuit BuzHauae JlepikaBHY CITy:KOy
VYkpainu 3 HaJ3BUYaliHUX CHUTYyallili TOJIOBHMM OpPraHOM, 1[0 Mae 3abe3mnedy-
Batu cTBopeHHs Cuctemu 112. BimnosinHoro moctanoBoro KaGinery MiHi-
cTpiB YKpaiHH 3aTBEPIKEHO TOPSAOK i1 PyHKIIIOHYBaHHS Ta pErilaMeHT Ipo-
XO/KEHHS iH(popmalii B cuctemi!”’.

TomoBHotO MeToto cTBopenHs Cuctemu 112 € BBenenHs B YkpaiHi yHidiko-
BaHOTO MEXaHi3My MPHIOMY Ta 0OPOOKH EKCTPEHHMX BUKIIHKIB 32 €MHUM HO-

177 [Tpo 3ameepoicernns Tlopsiaky QyHKLIIOHYBaHHS CHCTEMH EKCTPEHOT IOIOMOIY Ha-
CEJICHHIO 3a €MHUM TesieoHHUM HoMepoM 112 : nocranoBa KaGinety MinictpiB Ykpainu
Bixg 17.10.2012 p. Ne 1031 [Enexrponnuii pecypc]. — Pexxum nocrymy: http://zakon.rada.
gov.ua/go/1031-2012-%D0%BF
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MepoM 112 1 mpuBeeHHsI IKOCTI HaJIaHHS €KCTPEHOT JIOIIOMOTH Y BiITIOBIAHICTh
JI0 €BPOMEHCHKUX HOPM. TaKUM YMHOM, OIHHM i3 TOJIOBHUX 3aBIaHb CTBOPCHHS
CHCTEMH € TI00y/I0Ba KOMIDIEKCHOTO W e()eKTUBHOTO MEXaHi3My KOOpAWHAIIT
i yCiX cry»0 eKCTPEHOro BUKIIHKY, SIKAH JTa€ 3MOTY CBOE€YACHO HaJIaBaTH JI0-
TIOMOTY JTIFOAMHI IIPY BUHUKHEHHI eKCTPeHo1 (Haa3BHYaiHOI) CUTYAITii.

BinmoBigHO 10 3aBaaHp, MOKJIAJACHUX HA CUCTEMY, OCTaHHS Mae 3abe3rie-
gutH 30ip 1HPOpPMAIIIT PO eKCTPeHi CUTyallil, aBTOMaTH30BaHy 1JICHTH(IKa-
{10 HoMepa TeneoHy i KOOPAUHAT MiCIIC3HAXOKEHHS aOOHEHTa, a TAKOXK
nepenady i€l iHdopmarii onepaTHBHO-AUCIETYCPCHKUM CIy)0aM (TpaBo-
OXOPOHHUX OPTaHiB, MEHTPIB EKCTPEHOI METUIHOI TOTIOMOTH Ta MEIUIINHU
katacTpod) abo 70 IHIIMX aBapitHUX CIYXO, SKi MarOTh TOBOAMTH ii 0 Bif-
MOBITHUX ITiIPO3ALTIB TS HAIAHHS €KCTPEHOI JTOTIOMOTH.

3 metoro mooynou Cuctemu 112 ICHC Vkpaiam ta JII1 «LlenTp TpoO-
MajchKoi Oe3neku 112», Ha sike MOKNafAeHO (YHKIIT TOJOBHOTO BHKOHABI[SI
poOit (iHTerparopa) 3 il BIPOBAIKEHHS, BXKUBAIOTHCS TaKi OpraHizalliiiHi Ta
MIPAKTHYHI 3aXO0JIH:

* TOTYIOTBCSI BIJIMOBiJHI 3MiHM JO YMHHUX 3aKOHOJABYMX AaKTiB IIOIO
(GYHKIIIOHYBaHHS CUCTEMHU Ta PO3POONISIOTHCS MMPOSKTH HOBUX HOPMATHBHO-
TEXHIYHUX JJOKYMCHTIB,;

* MPOBOIATHCA 3acilaHHS pPOOOUYHMX TPyM i3 MUTaHb CTBOPEHHS M ympo-
B KCHHSI CUCTEMH EKCTPEHOI JOITOMOTH HACEJICHHIO 33 €THHUM TeJle(hOHHUM
Homepom 112;

* po3po0JICHO TEXHIKO-CKOHOMIYHE OOTPYHTYBaHHS CTBOpeHHS Cucremun
112 B YkpaiHi;

* OIpaIbOBAaHO W 3aTBEP/KCHO TCXHIYHE 3aBJaHHS ¥ TEXHIUHUU MPOCKT
ctBopenHs Cucremu 112 B YkpaiHi;

* po3po0IICHO PEeKOMEH/AITIT OTIepaTopaM TEIEKOMYHIKAIIiT sl 3MiHCHEeH-
HS MapuipyTH3aiii eKCTPEHHMX BHUKJIMKIB 3a HoMmepoMm 112 y BiamoBigHi
teHtpu'’s;

* BH3HAYCHO IMOPSIOK OpraHizallii JOCTyIny aOOHEHTIB MEpPEX PyXOMOTO
(MOOITBHOTO) 3B’SI3Ky B CIIy)KOy €KCTpEeHOI JormoMoru!”.

8 [Ipo euxopucmarHs €IUHOTO TPU3HA4YHOro Homepa 112 : pimieHns HauioHass-
HOI KOMICIi 3 HUTaHb peryiaroBaHHs 3B’s13Ky Ta iHpopmarn3zauii Bix 15.03.2012 p. Ne 125
[Enexrponnunii pecypc]. — Pexxum noctymy: http://www.nkrz.gov.ua/uk/activities _nkrzi/
ruling2012/1332163647/

1% [Ipo 3ameepocenns Tlopsaky oprasizauii Z0cTyly abOHEHTIB MEpPEeX pPyXOMOIo
(MOOG1IBHOTO) 3B’SI3KY 10 CIIYX0O €KCTpEeHOI I0MOMOrH : Haka3 MiHicTepcTBa TPAaHCHOPTY
Ta 3B’s3Ky Ykpainu Bix 7.10.2009 p. Ne 1034 [Enexrponnuii pecypc]. — Pexxum nocrymy:
http://zakon4.rada.gov.ua/laws/show/z1002-09
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Cucrema 112 3abe3neuye iHQpOpMaIiiHy B3aEMOJIIO CITYkO0, HOMEPH STKUX
(101, 102, 103, 104) me aeskuit yac AISTUMYTh MapajieidbHO 3 HOMepoM 112
i micyst BBeneHHsI B 1ito Cucremu 112, Ta oTpuMyBaTHME BiJl HUX 1H)OpPMAIIiFO
TIpo pe3ynbTaT pearyBaHHs. [1pu mbomy onepartopu 112 He BTpydyaTuMyThCst
y cnenudiuHy IisIbHICTh HUX CTPYKTYpP Ta IHIIMX MiAPO3JLTIB, IO 3aTyda-
IOTBCS 10 HaJJaHHS €KCTPEHOT JTOTIOMOT'H.

3T1IHO 13 3aKOHOMABCTBOM OTIEPATOPH TEJICKOMYHIKAIlil MOBUHHI 3/iH-
CHIOBaTH MaplIpyTH3allil0 eKCTPEHUX BUKIHUKIB 3a €IMHUM HoMmepom 112
mo meHTpiB 112 1 HamaBaTy (3a 3aIUTOM CHUCTEMH) HEOOXiTHY iH(pOpMAIIio
mpo abOHEHTa Ta HOTo MiCIIe3HAXOMKCHHSI HA MOMEHT 3’ €THAHHS 3 oIepa-
TopoMm 112. Bapro 3a3HauuTH, 110 B Hallii KpaiHi 13BIHKM Ha HoMep 112
3 TeNeOHIB YCiX OMepaTopiB (piKCOBAHOTO Ta MOOLIBHOTO 3B’SI3Ky OE3KOIII-
TOBHI.

3BajKalO4M Ha OCOOIMBOCTI 1HQPACTPYKTYPH CIYXO EKCTPEeHOI IoIo-
Moru Ykpainu mis mooymosu Cuctemu 112, 3a 0CHOBY Oyi0 0OpaHO JIBO-
PIBHEBY (JCIICHTPAII30BaHy) MOJIe]Ib 0OPOOKH €KCTPEHOTO BUKIUKY B CHc-
TeMi 112, sika 6a3yeThcsl HA €MHOMY MPOTPaMHO-aapaTHOMY KOMILIEKCI
Ta (QYHKIIOHYE ITiJ] KEPIBHUIITBOM OpraHy YyIpaBiiHHS Jep:kaBHOI cayx0Ou
Vkpainu 3 HaA3BUYAWHUX CUTYAaIliid, Ha SKUH MTOKJIaJCHO 3aB/JIaHHs peali3a-
uii aep’kaBHOI MOMITUKH Y cepi HUBIIBHOIO 3aXUCTYy HACEJIEHHsS KpaiHu.
Came TOMY IEHTpPHU €KCTPEHOI JOTIOMOTH HACEJICHHIO 33 €MHNM TesedoH-
HUM HoMmepoM 112 (uentpu 112, abo PSAP 3a €BpOIEHCHKOIO TEPMiHOJIO-
ri€l0) MIAHYETHCS PO3TOPHYTH B ii TEpUTOPIaTbHUX YIPABIIHHSAX.

TexHiuHI pilICHHAS, TPOTIOHOBaHI €BPOIEHCHKOI0 ACOMIAIi€I0 CKCTPEHUX
HoMmepiB (EENA 112) nnsa peanizamii npu moOynosi Cuctemu 112 Hactyn-
Horo nokostinus (Next Generation 112), 6ynyTh BUKopucTani B Ykpaini. x
peaizaris nependadae MOKIUBICTh CHCTEMU 0OpOOIATH eKCTPEHI BUKITUKH,
oTpuMaHi uepes SMS, MMS-1oBiTIOMIICHHS, €JICKTPOHHY MOIITY. APXiTEKTY-
pa nobynosu Cuctemu 112 nepenbayae CTBOPEHHS OCHOBHHUX CTPYKTYPHHUX
enemeHTiB Crucremu 112 — mentpiB 112 y KoXKHIN agMiHICTpaTHBHIN ONUHU-
i nepxkasu (B AP Kpum, obnactsx, micrax KuiB Ta CeBactorosb). B3ae-
MO0 IIeHTpiB 112 3 opraHaMu ynpaBiiHHS 1HIIUX MiHICTEPCTB 1 BiIOMCTB
(3 mATaHb OXOPOHHU 3[I0POB’SI, BHYTPIIIHIX CIPaB, JKATIOBO-KOMYHAIEHOTO
TOCIIOIAPCTBA, 13 JUCTIETYCPCHKUMH 1 aBapiiHUMU CITy>)KOaMHu OpraHiB Mic-
LIEBOT0 CAMOBPSAYBaHHs) MepeadauaeThCsl OpraHizyBaTH uyepe3 CydacHi Te-
JMEKOMYHIKaIiiHI Mepexi neHTpin 112.

VY nenrpi 112 po3milryBaTHMyThCS ONIEPATOPH, SKi 1IEHTHU(PIKYBATUMYTh
eKCTpeH1 BUKIUKY (13 3aJTy4eHHsIM TeoiH(dopmaniiftHoi miacucremu Ta 6a3 na-
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HUX a0OHEHTIB (PIKCOBAHOTO 3B’s3KY), iX KJIacH(iKaIlito Yepe3 CUCTEeMY ITiJI-
TPUMKH Ta IPUIHATTS pilieHs, iHQopManiiHo-10BiAKOBY 0a3y i 6a3y 3HaHb,
a TaKO)K BUKOPHCTOBYBATHMYTh 1HIII JIOTIOMDXKHI ITiJiICHCTeMH. 3a3Ha4eHi chc-
TEMH HAJAIOTh OIIEPaTopy MOXKIMBICTE ONTHMAIBGHO PO3MOAUIHTH 3aBIaHHS,
00’eTHaTH 3yCUJIISA, CKOOPJIUHYBATH i KITBKOX a00 BCIX CIYXO eKCTpeHOT
JIOTIOMOTH 3aJIeYKHO BiJ] KOHKPETHOT €KCTPEHOT CHTYyaIlii.

Omneparop 112, 10 sxoro Oyne mijiooO0BO HAAXOAWTH 1H(GOPMAITIS 3 yCixX
MOXITUBHX JDKepe (Y T.4. 3 IHTEPHETY, iHIINX aBTOMAaTH30BaHUX CUCTEM), TTic-
751 0OpOOJIEHHS eKCTPEHOTO BUKJIMKY 3allOBHIOE €JIEKTPOHHY KapTKy eKCTpe-
HOT cuTyarii Ta nepezaae il y BiAMOBIAHI ONEPaTHBHO-TUCTIETYEPCHKI CITY)KOU
JUTsl opraHi3aiiii HaJlaHHSI eKCTPEHOI JOMOMOTH. JI0 eNeKTPOHHOI KapTKH aB-
TOMAaTHYHO BHOCHTBCS ay[i03aric eKCTPEHOTO BUKIIMKY 1 eJIeKTpOHHA KapTa
13 TIO3HAYCHHSIM MICIISl €KCTPEHOI CUTYaIlii, a TaKOX J0AaTKoBa iH(popMaIlis,
10 MICTUTHCS B 0a3ax IaHHUX ONEpaTopiB TeleKoMyHikamid. Jlis yTodHeH-
Hi iH(pOopMamii mIpo eKcTpeHy cHuTyamito oneparop 112 3mMoxe 6e3nocepenHbo
3’€IHATU JHICIIETYEPa OTMEePATUBHO-IUCIIETICPCHKOI CITYKOH 3 JIIOMUHOIO, SKa
3IIACHIOE EKCTPEHUI BUKIUK a00 opraHi3yBaTH KOH(EpeHII-3B 30K 3a ydac-
TIO TTepeKIagada abo ICUxXoora.

Y pesynbTari creriaibHAX JTOCIIHKEeHb, TIPOBEICHUX 33 1151 BUBUCHHS 00-
CAT1B MaKCHMaJIbHUX HaBaHTAXCHb KaHAIIB €KCTPEHUX BUKIIUKIB Y MEPEXi Ta
o0aTHaHHS OCHOBHHX OIEpaTopiB TeJeKOMyHiKalii YKpaiHH, BCTAaHOBJIEHO,
o Juis cTiiikoi podoTr Cuctemu 112 miciis po3ropTaHHs BCiX i1 €JIEMCHTIB
HeoOxinHo 550 aBTOMaTH30BaHMX POOOYMX Miclb omeparopiB HeHTpiB 112.
OnrtuMaibHe HaBaHTaXEHHsS Ha OJHOTO oreparopa 112, 1mo Takox miaTBep-
JUKYETBCSI IOCBIJIOM pOOOTH ICHYIOUHX SKCTPEHHUX CITYkKO, — 11e 00CIyroBy-
BauHs 100 THC. 0Ci0.

SnpoM cucTeMHu € maTa-IEHTPH, SAKi IUTAHYETbCS PO3MICTHTH B MicTax
Kuesi, J{onenpky, JIbBoBi Ta Mukonaesi. KoxkeH jata-ieHTp € B3a€EMO3aMiH-
HUM 1 32 TOTpeOH 3M0OKe BUKOHYBATH (YHKIII CyCiTHFOTO aHAJIOTIYHOTO JaTa-
neHtpy. OpraHizoByBaTH B3aeMoJil meHTpiB 112 1 maTa-nieHTpiB mepemdada-
€ThCS Yepe3 €IMHY TEICKOMYHIKalliiHy Mepexy Crucremu 112. 3aBasku Takiit
apxiTekTypi moOy10BH KOXKEH JaTa-IeHTP OOMIHIOBaTUMETHCS 1H(OPMAIIIEO
i3 nerTpamu 112, sKi TepuTOpiaIbHO PO3TAIIOBaHI B PETiOHI, Ta 3 IHITUMHA
nara-nieHTpamu. [lependadaeTnes, mo micis 3aBepiieHHs noodynosu Cucrema
112 6yne ctBopeno 27 neHtpiB «112», 4 nata-1eHTpH, TEIEKOMYHIKaIiiHy
mepexy Cucremnu 112.

TakuMm 4yuHOM, TOOYIOBa W YIPOBAHKCHHS YKpaiHCHKOI HallilOHAJIBHOI
Cuctemu 112 — 11e cTBOpeHHST «0apoMeTpa SKOCTI KUTTS HAIIOTO CYCIHiNb-
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CTBay, IKUW JacTh 3MOTY JIepKaBi JOBECTH, 110 JIFOAMHA, i1 )KUTTS 1 3710pOB’,
4ecTh 1 TiJHICTh, HEJOTOPKAHHICTh 1 Oe3leka BHU3HAIOThCA B YKpaiHi Haii-
BHIIIOI0 COIIAIBHOIO I[IHHICTIO. CTBOPEHMU MIC/ISI BIPOBAKCHHS CHCTEMH
KOMITJICKCHHI, €PEKTHUBHUM 1 TI€3aTHUI MeXaHi3M KOOpAMHAIIIT Tl yCiX eKc-
TPEHUX CIYk0 JacTh 3MOTY MiTHITH PIBSHb HAJAHHS SKCTPEHOI JOMOMOTH B
HAIIiH KpaiHi 10 PiBHS €BPOIEUCHKUX BUMOT.

CYYACHMU CTAH YNIPOBA/KEHHA CUCTEMH
HEHTPAJII30BAHOT'O ITOKEXKHOI'O
A TEXHOTEHHOTI'O CIIOCTEPITAHHA

KOBAJIb Cepriii MuxaiiioBuy,

nepuuil 3aCMyNnHUK OUPeKmopa

HII «LJenmp epomadcoxoi b6esnexu 112y;
KOIIOBA Bikrop IBanoBunu,

HA4anbHUK 8I00LY CUCIMEMHO20 AOMIHICINDY8AHHS
M1 «l]enmp epomadcvroi beznexu 112y

Ha choromHi 3aXMCT BiJ TEXHOTEHHUX aBapii 1 karactpod € omHuUM 3
HaWOINBII aKTyaJIbHUX TMUTaHb OE3MEKH CYCIITbCTBA. PU3MK BUHUKHCHHSI
HAJI3BUYAHUX CUTYaIliil 1 moxkex B YKpaiHi 3yMOBICHHIA, 30KpeMa, €KC-
IIyaTalfiero BUOyxo- i moxekoHeOe3neyHuX 00’ €KTIB Ha 3HAYHIN KUTBKOCTI
MIPOMHUCIIOBUX MiAMPUEMCTB. BUTBIIICTH 13 HUX MpaIo€e Ha 3acTapijioMmy 00-
JaTHAHHI, [0, CBOEIO YEPror0, MiJBHUINYE WMOBIPHICTh BHHUKHCHHS MOXEK
Ta aBapiil Ha IUX 00’ €KTaX.

CratucTuka nmoxkex B YKpaiHi € HeBTimHow. Tak, mpotarom 2012 p. Oymo
3apeecTpoBaHO NoHaa 70 THC. MOXEXK, YHACTIIOK IKUX 3arunyna 2751 oc.,
a 30MTKH Ha MiANPUEMCTBAX, B YCTAHOBAX Ta OPTaHi3aIlisfaX CSATHYIH OJTU3bKO
1 mapz rpu'®,

Besneuna curyarist B YkpaiHi, sika XapakTepH3y€eThcs, 30KpeMa, 3pOCTaH-
HSM 3arpo3 TOKEKHOTO M TEXHOTCHHOTO XapaKTepy, BUMAarae 3acTOCyBaHHSI
HOBHX TiIXO/IB JI0 3a0e31edeHHs 0e3eYHOro iCHyBaHHsI HaIoi aepxkasu. Lle
3yMOBITIOE€ HEOOXITHICTh HAJIHHOTO 3aXHCTY OCOONMBO BAXKJIMBHX i3 I[HOTO
MOTIISAY 00’ €KTIB 1 pecypciB JIep)KaBH 3a JOMOMOTOO MiJCHCTEMH IEHTPATi-
30BAHOTO IOKEKHOTO ¥ TEXHOTEHHOTO CIIOCTEPIraHHs SIK €JIEMEHTa «CUCTEMHU
3aXHCTY KPUTUYHOI iHQPACTPYKTYPH».

180 VkpH/TIL3 [Enexkrponnuii pecypc]. — Pesxxum pocrtymy: http:/www.undicz.mns.gov.
ua/content/statistics.html
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IMooauHOKI crcteMu mokexxHO1 aBToMaruku (I[TA), curHamizanii, aBToma-
THU30BaHUX CHCTEM PAHHBOTO BHSIBJICHHS HaJI3BHYalHUX CHUTyaIlill Ta OMOBi-
mieHHs (ACPBO), 1110 BCTaHOBITIOIOTHCS HA Pi3HUX 00’€KTax B YKpaiHi i HE €
3aMKHYTUMH B €JJIIHY aBTOMAaTH30BaHy CHCTEMY, YCKIIAIHIOIOTh HAaIaHHS Ji€-
BOI Ta CBOEYACHOT TOTIOMOTH MOKEKHO-PATYBATBHUMH IiAPO3IiITaMu.

['00BHOIO METOIO CTBOPEHHS CHCTEMU IIEHTPATI30BAHOTO ITOKEKHOTO
texHorennoro crnocrepiranns (CIIITC) € paHHe BUSBICHHS ITOXKEXK 1 CUTya-
i TEXHOTEHHOTO XapakTepy Ha 00’€KTax KpUTHYHOI iH(PpacTpyKTypu Ta
CIOBINIICHHS PO HUX TOXKEKHO-PATYBATBHUX MiAPO3AUIIB JepkaBHOT CITyK-
0u Ykpainu 3 Hamzeuuaiiaux curtyamii (JICHC Ykpaiau) aiis BiANOBIIHOTO
pearyBaHHS.

Bignosinao 1o [locranosu Kabinery MinictpiB Ykpainu Big 21 KOBTHS
1999 p. Ne 19438 ICHC mae 3a0e3neunTd 3OiHCHEHHS JEP/KaBHOTO I10-
KEKHOTO HAIISY 32 CTAHOM IOXKEKHOI O€3MeKH B HACEICHUX MyHKTaxX i Ha
00’€eKTax HE3aJeXHO BiZl (JOPM BIACHOCTI 3 BUKOPUCTAHHIM CyYacHHX TeX-
HOJIOT1H. OHUM 13 HANPSMIB 10O MiABUINCHHS PIBHS JCPKABHOTO MOXKEXK-
HOTO HaImsIy 3a CTAHOM IOXKEXKHOI OC3MEKH € CTBOPEHHS W yHpOBaKEH-
Hs [TA Ta BUBeneHHs 11 CHUTHANIB IO ONEPATHBHO-IUCIETYSPCHKOI CIYKOU
OTIePaTUBHO-KOOPAMHAIIIMHOTO [EeHTpY [onoBHOTO yrmpaBiiHHs (YrpaBiiH-
Hs) (OAC OKI T'Y (V)) ACHC VYkpainu.

[ToGynoBa Ta BHOpPOBaKCHHSI CHCTEMHU IICHTPATi30BAHOTO MOXKEKHOTO i
TEXHOTEHHOTO CITOCTEPITaHHS 3IHCHIOETHCS BIJAMOBITHO 0 TAKUX HOPMaTHB-
nux mokymenTiB: Hakasy MHC VYkpainu Big 20 kBithsa 2011 Ne 43652, IbH
B.2.5-56:2010 ImxenepHe oOnamgHaHHs OymuHKIB 1 criopyn «CucTeMu mpo-
TUTIOKEKHOTO 3aXUCTY», [IpaBMII 3 MOXKEKHOTO CIIOCTEpIraHHs, 3aTBEpPIIKE-
Hux Hakazom MHC VYkpainu Bin 7 kBiTHs 2011 p. Ne 351 (3apeectpoBanwuii
y Min’tocTi 22 yepBHs 2011 p. Ne 477/19482), JlitieH31i{HUX yMOB ITPpOBaIKEH-
HS TOCTIOaPCHKOT MiSTIBHOCTI 3 HA/IAHHS TIOCTYT 1 BAKOHAHHS POOIT MPOTHIIO-
KEKHOTO MPU3HAYCHHS, 3aTBepkeHux Hakazom MHC Binx 29 Bepecns 2011 p.
Ne 1037, ACTY-I1 CLC/TS 50136-4:2010 CuctemMu TPUBOXKHOT CHTHAJI3AIIIi.
CucremMH TiepeaBaHHsl TPUBOKHUX CIOBIIIICHb Ta yCTaTKyBaHHs. YacTrHa 4.
YcrarkyBaHHS 1HAMKAIT IICHTPIB MPUHMAaHHS TPUBOXKHHUX CIIOBIIIICHb.

181 [Tpo cman 3abe3niedeHH s MOXKEKHOI Oe3MeKn Ta 3aX0¥ OO 11 MOJIIMIIeHHS : oC-
tanoBa KaGinery MinictpiB Ykpainu Bix 21.10.1999 p. Ne 1943 [Enexrponnmuii pecypc]. —
Pexxum noctymy: http://zakon2.rada.gov.ua/laws/show/1943-99-%D0%BF

182 [Ipo 3ameepooicenns NOKYMEHTALIT OO0 CTBOPEHHS Ta BIPOBAKCHHS CHCTEMH
LEHTPaJII30BaHOTO MMOYKEKHOTO Ta TEXHOreHHOro crioctepirants : Haka3 MHC Vkpaiuu Bifg
20.04.2011 p. Ne 436 [Enexrponnuii pecypc]. — Pexxum goctymy: http:/www.mns.gov.ua/
files/2011/4/22/436.pdf
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Takox BIIMTOBIIHO JI0 BKa3aHOI YWHHOI HOPMATHBHOI 0a3u Imepegada Cur-
HaJIiB MOKEXHOI TPUBOTH BiJ] LIEHTPiB NPUHMaHHS TPHUBOXKHUX CIIOBILIIEHB JI0
toukn nocryny Lentpy cnocrepiranns (LIC) ACHC Ykpainu mae 3aificHto-
BaTHCsI B aBTOMaTHYHOMY PEKUMI B €JMHOMY TIPOTOKOJII Ta hopMari nepeaadi
nanux (¢popmat XML, npotokory SOS ACCESS V3).

CTBOpEHHS, BIPOBAKEHHS Ta OpraHizallis O0e3lepepBHOr0 (yHKIIOHY-
BaHHS CHCTEMH IICHTPAIi30BaHOTO MOXKEKHOTO CIOCTEPIraHHs nepeadadeHo
Haxkxazom MHC VYkpainu Big 6 rpyaas 2011 p. Ne 1274 «3 metoro 3abe3mne-
YeHHs TIOKE)KHOT Ta TeXHOTeHHOI Oe3neky 00’€KTiB 1 TepUTOpii Ta ONTHUMI-
3amii crpykrypu miapos3niniB MHC Vkpainu, Ha SKUX TOKJIaIeHO (DyHKITIT
3 MOYKEXKHOTO i TEXHOT€HHOTO CIIOCTEPIraHHs 1 mepefady TPUBOXKHHUX CIIOBi-
1ieHpy '3, BiqmoBigaapHUM 3a OpraHizailito BAKOHAHHS 3aX0/iB 31 CTBOPEHHS,
BIIPOBAKCHHS Ta (DYHKIIOHYBAHHS CHCTEMH IIEHTPATI30BAaHOTO MOKEKHOTO
i TexHOreHHOTo crioctepiranss BusHadeHo JII1 «LlenTp rpomaacekoi Gesmnexn
112». Takoxx Hakazom MHC Vxpainn «IIpo opraHizamito neHTpasi30BaHOTO
MOYKEKHOTO Ta TEXHOTEHHOTO crioctepirantsy Bif 30 mumHsa 2012 p. Ne 1060
HAIT «II'b 112» crano Llentpom cnoctepiranaas MHC VYkpainu it Habymno
NpaB YKJIAJaTH AOTOBOPH i3 cy0’ekramu rocmoiapioBaHus B AP Kpum, 06-
nmactsx, mictax Kuesi Ta CeBacTomnoini Ta, BiAIOBIIHO, B350 Ha ceOe OCHOBHI
000B’SI3KH 11010 BIPOBA/KEHHS i€l CHCTEMH MPOTITOM HaHOIMKIOro 4acy
Ta 1010 HAaIALy (KOHTPOIIIO) 31 cTropoHH [JlepkaBu 3a yHKIioHyBaHHAM [TA
ta ACPBO.

Kinbkicts cuctem 1A ta ACPBO, 1110 MOHTYIOTECSI Ha Pi3HHX 00’ €KTax,
HEyXWIbHO 3pocTae. HuHi, ko 06’ekt obnagHanuii cygacHoro [1A, To cur-
HaJ BiJ Hel, y JINIIOMY BUTAJKY, Hadii/le B KOMEPIiHHI EHTPH TpUHOMY
TPUBOXKHUX CIOBIIIEHb, a 3A€0IBIION0O — HA aBTOHOMHI CBITJI03BYKOBI CITOBI-
myBadi cucrem I[1A. ¥V Bunanky 3 ACPBO indopmariist mpo 3arpo3y BUHHK-
HeHHs ab6o BuHMKHeHHS HC Hamaetwhes B ['Y(Y) ICHC VYkpainu 3xilicHeH-
HSM aBTOMAaTHYHOTO Telie(OHYBaHHS Ta IEPEAauero TPUBOKHOTO MOBHOTO
CHOBIIICHHS, iH)OPMATHBHICTh Ta ONMEPATUBHICTH SKOTO € HEAOCTATHBOIO JIJIS
MIPUIAHATTS ONIEPATUBHUX YIPABITHCHKUX PillleHb 00 €(PEKTUBHUX [iH 3 JIO-
KaJrizalii Ta JikBigamii Haa3BUYaHOI cCUTYaIlii.

Otxe, mporiec OTpUMaHHsS, OOpOOJEHHS Ta pearyBaHHS Ha TPHUBOXKHI
CIIOBINIICHHSI HE 3aMKHYTHUW B €IMHY CHUCTEMY, TOMYy Ma€eMo 3alli3HiJie HaJ-

183 [Ipo cmeopenHs CACTEMH LIGHTPAi30BAHOTO MOXKEKHOTO Ta TEXHOTEHHOT'O CIIOCTEPi-
raHHs Ta BU3HAHHS TaKuM, 110 BTpatuB ynHHicTh (Haka3 MHC Bix 20.04.2011 p. Ne 435) :
nakaz MHC Vkpainu Bix 6.12.2011 p. Ne 1274 [Enexrponnnii pecypc]. — Pexxum nocrymy:
http://mns.gov.ua/files/2011/12/7/1274.pdf
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XOJDKEHHS JIO OIepaTHBHO-AMCIIETYEPChKOT Ciry:k0u iHpopmarii npo HC i
BIMOBIJIHE pearyBaHHs Ha mofito. OJHAK aHi OCHAIICHHS MiIPO3MiJiB HO-
BOIO TEXHIKOIO, aH1 BUCOKHH MpodecioHalTi3M pATIBHUKIB HE JalyTh JOCATTH
yCHiXy MpH TaciHHI MOXKEX 1 JIOKaMi3aIii Ta JIKBigaIii Ha3BUYAHHUX CH-
Tyarrii 0e3 HaJilfHOT cHCTEeMU TIEHTPai30BaHOTO MOXKEKHOTO i TEXHOTEHHO-
O CIOCTEepIraHHs.

OyHKIIOHYBaHHS CHCTEMH IIEHTPAIi30BAHOTO IMOXKESKHOTO W TEXHOTCH-
HOTO CIIOCTEpIraHHs 31iHCHIOETHCS 3@ TAKUM IPUHLUIIOM: YCi CUTHAIH IO
cnupamroBanus [TA Ta ACPBO Bij 00’ €kTiB HaIXOAATH 10 HEHTPY NPUHMaHHS
TpuBOokHUX crioBitieHb (LIIITC), moTiM B aBTOMaTHIHOMY PEKUMI TPUBOKHE
cnoBinenHs nepenaetses 10 LIC JICHC Ykpainu y nporokom SOS ACCESS
3. LleHTpOM criocTepiraHHs aBTOMAaTHYHO (POPMYETHCS KapTKa TPUBOKHOTO
CIIOBINIICHHSI 1 B aBTOMAaTHYHOMY PEXHMI MEepPEAaeThes IO BiIMOBITHOTO 3a
teputopianbHicTio OJIC OKI] I'Y(V) ACHC VYkpainu, B 30Hi SKOTO 3HAXO-
IUTBLCS 00’ €KT.

HepxaBauMm mianpuemctBoM «LleHTp rpomajcbkoi Oesmeku 112» Bxwu-
TO HU3KY OpraHi3aliiHO-TEXHIYHUX 3aXOAiB 31 CTBOPEHHS W yNpPOBaIKCHHS
CUIITC, a came:

* BCTAaHOBJICHO Ta HAJATOMKCHO IPOTPAMHO-AIIAPATHUHA KOMIUIEKC IS
3a0e3mnedyeHHs BUKOHAaHHS (pyHKuil, moknagennx Ha CLIITC;

* CTBOPEHO BiJloMuy TelekoMyHikaniiiny mepexxy CLIIITC;

* yCTaHOBIICHO [HM(POBI KaHAMM 3B’SI3Ky IS Tieperadi TPHUBOXKHUX
CTIOBIIIIEHB J0 BiANoOBiHOTO 32 TeputopianpHicTio OJJC OKL T'Y (V) ACHC
VYkpainuy;

* opranizoBaHo 3axuineHuii WEB-noctyn no mopramy CHIITC mis
JIMCTAHIIIMHOTO BBENICHHS JIilleH3iaTaMl KapTOK 1 TIUIaH-cXeM 00 €KTiB
CIIOCTEpiraHHs;

* TIPOBOISATHCS BUIMPOOYBAHHSI 00 MOKIIHBOCTI IPUHMAaHHS TPUBOKHIX
cnopimens CHIITC Big ycrarkyBanns inaukanii HIITC mynsToBoi
opranizaiii y mpotokoui SOS ACCESS V'3 3 Bumauero BiJIIOBiTHOTO BUCHOBKY
po BUIIPOOYBaHHS,

* pO3pO0IIEHO KapTKy MOAI1 PO HAJA3BUYAHY CUTYAITII0, IO ABTOMATHYHO
(bopMYy€ETBCS IPH HAAXOKEHHI TPHBOXKHOTO CIIOBIIICHHST;

* TIPOBOJMTBCS PEECTPYBaHHS, apXiByBaHHsS Ta 30epiraHHs iHopmariil
PO TPUBOXKHI CTOBIIIEHHS Ta 00 €KTH CIIOCTEpIraHHs B €IMHINA 0a3i JaHUX
00’ekriB cioctepiranus (€B/1);

* 3IMCHIOETBCS peecTpariisi KOMEPIIHHUX MYJBTIB MOXKEKHOTO W TEXHO-
TeHHOTO criocTepirans B €b/] 3 Buga4dero mocBiT4eHHS PO PEECTPAIIII;
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* TIPOBENICHO JOCHIJIHY eKCIUTyaTallif0 arapaTHO-NPOTrPaMHUX 3ac00iB
Hentpy cnocrepirands Ta APM CHIITC OJIC OKI I'Y(Y) ACHC VYkpainu;

* ynpoBampkeHass CLIITC nomomoxke MiABHIIATH PIBEHb 3aXUCTY KpH-
TAYHOI 1HPPACTPYKTYPH, a TAKOXK JACTh 3MOTY IMOXKEKHO-PATYBAIBHUAM TIiJI-
posainam JICHC Vkpainu OinbIl onepaTHBHO pearyBaTH Ha HaJ3BUYalHI
CUTYyalii, 110, CBOEI0 YEProro, 3MEHIITUTH MaTepiajibHi 30UTKU Ta JIOINCHKI
JKePTBH.

OLIIHKA I'EOJIOTTYHHUX 3AI'PO3
JJ14d BE3INIEKH ®YHKIIOHYBAHHA
3AIIBHUYHOT'O TPAHCIIOPTY YKPAIHU

IBAHIOTA Cepriii IlerpoBuy,
cmapuiuii KOHCYIbmanm 8i00iny exonoeiuHol
ma mexnozennoi besnexu HICI]

Ha croroani B YkpaiHi 3ai3HHYHUN TPaHCIIOPT 3aiiMa€e MPOBiIHI MO3UITiT
1 II0JI0 BaHTA)XXHUX TepeBe3eHb (32 JaHUMH YKpPCTaTy 4acTKa 3aji3HMII 3a
IIUM TTOKa3HUKOM csirae 58,8 % 3a 9 micsaniB 2013 p. ta 59,2 % —3a 2012 p.),
i 3a macaxxupooboporoM (39,5 i 37,3 % BianmoBigHo). Tomy 3abe3medeHHs
Oe3nexkn (pyHKIIOHYBaHHS 3aJi3HHYHOTO TPAHCHOPTY € JOCHTH Ba)KIMBHM
JUIS EKOHOMIKH KpaiHW 3aBIaHHSAM, MPAKTHYHE BUPIIMICHHS SKOTO MOTpelye
BUSIBIICHHSI HAMOITbII IMOBIPHHX 3arpo3 IJIs YTPUMAaHHS B HaJIC)KHOMY CTa-
Hi 3aJ1I3HUYHUX KoJtiil. CKIIaiHICTh BUPIIIEHHS TAaKOTO 3aB/IaHHS MOB’s3aHa i
31 3HAYHOIO EKCILTyaTaI[ifHO MPOTSKHICTIO TOJOBHHMX KOMIHM YKp3ali3HUII
(22,3 THC. KM, PO3TOpHYTa MPOTSXKHICTH Komiit — 30,3 THC. KM, eneKkTpudi-
KOBaHUX KONl — 9,2 THC. KM), i 3 HU3KOIO YHHHUKIB TEXHOI'CHHOTO Ta TPH-
POIHOTO XapakTepy.

OnHi€r0 3 BAarOMUX MPUYHH MOIIKOKEHb KOHCTPYKTUBHUX €JIEMEHTIB 3a-
JI3HUYHUX KOJIIM € BIUIMB HEeOE3NeUHHX €K30T€HHUX TeOJIOTIYHHX IIPOIECciB
(HET'II)'34. Brucoka cepemHst POCTOPOBa IIUIBHICTh €KCIUTyaTamiiHoi Mepe-
ki 3amizauip Ykpaiau (22,3-10%/603-10° = 0,037 kM/kM?) TiABHILYE PUIUKU
ypakenHs 3anizHn4HOi Mepexxi HET'TIL. Ilpupoana i TexHOreHHa akTHBi3a-
Iis TAKKUX MPOIECIB MOYKEe BiJI0OYBaTHCS BHACTIIOK il Pi3HUX YHHHHKIB, IO
YCKJIQIHIOE KOHTPOJIb 32 HUMHU Ta iX HPOTHO3YBAaHHS, TOOTO 3MiHIOBAHHS

18 [Ipo cman TeXHOTEHHOT Ta NPUPOAHOI Ge3rneku B Ykpaini y 2012 p. : Hai. JOI.
[Enextponnuit pecypc]. — Pexum moctymy:  http://www.mns.gov.ua/content/nasdopo-
vid2012.html
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reOMEeXaHIuHUX, (PI3UKO-XIMIYHHX, IHKEHEPHO-TeO(DI3UUHUX IMapaMeTpPiB 10-
poaHOro MacuBy. 3a qaHUMH JlepxkaBHOT CiIy>kOM Teosorii Ta Haap YKpaiHu,
3HAYHA YaCTHHA 3aJI3HUYHUX KOJiH pO3TalIoBaHa HA TEPUTOPISIX, YPAKCHHUX
HETI'TI, 3-mmomik SKUX HaWOUIBINY 3arpo3y CTAHOBJIATH KapCT, MiATOIIICHHS
Ta 3CyBH.

3arpo3a IposiBy KapcTy 3yMOBIIeHa TuM, 10 Ha 38 % Tepuropii Ykpai-
HU TIOIIMPEH] MTOPOJIH, B IKUX MOXKYTh BiIOyBaTHCS MPOIECH 1 PUPOIHOTO,
1 TEXHOTEHHO aKTHBi30BaHOTO KapCTOYTBOPEHHS, a Ha 24 % TepuTOpii KapcT
MOXe 0e3M0cepeIHbO BIUIMBATH HA TOCIIOAAPCHKY MisuibHICTE!® (puc. 1).

Puc. 1. 3arpo3u kapcery A5 GyHKIiOHYBaHHSA
3aJi3Huui B Ykpaini

Jani nocmipkeHb CBiJuarh, 10 HaWOiIbIIa 3arpo3a MpOosSBY KapcCTOBUX
MpoIieciB iCHye Hacammepes Ha Teputopii BomuHcwkoi, JIyrancekoi, TepHo-

185 Buuenox M. M. TIpo BIUIUB €K30T€HHUX I'€OJIONYHHX TIPOLECIB HA PIBEHb TEXHOTCH-
HUX PU3HUKIB KUTTENIsTbHOCTI / M. M. Bruenoxk, C. I1. IBantora, €. O. SIkoBnes // 36. HayK.
npanb YKpaiHCBKOTO Jep’KaBHOTO TeooroposBimyBaibHoro iHctutyty. — K. @ Yrp/II'Pl,
2006. —Ne 1. - C. 85-91.
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minbehKoi, PiBHEHCHKOT Ta MuKomaiBchkoi oomacteii!® (Tabi. 1). 3a pesyibra-
TaMU OIIHOK, y cepenHboMy ToHa 50 % MOBXUHU 3aTi3HUYHUX KON y IHX
obnacTsax nepeOyBaloTh Iijl 3arpo30r0 MposiBy KapeTy. Kpim toro, 3amisHn4Hi
konii Jlyrancekoi, BomuHcbkoi 1 TepHOMILChKOI O0JIacTel Maiike 1o BCii
JIOBXHHI Tepe0yBaloTh y 30HaX KAPCTOBUX 3arpo3, AKi OCTAHHIMH POKaMH Ma-
I0Th TIJIBUIIIEHY TEHACHIIIO BIUIMBY Ha Oe3MeKy eKcIulyaTamii 3aJi3HHYHOTO
KOMIIJIEKCY.

OTxe, TUHAMIKa Ipoliecy MiATOIIICHHS TepUTOpii YKpaiHu € nmporpecyo-
9010 31 CTIHKOIO TEHAEHIII€I0 0 HOro akTBi3amii Ha perioHaJbHOMY piBHI
3a MOCTIMHOTO 30UIbIIEHHS TuION] miaToruieHHs (puc. 2). 3a ganumu MHC
Ykpainu, craHoMm Ha 2011 p. HaO1IbII HECTIPUATINBI YMOBH 3 MiITOIUICHHS
TepuTopiit cxianucs y JHinporerpoBcbkii, JloHenpkil, 3amopi3bkiit, Mu-
KoJIaiBChKil, OnechKiil Ta XepCOHChKIN 00acTsX, e CepeaHiil mMpupicT mif-
torteHHs cranoBuTh 300 kM/pik'®’. KpiM Toro, y nmux obnactsax y CTpyKTypi
BEPXHBOI 30HM TIOPij T€0JIOTIYHOTO CepeIOBUINA IePeBAXKAIOTh CIab0BOI0-
CTIHKI JIECOBI TOPU30HTH, IO ITiICHITIOE€ HETATUBHUN BILTUB IiITOIJICHHS Ha
6e3nexy (yHKLIOHYBaHHS 3aJ1i3HIYHOTO KOMIUIEKCY. Y IbOMY KOHTEKCTI J0-
[UTBHO 3a3HAYHTH, IO OHA 3 HAHOUTBII pEe30HAHCHUX aBapill Ha 3aJTi3HUY-
HOMY TPaHCIIOPTi OCTAaHHBOTO Yacy — moonusy ¢. Oxumosa JIbBiBChKOT 00JI.
(1.3B. pocdopHa aBapisi) — Tpanuiacs B 30HI OaraTOpi4YHOrO MiATONICHHS,
SIKE€ MOIJIO JOJIaTKOBO BIUIMHYTH Ha TOTIPIICHHS I'€OJHMHAMIYHOI CTiHKOCTI
TPYHTIB.

Pesynbratu oIiHKM 3arpo3 Bij MiATOIUIEHHS, 3AiHCHEHOI 3 BUKOPUCTaH-
M [IC-texHOMNOTIH, CBIAYATh, 10 HAHOUIBIION I 3arpo3a s (QyHKIIO-
HYBaHHS 3aJi3HUII € Ha TepuTopii Kutomupcebkoi, JloHenpkoi, PIBHEHCHKOT,
Bonuncekoi, JlHinponeTposcbkoi, MukonaiBebkoi, Onecekoi Ta ITontaBchkol
oOracTei.

3CyBH € OTHUMU 3 HAHOIITBIIT HEOE3MEUHUX EK30TCHHUX TeOJIOTTYHUX MPO-
Heci, momupeHnx Ha Teputopii Ykpainu'®. Xoua 3me6inbuioro 3cyBHi Je-
(opmanii BUABIAIOTECS Ha BiIHOCHO HE3HAYHIH TepUTOpIi, IPOTEe BHACIITOK

186 Temuvwun M. I'. PerioHanbHi iHXEHEPHO-TCOIOTIUHI YMOBH TEPUTOPIl YKpaiHH :

iHpopm. Gronr. / M. I lemunmmn, JI. M. Knmumuuk, JI. M. KpacHook [Ta iH.] // Ton. pen.
9€2 O. SxoBnes — K. : JII'® «I'eoindopm» depxkreoncmyxou Minnpupoau, 1997. — Bur. 1. —
c.

187 [Ipo cman TeXHOTEHHOI Ta NPUPOAHOI Ge3rneku B Yipaini y 2011 p. : Hau. gor. //
MHC Vxpainu [Enexrponnuii pecypc]. — Pexxum moctymy: http://mns.gov.ua/content/nas-
dopovid2011.html

188 Yakoviev Y. A. The geological aspects of environmental systems monitoring the geo-
logical medium of Ukraine. UNESCO Regional Office for Science and Technology for
Europe : Technical Report 21 /Y. A. Yakovlev. — 1995. — P. 184-191.
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PETI0HAIBHOTO PO3IOBCIOMKEHHSI 3CYBHUX 00’ €KTIB BOHU MOXKYTh MaTH 3Had-
Hi HETaTWBHI HACJIJKH, CIPUYMHEHI 3JIaTHICTIO JO MIBUAKHUX JedopMariiit
Ta pyHHYBaHb BIIMOBIJAIEHUX €IEMEHTIB 1HKCHEPHO-TOCIOAAPCHKUX 1 TO-
TEHIIHHO HeOe3neuyHux 00’ekTiB. KpiM TOro, OCTaHHIMH POKaMH BHACIIJIOK
JIOBFOCTPOKOBOTO TEXHOTECHHOTO MiATOIJICHHS JIECOBO-CYTIMHUCTHX TMOPiT
1 301IBIIICHHS OTa1iB BiOYBA€THCS 3HIKEHHS X MIIHOCTI i PO3BUTOK 3CYBIiB
Ha cxmjax 3i crpiMkicTio 3°—5° 1m0 cyTTeBO po3muproe B YKpaiHi IIomti 3¢y-
BOYTBOPCHHSI.

Cesacrononb'(Micbkpasa)

Puc. 2. 3arpo3u niaronJieHHs sl PyHKUiOHYBAHHS
3aJi3HuNi B Ykpaini

Hagenewni B Tabn. 1 gani cBigyaTh Mpo Te, M0 HAWOUIBIIOK 3arpo3a BHa-
CITiJOK MOXJIMBOTO NPOSIBY 3CYBIB s (DYHKIIIOHYBaHHS 3a/Ii3HULI € HAa TEpH-
Topii XapkiBchKoi, UepHiBEIbKOI, 3aKapIaTchKoi 00mIacTei.

TakuMm YWHOM, HarajJbHO € HEOOXIAHICTh MPOBEACHHS OUTBII JIeTaTbHUX
1 minecnpsiMoBaHux nociimkeHb BBy HEI'TI Ha Ge3nexy QyHKIIOHYBaHHS
3aJTI3HNYHOTO TPAHCIOPTY YKpaiHM 3 ypaxXyBaHHSIM IMOBIPHOCTI ITPOSIBY IINX
MIPOIIECIB Y MICISX CIIOPY/DKSHHS HOBHX 3aTI3HUYHHUX KOJIIH.
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Tabnuys 1

3arposu HEI'TI nas Ge3snekn ¢pyHKIiOHyBaHHS 3a/1i3HHILI
(perionaJbHuUiIl po3pi3)

=)
E (?7

e =2 EE = B3

E Ex EE EE g8
. g 25 % 8 2 & 2>

Hasa periony A 2 e 5 2 A 83

55 S8 R 53 R

g E = > o =S g3

Xz £ Soc) 28 59
S ¥ 2r2 | £ gz

25 23 85 g 28 §5

=& = a TR = o> j=p+

AP Kpum 594,1 289,9 0,49 62,2 0,10
Binnunipka 1391,2 289.4 0,21 211,6 0,15
BommHcbka 608,5 608,5 1,00 0,0 0,00
JlHinponeTpoBchka 1681,8 373,4 0,22 156,6 0,09
JloHernpka 1985,9 1386,2 0,70 1413 0,07
JKuromupcbka 1128,6 0,0 0,00 8,0 0,01
3akaprarcbka 735,8 46,4 0,06 205,1 0,28
3amopi3bka 931,9 2572 0,28 70,1 0,08
IBaHO-DpaHKiBCEKA 738,6 265,2 0,36 118,6 0,16
KuiBceka 818,2 0,0 0,00 54,9 0,07
KipoBorpanceka 930,2 14,9 0,02 38,1 0,04
Jlyranceka 12782 1273,1 1,00 2289 0,18
JIbBiBChKA 1246,3 726,6 0,58 166,6 0,13
MukonaiBcbka 784.4 554,6 0,71 10,8 0,01
Onecbka 1017,3 161,8 0,16 153,9 0,15
ITonTaBchka 815,1 8,2 0,01 123,0 0,15
PiBHeHCBKA 668.,0 5344 0,80 0,0 0,00
CyMchKa 878,3 368,9 0,42 103,9 0,12
TepHomiTbChKa 5343 5343 1,00 42,1 0,08
XapkiBcbka 1404,7 483,2 0,34 516,5 0,37
XepcoHcbKa 461,6 246,0 0,53 6,0 0,01
XMeIbpHHUIbKA 774,8 507,5 0,66 113,9 0,15
Yepracbka 750,2 0,0 0,00 148.4 0,20
YepHiBerpka 420,4 197,2 0,47 130,8 0,31
YepHiriBcbka 920,0 1214 0,13 233 0,03
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OTxe, pe3yJbTaTh JOCTIKSHHS CBITYaTh, IO MEPIIOYEProBOT OIIHKA 3a-
rpo3 Big HEI'TI Ha Ge3niexy (pyHKITIOHYBaHHS 3a1i3HOTO KOMIUIEKCY MOTpedy-
10Th 3ani3HuIi Jlonenpkoi, JHinmponerpoBcrkoi, JIbBiBChKOI, Oneckkoi, JKu-
TOMHPCHKOI Ta PIBHEHCHKOT 00IacTeid.

POJIb I MICLIE
OB’€EKTIB KPUTUUYHOI IHOPACTPYKTYPU
B CYHACHUX BOEHHUX KOH®JIKTAX

IMYHIA KOpiii BacuianoBuu,
dokmopaum Kagedpu cmpamezii HayioHanbHoI 6e3nexu i 000poHu
Hayionanvnozo ynieepcumemy oboponu Yxpainu
imeni Ieana Yepmsaxoecvkozo

CydacHi yMOBH BeJIeHHS 30pOiHOI OOpOTHOM Ta MOMKJIMBOCTI Cy4acHOTO
030pO€HHS BUMAraroTh MEeperisily OCHOB IiITOTOBKH JIEPKaBU 10 00OPOHH,
0COOMNHMBO TIATOTOBKH 00’ €KTIB KPUTHYHOI IHPPACTPYKTYpH 0 (PyHKIIOHY-
BaHHS B YMOBax ocoOnuBoro rnepioay. Lle moB’s3aH0 Hacammepes i3 THM, 110
Ha TepuTopii YKpaiHH HeMae MUISHOK MiCIEBOCTI, HEJOCSKHHUX JIJIsl BOTHE-
BOTO BIUTHBY 30pO€I0 IMOBIPHOTO MMPOTHUBHUKA, @ CyJacHI TCHICHIIIT BeCHHS
0oloBUX il TIepe0aYaroTh MEPSHECCHHSI PIOPUTETIB BOTHEBOTO YPAKEHHS
caMe Ha 00’ €KTU HaLlOHAJILHOT EKOHOMIKH Ta 00’ €KTH CUCTEM KUTTE3a0€e311e-
YCHHST HACETICHHSI.

ITix yac ocTaHHIX BOEHHUX KOH(IIKTIB IIel YMHHHUK OyB OJHHUM 13 BH-
pilIabHUX MiA Yac IUIaHYBaHHS BOEHHUX Jiil 1 OpaBcs 32 OCHOBY KOHIIETI-
il «cTpareriuHoro ckoByBaHHs» 'Y, CyTHICTIO 3a3HaYCHOT KOHIEMIIT € IM0-
pymieHHs (QYHKIIIOHYBaHHS 3a3/ajeTi/ib BU3HAYCHOI CYKYITHOCTI TOJIOBHHX
00’€KTIB MPOTHUBHHUKA, 1[0 MOXKE MEPEHIKOAUTH HOMY BUKOHATH OCHOBHE
3aBIaHHs, TOOTO BUBEACHHS 3-TiJ HOTO KOHTPONIO XUTTEBO BAXKIHBHX pe-
cypciB. JloCsITHYTH CTpaTeTiyHOrO CKOBYBAaHHS NMPOTHBHUKA MOXKHA y BH-
MaJKy OHOYACHOTO 3aBIAHHS T.3B. MapalieJbHUX yJIapiB MO0 MaKCHMAaIbHIl
KITBKOCTi 00’ €KTiB KPUTUIHOT IHPPACTPYKTYPH.

[TigBUIIICHHS TOYHOCTI 1 MacOBEe BUPOOHHUIITBO KPHIIATHX PAKET 1 KOMIIO-
HEHTIB PO3BiyBAJbHO-YJApPHUX KOMIUIEKCIB y NMOBHOMY 0OCS31 Jajlo 3MOTY
pealtizyBaTH KOHIICIIIIO CTPATerivHOrO CKOBYBaHHS B omepamisx «Coboma

18 Fadok D. S. Air Power Quest for Strategic Paralysis / D. S. Fadok, J. Boyd, J. War-
den // A Thesis presented to the faculty of the School of Advanced Airpower Studies. — Air
University Maxwell Air Force Base, Alabama, 1994. — June.
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Ipaky» Ta «Coro3nuipka cuna». B Ipaky BIpomoBx mepmnx TOAWH orepa-
1ii BilichbKa Koasilii ypa3uwin COTHI HaMBaXJIUBIMINX Lijed — Oyn0 MOBHic-
TIO TIOPYIIEHO Telae()OHHUH 3B’ SI30K, IIPUITMHEHO €HEProNoCcTadyaHHs, ICHTPH
MIPOTHUIIOBITPSIHOT 0OOPOHU BTPATHIIN YIIPABIIHHS HaJl OOHOBUMH MO3UITISIMH,
3HUINEHO OCHOBHI ITyHKTH ynpaBiiHHA. KpiM MopyIIeHHS ynpaBliHHS ipak-
CHKMMH BilficbKaMH, 3HHIIEHHA 00’€KTIB KPUTHYHOI iHQPACTPYyKTYypH Iajo
3MOT'Y 3Ha4HO 3HM3UTH T'OTOBHICTh HaceneHHs [paky 1o 36poitHoro omopy.
Bkaszani 3MiHH y BeieHH1 30poiiHOT 60pOoTHOH, Ha KaJlb, HE IOBHOO MipOIO
BPaxXOBYIOThCS B HAIlIOHAJIBHIN MMPAKTHIII MiATOTOBKH KPUTHYHOT iH(pacTpyk-
Typu 70 (YHKIIIOHYBaHHS B YMOBaxX OCOOJIMBOTO TEpiofay. YCTaJIeHi IMOTIIs-
IM Ha IIeil mpoliec nependayaroTh, IO HAI[lOHAJbHA €KOHOMIKA 3 IOYaTKOM
0COOJIMBOTO NepioAy MOYMHAE NepeOyI0BY 3311 PyHKIIOHYBaHHS B yMOBax
0COOJIMBOTO TEpiojy i 3a MEeBHUH MPOMIKOK 4acy 3HAYHO HAPOCTUTh BUITYCK
030poeHHA B 0coOnuBuil nepiof. Sk mpukian, Ha puc. 1 rpagiuHo 300paxe-
HO JJMHAMIKy 3a/I0BOJICHHSI BOEHHO-€KOHOMIYHHUX MOTpeO, 1m0 Oysa 0CHOBOIO
BOEHHO-CTPATETIYHUX PO3paxyHKiB y PansHcekomy Coro3si.

——

[(TLL
MYLLLLLL
guunpuuud

MLLLL]
gunt

O F MoMeHT no4aTtky KOHMRIKTy

—— 8 — [10TPe6a B 036POEHHI Ta BIliCbKOBIN TeXHiILli
= mm om om omom - OBT, Wo 3HaxoamMTbCs Yy Biicbkax
= moomom g OBT, Wo 3HaxoAUTbLCA Ha 36epiraHHi

FRNERRERREENED r_ OBT, ujo 3akynoByeTbcs abo HAAXOAUTL Bif MiANPUEMCTB

Puc. 1. I'padik 3a10B0JIeHHSI BOEHHO-€KOHOMIYHHMX MOTPed Y MUHYJIOMY
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I3 rpadika BUIHO, IO PI3HUI MK BOEHHO-EKOHOMIYHUMH TOTpeOaMu
Ta MOYJIMBOCTSIMHU HalliOHAJbHOT €KOHOMIKH KOMIICHCYBallacs 3a PaxyHOK
pesepsiB. [IpoTe B cyyacHHX ymoBax 00’€KTH KPHUTHYHOI iHPPACTPYKTYypH,
y T.94. 000pOHHO-TIPOMHCIIOBOTO KOMILIEKCY YKpaiHH, € CTalliOHApHUMH, IX
JIMCTIOKAIlis BiZioMa 1 KEepPiBHMIITBY 1HIIUX JIepKaB, 1 MOTCHIIIHHUM ydac-
HUKaM HE3aKOHHHMX 30poHHUX (opMyBaHb. TOMy Iicis 1Mo4YaTKy BOEHHOTO
KOH(JIIKTY B yMOBax TOCTIHHOrO BOTHEBOTO BIUIMBY NMPOTHBHHKA (a00 Xk
MOJKJIMBHUX aCUMETPUYIHHX aTakK Ha 00’ €KTH 000POHHO-TIPOMHCIOBOTO KOMII-
JIeKCy 110 BCil TepuTopii YKpaiHu) 3Ha4HO 3pOcTe Yac Ha BiJHOBIEHHS 000-
POHHOI TIPOMUCIIOBOCTI, a BUITYCK pecypco- i eHeproeMHoI MpoayKIIii Oyae
HeMoxJnBUN. Tomy 6e3 3MiHM MOITISAAIB HA MIATOTOBKY 00’ €KTiB KPUTHYHOT
iHhpacTpyKTypH 10 (YHKIIOHYBaHHS B YMOBaX OCOOJHBOTO TEpiomy, rpa-
(iK 3aJI0BOJICHHS BOEHHO-CKOHOMIYHHMX IMOTPEeO MOXHA BiIOOPa3UTH TaKUM
YHHOM (pHC. 2).

Po3puB Mix BOEHHO-€KOHOMIYHUMMU
notpe6amut Ta MOXIMBOCTAMM
X 3a10BOMNEHHsA

NTULLLITH M
(L N -..-..-..=..}I'lnl

O+ MoMeHT novaTtky KOHniKTy

a — noTpeba B 036pOEHHI Ta BINCbKOBIN TEXHILL

oo ommom o= (- OBT, Wo 3Haxo4uTbCs y BiiCbkax
= o omoom g OBT, Wo 3HaxoauTbCst Ha 36epiraHHi

NENRNNNRRRNNEDL  r—OBT, wo 3akynoByeTbcs abo HaAXoAWTbL BiA NiANPUEMCTB

Puc. 2. I'padik 3a10BoIeHHSI BOEHHO-eKOHOMIYHHX MOTPEs
Y CYy4acHUX BOEHHHX KOHQUIiKTaX
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OTXe, B CydaCHUX BOEHHHX KOH(IIKTaxX OCHOBHOIO MPHYMHOIO IOPa3-
KM y 30poifHOMY KOH(]JIIIKTI MOXE CTaTH PO3PHUB Mi’K BOEHHO-EKOHOMIUHUMU
noTpedaMu Ta MOXIIMBOCTSIMHE iX 33TOBOJICHHS, a TaKO)K TOTOBHICTIO Hace-
JICHHS JI0 30pOHHOTO OTOpY Yepe3 MPUBEACHHS Y HE(YHKIIOHATBHUN CTaH
00’€KTiB KPUTUYHOI 1HPPACTPYKTYpH. TakuM YHMHOM, 3HUIICHHA 0O €KTIiB
KPUTHYHOI 1HQPACTPYKTypU PYHHY€E HE JUIIC CKOHOMIYHHW, a W BIHCHKO-
BHIA, COLIAJILHUN 1 MOPaIbHO-TIOJITUYHUH TOTEHIIIAJ, 0 B CyKyIHOCTI €
OCHOBOIO 000POHO31aTHOCTI KpaiHu'®.

VY mmx yMoOBax y MpOBITHAX JIepKaBaX CBITY MPHUIUIIETHCS 3HAUYHA yBara
MMATAaHHSM ITITOTOBKK 00’ €KTIB KpUTHYHOI iHPpacTpyKTypH 110 PyHKITIOHY-
BaHHS B yMOBaX KPU30BHUX CHUTYaIliil Pi3HOIO XapaKTepy, B T.4. i BOEHHOTO.
Hanpuknazn, y Minicrepctsi o6oporu CILIA B LleHTpi ympapiiHHS OIiHIO-
BaHHSM 000pOHHHX pecypciB (Test Resource Management Center) € moca-
Jla 3aCTYyNMHUKA TUPEKTOPA 3 MUTaHb OLIHIOBaHHS iHGpacTpykTypu (Deputy
Director Test Infrastructure), 10 mocagoBuUX 000B’SI3KIiB SIKOTO HAJCKHUTh
MepeBipka cTaHy W rOTOBHOCTI 00’ €KTIB iHOPACTPYKTYypH 10 BUKOPUCTAHHS
B iHTepecax 000OpPOHU KpaiHU Ta 3aCTOCYBaHHs 1 po3ropTaHHs Biicbk. Y J{u-
peKTOpari HAIiOHANBHOTO 3axWUCTy Ta mporpam (National Protection and
Programs Directorate) MinictepcTBa BHyTpilmHbo1 Oe3nexku CIIA, sxwmii
OYOJIIOE 3aCTYMHHUK MIiHICTpa, 3-MOMDK IHIIMX (YHKIIOHY€ YIpPaBIiHHS 3a-
xucty ippactpykrypu (Office of Infrastructure Protection), TOTOBHUM 3aB-
JIaHHSIM SIKOTO € TiIBUIIICHHS PiBHS TOTOBHOCTI IO BHHUKHECHHSI, BIIMOB1II 1
BITHOBJIEHHS MiCJIS BUITAAKIB aTaK, CTUXIHHUX JUX UM IHIIAX HaA3BUYAHHIX
cutyariii. Ha BuxkoHanns J[MpeKTHBU Mpe3WACHTA 3 MHUTAaHb BHYTPIIIHBOT
oesnieku (Homeland Security Presidential Directive) ynpasmiaasam y 2009 p.
pospobnero ITnan 3axucTy HamioHANBHOI iH(GPACTPYKTypHu'®!, BiAMOBITHO
IO SIKOTO 00’ €KTH iHQPaCTPYKTypH po30UTO HA 12 CEKTOPIB i KOXKHOMY Mi-
HICTEPCTBY BH3HAUEHO CEKTOP BIAMOBIAAIBHOCTI 32 HAMPSAMOM JisTTbHOCTI.
3okpema, MiHicTepcTBO 0OOPOHM BiANOBiAa€ 3a IMIJIEMEHTAIlII0 3aXOIliB
IUTaHY Ha 00’ €KTaX 000POHHO-ITPOMHICIOBOTO KOMIUIEKCY 3 YpaxXyBaHHSIM iX
0COOIMBOCTEH.

OTxe, HeOOX1IHO 3a3HAYMTH, 110 B YKpaATHU iICHY€ 3HAYHUI TTOTEHITia 715
BIOCKOHAJICHHSI ITiITOTOBKH 00’ €KTIB KPUTHYHOI iHOPACTPYKTYpH IS (PyHK-

10 JIpo o6opony Yxpainu : 3akoH Ykpainu Bix 6.12.1991 p. Ne 1932-XII // BBP. —
1992. — Ne 9. — Cr. 106 [Enexrponnmii pecypc]. — Pexxum noctymy: http://zakon4.rada.gov.
ua/laws/show/1932-12

Y1 National Infrastructure Protection Plan [Enexrponnuii pecypc]. — Pexum nocryiy:
http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf

129



Konyenyia saxucmy kpumuunoi ingppacmpykmypu: cman, npoonemu...

[IOHYBaHHS B YMOBAaX BIUIMBY BCHOTO CIEKTpa 3arpo3, y T.4. i BOEHHOTO Xa-
paxTepy.

CITIOCOBU BAOCKOHAJIEHHA IMPOLIECY IIVIAHYBAHHA
PO3BUTKY IH®PACTPYKTYPH KPATHU
[0 ®YHKIIOHYBAHHA B YMOBAX
KPU30BHUX CUTYALIIA

I'PUILIEHKO Bogonumup I[aBioBuy,

npogecop xaghedpu cmpamezii HayionanbHOI be3nexu ma 0bOpoHU
Hayionanvroeo ynisepcumemy oboponu Yxpainu

imeni leana Hepnsaxoscvroeo;

TI'OJIJA Oxnexcanap JleonigoBuu,

cmapuiuti HayKoutl cnigpoOimHuK

Llenmpy 6oenno-cmpameziunux 00CnioHCceHb

Hayionanvnozo ynieepcumemy oboponu Yxpainu

imeni Isana Hepnsaxosecvkoeo

Ha 111 mocwmiteHHs 3arpo3 i 3pocTaHHsl HeCTaOlIBbHOCTI Y CBITI IOCTAKOTh
HOB1 BUKJIMKM MDKHapOJHiM Oe3neli B CUPOBHMHHIN, €HEpreTH4Hii, (iHaH-
COBIi, iH(OpMaLiiHINi, eKOJOTIUHIHN, MPOXOBONBUIN cdepax, sKi 3MYIIYIOTh
3aHOBO OIIIHUTH PIBEHb 1 BIUIUB 3arp03 JKUTTEBO BAXKIIMBUM iHTEpecaMm YKpai-
HU, BU3HAUUTH CTpATEriuHi NpiOpUTETH MOMITUKU HAIlIOHANBHOI Oe3MeKH Ta
HanpsMH BIOCKOHAJICHHS MEXaHi3MiB ii peaizallii, 30KkpemMa crocoOu ITiBu-
IICHHS CTYNEHS TOTOBHOCTI iHQPACTPYKTypH KpaiHu J0 (YHKIIOHYBaHHS B
yMOBaxX KpU30BUX CHUTyaliil. BapTo 3a3HaunTH, 110 Y BoeHHil JOKTpuHI YK-
palHH 3-TIOMDXK MPIOPUTETHUX HAMPSMIB IiITOTOBKH JCPyKaBU IO 30pOWHOTO
3aXUCTY HAIlIOHAJIBHUX 1HTEPECIB BUBHAUYCHO «PO3BUTOK 1HPPACTPYKTYPH pe-
TiOHIB 3 ypaxyBaHHSM MOTPeO MiArOTOBKU TEPUTOPIi AeprKaBH 10 000pOHM» %2,
CBo€ro 9eproro, e(peKTUBHUI PO3BUTOK iHPPACTPYKTYpPH MOMXIIUBUI JIUIIIE HA
OCHOBI PETEILHO PO3POOICHOT KOMIUIEKCHOT JIeP’KaBHOT IJILOBOI IIPOrpamMHu.

Sk BiOMO, Jep:KaBHA L1IbOBA Mporpama — 1i¢ KOMIUIEKC B3a€MOIIOB s13a-
HUX 3aBJIaHb 1 3aXO0/IiB, CIIPSIMOBAHHUX Ha PO3B’sI3aHHS HAWBaKIUBIIINX MTPOO-
JIEM PO3BUTKY JIEP)KaBH, OKPEMHX Tally3eil eKOHOMIKH a00 aMiHICTpaTUBHO-
TEPUTOPIAIbHUX OJMHUIG, 3IHCHIOBAHMX 13 BHUKOPUCTaHHSIM KOIITIB

12 [Tpo noey pemakuito Boennoi moxkrpuru Ykpainu : yka3 [Ipesumenta Yipainu Bif
8.06.2012 p. Ne 390 [EnexrponHuii pecypc]. — Pesxum moctymy: http://www.president.gov.
ua/documents/14824.html
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JIepKaBHOTO OIOMKETy YKpaiHM Ta y3TOIKCHHX 332 CTPOKAMH BHUKOHAHHS,
CKJIaJIOM BHUKOHABIIB, peCypcHUM 3abe3mneueHHsM. 1[iapoBi mporpamu, pos-
poOJIeHI 3a TOIIOMOTOFO ITPOTPaMHO-ILTEOBOTO METOIY, TAIOTh 3MOT'Y KOHIICH-
TPYBaTH PECYPCH ¥ 3yCHUJUISA HA BUPIMICHHI TOJIOBHUX 3aBlaHb — 000POHHUX,
COIiaJIbHAX, HAYKOBO-TEXHOJIOTTUHHX, EKOJOTIUHUX TOMI0'?. OCKIIBKH B IIi-
JTHOBUX TIpOrpaMax MepeadadaroThCsl TaKOK 3aBIaHHS U 3aX0mu, 1o 3abe3-
MeYyIOTh X BUKOHAHHS, TO BOHU € HE TIJIbKK 3acO00OM IJIaHyBaHHS, a W 1H-
CTpyMeHTOM ympaBiiHas. CaMe TOMY JJIs IiIBUINEHHs CTYICHS TOTOBHOCTI
KPUTHYIHOT iHPPACTPYKTYpH KpaiHu 10 (GYHKIIOHYBAHHS B YMOBaX KPU30BHX
cUTYyaIliii HeoOXiJIHO, Ha HAIILY JTyMKY, TIepeI0aYUTH PO3POOIICHHS depaicasHol
Yinvbosoi npoepamu nideomosxu kpumuuHoi ingppacmpyxmypu. Taka nporpama
Mae OyTH CTIpsIMOBaHa Ha PO3B’s13aHHS POOIIEMH PO3BUTKY KPUTHIHOT iH(pa-
CTPYKTYpH 3arajioM, MaTH JOBTOCTPOKOBHUH MepioJ] BUKOHAHHS Ta BUKOHYBa-
THUCS TICHTPAJIBLHUMHU 1 MICIICBUMHU OpraHAMH BUKOHABYOI Biamu. [lincTaBoro
IUTA 11 iHIIIIOBAaHHS € HEBINMOBITHICTE CTYTICHS TOTOBHOCTI IHQPACTPYKTYpH
KpaiHu 10 GYHKIIIOHYBaHHS B YMOBaxX KPH30BHX CUTYaIliif, & TAKOXK PO3yMiH-
H$I TOTO, 1[0 ITt0 MTPo6IeMy MOTPiOHO BUPIIIMTH HE 3aC00aMU TEPUTOPiaIbHO-
TO YU TaTy3eBOT0 YIPaBIiHHAA, a 3aBISKH ACPKaBHIH MIATPHMIII, KOOPIHMHAIIT
JUSTIBHOCTI IIEHTPAIBHUX 1 MICIIEBHX OpPTraHiB BUKOHABYOI BJIAJM W OpraHiB
MICIIEBOTO caMOBpsinyBaHHs. [Ipu 11bOMy pO3pOOJICHHS MPOTPaMH Ma€ BiImoO-
BiJJaTH TaKHM BUMOTaM:

* OyTH 1HIIIIOBAaHUM BIAIOBIAHO 10 BU3HAYCHOTO y Bo€HHIN AOKTpUHI
VYkpalHu MPiOPUTETHOrO HAINPSIMY ITiITOTOBKH JIepXKaBH 1O 30pOiHOTO 3a-
XHCTy HaIllOHAJFHUX 1HTEPECIB;

* BUXOJUTH 13 TIOTPeOH 3a0€3MEUCHHS MIKTaIy3eBUX 1 MIKpPET1IOHAIBHUAX
3B’S3KiB MIX Cy0’€KTaMH MiATOTOBKU TEPUTOPii YKpaiHU J0 000pOHH;

* mependauaTd HAsSBHICTD pEANbHUX MOXIIMBOCTEH Ui 3a0e3nedcHHs
BHKOHAHHS ITPOrpaMu ((hiHAHCOBUX PECypPCiB — KONITIB ISPKaBHOTO, MiCIIEBUX
OIO/KETIB Ta HIINX JKEPel; MaTepiallbHO-TEXHIUYHUX 1 TPYJOBUX PECYPCIB).

3rigno i3 TlopsakoMm po3poOIeHHST Ta BUKOHAHHS AEP)KaBHUX IMUTHOBUX
nporpaM!'** Ha MOYATKOBOMY €Talli iHiI[iaTop PO3POOICHHS IPOrPaMH Ma€ ITiI-
TOTYBaTH MPOEKT KOHIICMIIii MporpaMu, e Oyae BU3HAUYEHO TaKi OCHOBHI MO-
MEHTH:

193 [Ipoepammno-yenegoe maHupoBanue 1 yrpasietue : yueo. / B. A. Paiizbepr, A. I JIoOko. —
M. : UHOPA-M, 2002. — 428 c.

19 IIpo 3ameepooicenns Tlopsiaky po3pOONCHHS Ta BUKOHAHHS ACP/KABHUX LITbOBHX
nporpaM : nocranosa Kabinery Minictpis Ykpainu Big 31.01.2007 p. Ne 106 [Enexrpon-
Huit pecypc]. — Pexxum nocrymy: http://zakon2.rada.gov.ua/laws/show/106-2007-%D0%BF
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* aHaJIi3 CTaHy iICHY0UOT iHPPACTPYKTYpH Ta OOTPYHTYBaHHS HEOOX1THOC-
Ti HOro MOJIIMIIIEHHS;

* MeTa KOMIUIEKCHOI IbOBOI MPOrpamu;

* BU3HAYCHHS MPOOJIEM MiATOTOBKY KPUTHUYHOT iH(pacTpyKTypH 10 QyHK-
I[IOHYBAaHHS B yMOBaX KPU30BUX CHUTYaIlili;

* BU3HAYEHHS pAalliOHAJILHOTO BapiaHTa BHpILIEHHS MpPOOIeMH ITiJro-
TOBJICHOCTI KPUTHYHOT 1H(QPACTPYKTYpPH Ha OCHOBI MOPIBHSUIBHOTO aHAI3y
MOXITUBUX BapiaHTiB;

* CrIOCOOM TMIBUINEHHS CTYIIEHS IiJIrOTOBJIEHOCTI KPUTHYHOI iH(pa-
CTPYKTYpH 10 PYHKIIIOHYBaHHS B YMOBaX KPU30BUX CUTYyaIlil, & TAKOXK CTPO-
KW BUKOHAHHS [TPOTPaMH;

* OUiKyBaHI pe3yJbTaTH BUKOHAHHS TPOTPaMH, BH3HAYeHHS ii e(heKTHB-
HOCTI;

* OLIIHIOBAaHHS (hiHAHCOBMX, MaTEePiAIbHO-TEXHIYHNUX, TPYAOBUX Ta 1HIIHX
pecypciB, HEOOX1THHUX [UIsl BUKOHAHHS ITPOTPaMH.

BigmosigHo no Bkazanoro [lopsiky po3poOiieHHs AepKaBHOI HIJTLOBOI
MIPOTrpaMu MPOXOIUTH KibKa eTariB (puc. 1).

JeprxaBHUI 3aMOBHHK IpOrpaMy y mporeci ii BUKOHaHHS 371HCHIOE MO-
HITOPUHT BUKOHAHHS Niepea0aueHuX 3aBJaHb 1 3aX0/1B; Ma€ MOJaBaTH B yCTa-
HOBJICHOMY TIOPSAKY (piHAaHCOBY 3BITHICTH; 3@ OTPEOU MOJABATH IIOPOKY 10
KiHI Oepe3Hst MiHicTepcTBy QinaHciB Ykpainu Ta MiHICTEPCTBY €KOHOMIY-
HOTO PO3BWUTKY 1 TOPTiBII YKpaiHH MPOIMO3UINT MO0 YTOUYHCHHS IMEpestiky
3aBJlaHb 1 3aX0/(iB Ha HACTYITHUH OIOKETHHIA TIEPiO/I.

IHiLLitoBaHHA pO3pobneHHs EkcnepTusa npoekty :> BukoHaHHs nporpamu:
LineoBoi nporpamu nporpamu * MOHITOPUHI BUKOHAHHS
@ ﬁ 3aBAaHHA | 3axopis nporpamu;
fi Po3006Ka NPOGKT * (hiHaHCOBa 3BITHICTb;
'NOTOB..'f @ NPOEKTY P p Y * NPONO3unLii LLOAO YTOYHEHHS
KOHLIenuii nporpamu nporpamu ) . :
nepeniky 3aBAaHb i 3axopiB
OOBroBoOpeHHs NPOEKTY E> Posrnag npoekty
KoHLenuii nporpamu KOHLenuii nporpamu

B KMY

Puc. 1. ETanu po3pod/ieHHs Aep:KaBHOI HiJILOBOT Mporpamu

JepkxaBHUI 3aMOBHHK MPOTPaMK BU3HAYA€ OOCSTH BUIIATKIB HA BUKOHAH-
Hs 3aBJIaHb 1 3aXO0JIB MPOrPaMH y CKJIaJli OFODKETHUX MPorpaM ITij 9ac Gpop-
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myBaHHs [Ipoekty 3akony Ykpainu «IIpo [lepxaBHuii Oromker YKpaiHu»
Ha BiAMOBigHUM pik. MiHicTepcTBO (iHaHCIB YKpaiHu mix yac po3poOiieH-
HSl OCTAaHHBOTO MA€ BPAXOBYBAaTH OOCSTH BUIATKIB HA BUKOHAHHS 3aBIaHb 1
3aX0JIiB MPOTPaMHU y BIJIMTOBITHUX OFOJKETHHUX Mporpamax 3 ypaxyBaHHIM
MOXITUBOCTEH JIepKaBHOTO OFOJIKETY.

BianoBiHO 0 YMHHOTO 3aKOHOAABCTBA'®® BUKOHABISIMH 3aXOJIiB IPO-
rpaMH MOXYTh OyTH 1 JIep’KaBHi, 1 MANPUEMCTBA IHIMUX (OPM BIACHOCTI,
YCTaHOBH ¥ opraHizaiii.

JepxaBHUI 3aMOBHHK IPOTPaMH Ma€ aHATI3yBaTH ¥ KOMILIEKCHO OIli-
HIOBAaTH pe3yJbTaTH BUKOHAHHS Mepe0adyeHuX 3aBAaHb 1 3aX0/iB, IiJThOBE
BHUKOPHUCTAHHSI KOIITIB, & TAKOX FOTYBATH IIOPIYHi (a 3a MOTpedH 1 MpOoMiXk-
Hi) 3BITH Ipo Iepedir BUKOHAHHS IMPOrpaMu Ha OCHOBI 3BiTiB, OXAHUX iH-
[IMMH JePKAaBHIMH 3aMOBHUKAaMHU B YCTaHOBIICHUH CTPOK.

3anponoHOBaHUN MiXiJ] J0 MpOIleCcy IJIaHyBaHHS PECYpCHOro 3ade3-
MIEYEHHS MMiITOTOBKH KPUTUYHOI 1HPPACTPYKTYpH OO (PYHKIiIOHYBAaHHS B
yMOBaX KPU30BUX CHUTYAIliil JacTh 3MOTY OUIbIIT eEKTUBHO U IIIECTIPSIMO-
BaHO BUKOPUCTOBYBATH JICP>KaBHI KOIITH JJIsi YTPUMAaHHS, MOAEpHi3alii Ta
OymiBHUIITBA 00’ €KTIB KPUTUIHOI iHPPACTPYKTYpH, IO MO3UTHBHO BILTHHE
Ha BCI TPYNH MOKAa3HUKIB CTYNEHS TOTOBHOCTI KPUTUYHOI iHQpacTpyKTypH
110 (pyHKI[IOHYBaHHS B YMOBaX KPU30BHUX CUTYyallii.

195 IIpo 30iiichenHs IepKaBHUX 3aKyMiBesb : 3akoH Ykpainu Big 1.06.2010 Ne 2289-VI
[Enexrponnuii pecypc]. — Pexxum noctymy: http://zakon2.rada.gov.ua/laws/show/2289-17
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PIIEHHA
Mi>XKHapOAHOI HAyKOBO-NIPaKTUYHOI KOH$epeHIiii 3 TeMu
«KoHnenuis 3aXxucty KpMTUYHOI iHppacTpyKTypu:
CTaH, Npo6JeMH Ta NePCHEeKTUBM ii BIPOBaJKeHHSA B YKpaiHi»
(KuiB - Bumiropog, Ykpaina, 7-8 simcronaza)

MixHapo/iHa HayKOBO-TIpaKTU4YHA KOH(epeHiis 3 TeMu «KoHnemnis 3a-
XHUCTY KPUTHUHOI iHPPAaCTPYKTYpH: CTaH, MPOOIEMH Ta MEPCHEKTUBH 11 BIIPO-
Ba/UKEHHA B YKpaiHi» Oylla NpUCBSYeHa aKTyaIbHUM IpodieMaM 3abe3redeH-
H Oe3MEeKNM KPUTHYHO BAXIUBHX JUIS XKUTTEMISNIBHOCTI JepKaBH, 3J0POB’s
monei 1 JoBKiIIA 00’ekTiB Ta cucteMm. Opranizaropu koHpepeniii: Harrio-
HaJIBHAHN 1HCTUTYT cTpareriyHux gociimkens, Odic 38°s3ky HATO B Ykpai-
Hi Ta [TAT «YxprigpoeHepro». Y po0OoTi koH(MepeHIii B3sUTd y4acTh Mpe-
CTaBHMKHM JICp>)KaBHUX OpraHiB YKpaiHH, ACP)KaBHUX 1 MPUBATHUX KOMIIAHii
Ta MiANPUEMCTB, HAyKOBO-IOCIIIHIX ycTaHOB HarioHansHoOi akanemii Hayk
Vkpainu, ya00BHX 3aK/IafiB, a TAKOXK MPEACTABHUKU aKPEANTOBAHUX B YKpai-
Hi AUTUIOMAaTUYHMX MPEICTABHUITB, MIXKHAPOIHUX OpTaHi3aIlii i 3apyOixkHi
EKCIIECPTH.

3a pesyabraTaMH NPEACTABICHUX JOIOBIACH 1 3arajibHOi JUCKYCIi ydac-
HUKU KOH(pepeHLLii nioxpecnioromup:

* aKTyaJIbHICTh TPOOJIEM 3aXHCTy KPHUTHYHOI IHPPACTPYKTYpH A KpaiH
€Bporny, y T.4. y Mexkax ix uieHcTBa B HATO, a Takox mist Ykpaiau 3 orsi-
Iy Ha TEHJEHIIO 0 3pOCTaHHS TEPOPUCTHYHHX 3arpo3 y CBiTi, 301bIICHHS
KIJTBKOCTI HaJI3BUYAITHNX CUTYaIlill, BHKJIMKAHUX TIPHPOIHIMH i TEXHOTCHHH-
MU YHHHUKaMH;

* OCTaHHIM YacOM OKPEMHUMHM MiHiCTEpCTBaMM i BioOMCTBaMHU YKpaiHu
371HCHEHO TMeBHI KPOKU 3 METOIO ITiJIBUIIEHHS HAXIHHOCTI Ta Oe3neKu QpyHK-
[IOHYBaHHS JKUTTEBO BAXKIIMBUX ISl KpaiHW CHUCTEM 1 00’ €KTIB;

* 3ycutst HartioHanbHOTO iHCTUTYTY CTPaTEeTiYHUX JOCTIIKECHb CIPSMO-
BYBJIUCS Ha 3allpOBaPKEHHS MepejoBOro 3apyOiKHOTO J0CBiNy y cdepi 3a-
XUCTY KPUTHYHOI iHQPACTPYKTYpH JIepKaBU CIIOCOOOM CIIPUSHHS KOHTAKTaM
ekcrepTiB 1 (axiBuiB, 0OMiHy BiIKpUTOIO iH(opMmamiero, myOmikarii aHai-
THYHHUX MarepialliB i3 3a3Ha4eHOT0 HaNpPsIMY;

* HEOOXiAHICTh TOAAJBINOI TapMOHi3allii Oe3MeKOBUX MiAXOMIB Ha HAIliO-
HAJIBHOMY PiBHI 3 MiIXOaMH 10 3aXUCTY KPUTHYHOI iHQPACTPYyKTypH, MPUITHS-
THUMH TTPOBITHAMH KpaiHaMH CBiTY, 30kpeMa kpainamu-unenamu €C i HATO;
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* TepeBard KOHIIETITYaJbHOTO MiIXOAY, 3aCHOBAHOTO HA TOHATTI «KpH-
TUYHA 1HQPACTPYKTYpa», KU Jla€ 3MOTY CUCTEMHO BUPIIIYBaTH MUTAHHS
3aXUCTY KPUTHUYHO BAXIMBHX JUISL KUTTEMISUIBHOCTI JIepiKaBH, Oe3meku It
IPOMaJIsiH Ta JIOBKIUIA CHCTEM 1 00 €KTIB Ta perioHaabHOI Oe3IeKH, CTBO-
PIOE MOXJIMBOCTI AJsl OinbII €()EeKTUBHOTO YIPABIiHHS PU3UKAMM Ha IJIO-
0ambHOMY, pETiOHAIBHOMY Ta HalliOHAJILHOMY PiBHSX;

* HEIOCTATHICTh HAYKOBO-METOJUYHOI ¥ TEXHOJIOTTYHOI MATPUMKH Ii-
SITBHOCT1 Cy0’€KTIB MPOIECY 3aMPOBaIKCHHS KOHILEMIIT KpUTUYHOI iH(ppa-
CTPYKTYpH;

* HaraJbHYy HEOOXIJHICTH MOIIYKY (OPM 1 MEXaHi3MiB B3aEMO/Iii KOMIIe-
TEHTHUX OpTraHiB JiepkKaBH, Iep>KaBHUX 1 IPUBATHUX KOMIIaH1H, 3 OTHOTO OOKY,
Ta HayKOBO-OCIITHUX 1 HAYKOBO-BHPOOHUYHX OpraHi3aliil — 3 IPyroro;

* CYTT€BE BiJICTaBaHHS B PO3BUTKY ACPKaBHO-IPHUBATHOTO MapTHEPCTBA
y cepi Ge3nexy NOPiBHAHO 3 TAKUM IMAPTHEPCTBOM B EKOHOMIUHiH cdepi.

YyacHuku KOH(EpEHIIIT peKOMEHIYBaJIH:

* Paoi HayionanvHoi besnexu ma 000poHu Yxpainu PO3TISAHYTH
MOXJIMBICTh BKJIFOYEHHS JO IJIaHy 3acifianb Panu HalioHanbHOI Oe3neku
i oboponu VYkpaiam y mepiog 2014-2015 pp. muTaHHSA 3aXHUCTY KPUTHUIHO
BaYKJIMBUX JIJISl ICHYBaHHS JIepKaBH, O€3MEKN HACEIICHHS 1 JJOBKIJUISI CUCTEM
Ta 00’€KTiB, AKi Ha CHOTOJHI BH3HAYAIOTHCA MOHITTAM «KPUTHUYHA 1H-
bpacTpykTypa», IO 3a OCTAHHE ACCATUPIUUS IIHPOKO BHKOPUCTOBYETHCS
y TIPOBITHUX KpaiHax;

* Cy6 ’ekmam 60pomvbu3mepopusmMom 8 Ykpaini CipusiTH 3apOBAKCHHIO
KOHIIETITYyaJIbHOTO MOHATTS «KPUTUYIHA IHQPACTPYKTYypay y cdepy MpoTHIil
TEPOPHU3MY, B T.4. Yepe3 BUBUCHHS T 3AIIPOBAIKCHHS IIEPE0BOTO 3apyO0i>KHOTO
JIOCBIAY;

* Minicmepcmsy oboponu Yxpainu ma Minicmepcmsy 3aKOpOOHHUX
cnpag Ykpainu nin dac miarorosku Ilmany aiit Ykpaina — HATO na 2015 p.
PO3IIIHYTH TPOTO3HUIIIT 11010 BXKUTTS 3aX0J1iB CTOCOBHO 3aXUCTY KPUTHYHOI
1HPPACTPYKTYpH cepel] MPIOPUTETHHUX TS X BKIIOUCHHS 10 [1nany;

* Minicmepcmsy enepeemuxu ma 8y2invHol npomucinogocmi Ykpainu ma
Minicmepcmsy ingppacmpyxkmypu Yxpainu COpUSTH 3aIIPOBaKEHHIO TIOHSITTS
«kpuTHgHa 1H(pacTpykTypa» B YKpaiHi, B T.4. 3 onpiay Ha JIupekTuBy
€poneiicbkoi Komicii Ne 114 3a 2008 p., SKOH BCTAHOBICHHH IMOPSIOK
BHU3HAYCHHSA 3arajibHOEBPONEHCHKOT KPUTUYHOT 1H(OPACTPYKTYPH;

* HayionaneHomy iHcmumymy cmpame2iyHux 00cniodicensb CIUPAIOUNCh
Ha JIOTOBiJi, TpeAcCTaBlieHI Ha KOH(pEpeHIl, a TakoK Ha pe3yJbTaTH ix
00roBOpEHb, MiATOTYBATH:
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— aHAJMITHYHUE Marepian juis Amapary Paju HallioHaIbHOT O€31eKH
i oO0opoHu VYkpaiHM 3 OOIPYHTYBAaHHSM IIepeBar 3amnpoBaKCHHS
KOHIIETITYaJ IbHOTO TINXOAY JO 3aXUCTy JXHTTEBO BAXIIUBUX JIJIS
ICHYBaHHS JIep)KaBW, OE3MEeKH HAaCeJICHHS Ta JOBKULIA CHCTEM
1 00’ €KTIB, OCHOBOIO SIKOTO € TIOHATTS KKPUTHYHA IHPPACTPYKTYypay;
— mpomo3umii [IO0 BKIIOYEHHS 3aXONiB, CIPSIMOBaHMX Ha
3aMpoBaJKCHHS KOHIICTIIIT KpUTHYHOT iHPPACTPYKTYPH, 10 IIOPITHOTO
[Tnany it Ykpaina — HATO wa 2015 p.;

— 30ipHHUK MarepiaiB KoH(epeHmii;

* Hayionanvhiii  akademii uayk Ykpainu pO3DISSHYTH MOXJIMBICTD
3aM104aTKyBaHHs KOMIUICKCHOT HAyKOBO-/I0CIIITHOT TPOTPaMH 3 TUTaHb 3aXUCTY
KPUTHYIHOT 1HQPACTPYKTYpH, BpaXyBaHHs B3a€MO3B’SI3KIB OKPEMHX 00’ €KTIB
1 CEKTOPIiB 1H(PPACTPYKTYPH, BILIMBY 3OBHIIIHIX YHHHHUKIB TPUPOAHOTO M
COLIIATBHO-MIOJITUYHOTO XapaKTepy, TEXHOTEHHUX YMHHUKIB, OLIHKN PU3HKIB
1 Ha piBHI OKpEeMHX 00’ €KTIB, 1 IS pETIOHIB Ta JIep)KaBH 3arajoM;

» Ogpicy 38’asxky HATO 6 Ykpaini TPOAOBXKHWTH CIUIbHI 3yCHILISA 3
YKPaiHCHKUMH JICP)KABHUMH OpraHaMH Ta HEICPKaBHUMH OpraHi3allisiMu
3 METOI0 PO3BUTKY MIXKHAPOMHOTO CHIBPOOITHHIITBA, OOMIHY IOCBiIOM 1
3HAHHSIMH 3 TUTaHb 3aXUCTY KPUTHUHOT iHPpacTpyKTypH B YKpaiHi.
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BAKAJIMHCHKUM

Ounexcanap
OJs1eropuu

BAPABAILII
Cepriii
JAmurpoBu4

BEHATOB
Januno
EminoBuu

BET'YH
Bacuian
BacuianoBuu

B/KO30BCKI
Kmumrod

BIPIOKOB
JAmurtpo
CepriiioBuu
BOI'’TJAHOB

Oaexcanap
MuxaiijioBH4

BOHJAPEHKO
Ouner
Ounexkcanaposuny

BYT'EPA
Baunepiii
dDoriiioBUY

CIIMCOK YYACHHUKIB

3aCTYITHHK 3aBiyBaua creriaabHoi kadeapu Ne 2
[HCTHTYTY CriemiaabHOTO 3B’A3Ky Ta 3aXHCTY iH-
dopmanii HTYY «KIIl»

TOJIOBHUH crenianicT JlemaprameHTy criemiaib-
HUX 1HQOPMAIIHHO-TEICKOMYHIKAIlIHHUX CHCTEM
AnminicTpanii Jlepxcnenss’si3ky

CTapIuii BUKIaaad kadeapy eKosorii Ta TeXHO-
norii pocimaHuX nodimMepiB IX® HTYY «KIlly,
3aBigyBa4 J1aboparopii MiXXHaApOJHUX HayKOBO-
OCBITHIX TpoekTiB CBITOBOTO LEHTPY AAaHUX 3
reoiH(OpMaTHKH Ta CTAJIOTO PO3BUTKY

3aBigyBad Bimmimy lHcTHTYyTy mpobieM martema-
THYHKUX MamuH 1 cucteM HAH Ykpainu

TOJIOBHHU €KCHEePT BIAIUTY 3aXHCTy KPUTHIHOL
iH(ppacTpyKTypu YpsAJA0BOTO IEHTPY 3 THUTaHb
6e3mekn, [Tonpia

CTapIIUil KOHCYJIBTAHT BIIIUTY €KOJOTIYHOI Ta
TeXHOTeHHOi Oe3neku HalioHanbsHOro iHCTUTYTY
CTpaTerivyHuX JOCIiPKEHb

3aBigyBau cnemianbHol Kadenpu Ne2 [HcTHTYTY
CHeLiaTbHOIO 3B’SI3KYy Ta 3axXHUCTy iHdopmarii
HTVYVY «KII»

3aCTYITHHUK AUPEKTOpa JACTApTaMEeHTY JepKaBHO-
ro KOHTPOJIO 32 CTAHOM KPUNTOrpadigyHOTO Ta
TEXHIYHOTO 3aXHCTy iH(opmamii AamiHicTparii
Jepxcnen3s’ 3Ky

TOJIOBHUH i1HCIEKTOp MiHicTepcTBa BHYTPIIIHIX
cripaB YKpaiHu
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BYPIAKOB
Bogonumup
MuxaiijioBu4

BABPUK
Oaexcanap
BormanoBunu

BACUJINIIINH
Anapii
BikTopoBuu

T'ABPUJIEHKO
Ouaekciit
BagumoBuu

I'EPET
Karagain

NIymKoO
IBan
MukoJiaiioBu4

rOJIIA
Oaexcanap
JleoHigoBu4

T'PAHOBChKHUI
Enyapn
OusexciiioBuu

I'PEHAHIHOB
BikTop
®enopoBu4

JUPEKTOp JIeTIapTaMEHTY CIeMialibHOI Oe3MeKH,
HaYaJIbHUK BIiJJITy TEXHIYHOTO Ta KPUITOrpa-
¢iunoro 3axucry inpopmauii 11 HAEK «Enep-
roaTomM»

CHiBpOOITHUK AHTHTEPOPUCTHYHOTO LIEHTPY MpU
Cby

CHiBPOOITHUK AHTUTEPOPUCTUIHOTO IICHTPY MIPH
CbY

HaYaJIbHUK YIPaBIIHHS ACTApTAMEHTY TEXHid-
HOro 3axucty iHdopmarii Anminictparii Jepx-
CIEI3B’ A3KY

3aCTyIIHHK Ha4YallbHUKA Biainy JlemaprameHTy
KOOPJUHAIIIT 3aXUCTy KPUTHYHOI iHQpacTpyKTy-
pu ['eHepanbHOTO IUPEKTOpaTy 3 MUTAHb JTiKBiIa-
ii HACTIAKIB CTUXIMHKUX TUX MiHiCTepCTBa BHYT-
pIIIHIX cripaB YTopHIMHHA

TOJIOBHUH (haxiBelb BTy opraHi3amii Ta KOHT-
POJIIO OXOPOHH VYIIPaBIIiHHS KOHTPOINIO 32 OXO-
POHHOIO JISTIBHICTIO Ta PEKUMOM JIeTIapTaMEHTy
SKOHOMIYHOI Oe3IeKH Ta YNpaBIiHHS PU3UKAMHU
HAK «Hadrora3z Ykpainm»

IEHTP BOEHHO-CTpATETiYHUX TOCHiKeHb Harrio-
HAJBHOTO YHIBEpCUTETY 000pOHU YKpaiHu

npe3uaeHt TOB «Puzukon»

HavaJbHUK BIJUIUTY 3a0€3MeUeHHS TisTIbHOCTI IO~
noBu JlepkaBHOI ciTy:kOM YKpaiHH 3 HaJ3BUYAK-
HUX CUTYyallii
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Cnucox yuacHuxis

JABUJIEHKO
AHaTouii
MukoJjiaioBu4

AE3IPOH
Ounexcanap
BikTopoBuu
JIJAEAYYK
Irop
BikTopoBuu

€B/IMH
Oaexcanap
MukoJiaiioBu4

KEJIE3HAK
Mapk
HMocunosuu
3AIUPAKA
Banepiii
KocTsaHTHHOBHY

3ACJIABCBKU

Bosonumup
AmHaroJtilioBu4

3EJb
Bosonumup
IBanoBuu4

IBAHIOTA
Cepriii
IHerpoBnyu
KAUMHCBHKUN

AHaronii
BponicaaBoBny

KEJIJIEP
Kepcri

3aCTyNHUK AupekTopa IHcTuTyTY mpobmem Mo-
nenroBaHHs B eHepreruui im. I €. [Tyxosa HAH
Vkpaian

3aBifyBa4 CEKTOpy 3a0e3IedeHHs MisTbHOCTI af-
MiHicTparii Ta 3B’s3KiB 13 TPOMaJICEKICTIO YKp-
rizpomery Ykpainu

cTapmuii odimep BiIIUTy TUIAHYBaHHS YIIPaBIIiH-
HSl TepuTopiaapHOi o6opoHHu [onoBHOTO Omepa-
THUBHOTO ynpasiiHHSA [enepansHoro mrady 3C
Vkpainn

NEpIINH 3acTylHMK HadajabHUKA YKPalHCBKOIO
HAayKOBO-JIOCJIIIHOTO 1HCTUTYTY LHBUILHOTO 3a-
XHUCTY

3aBijyBau BIJUIUTy MaTeMaTHYHOTO MOJIEIIOBaH-
HSl OTOYYIOYOTO cepefioBuIla [HCTUTYTY Tipobiem
MareMaTtuHuX MamuH i cucteM HAH Ykpaian

wieH-kopecnionneHT HAH  VYkpainu, 3aBiny-
Bau Bimmimom Ne 140 IHcTuTyTy KiOepHETHKH
iM. B. M. I'mymikoBa HAH Vkpaian

npodecop xadeapu MaTeMaTUIHOT iHOOPMATHKH
(hakynbreTy KibepHeTHKH KHTBCHKOTO HAIliOHAIb-
HOro yHiBepcuTeTy iMeHi Tapaca [lleBueHka

ronoBuuit imxkenep KII «KuiBchkuii MeTpornosi-
TEH»

CTapIIUil KOHCYIBTAHT BIIJIUTY €KOJOTIYHOI Ta
TEeXHOTeHHOI Oe3rekn HamioHanbHOTO 1HCTHTYTY
CTPATETIYHUX JOCIIIKEHb

TOJIOBHU HayKOBHH ciBpoOiTHUK HarionansHo-
IO 1THCTHTYTY CTPATETIYHHUX JIOCIIKCHb

kepiBHUK [Iporpamm mpodeciiHoi MmiaroTOBKH
Odicy 3B’s13xky HATO B Vkpaini
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KOBAJIb
Cepriii
MuxaiijioBu4
KOJIECHUK
BikTopis
AmHaTtoJiiBHa
KOHIPATOB
Cepriii
IBanoBHu4
KOIIOBA
BikTop
IBanoBUY
KPUBEHKO
Oaexcanap
BacunianoBuu
KYJIPUILIBKA
Haranis
BacuaiBua
KY3bMEHKO
HOpiii
IropeBnu
KYHULbKUI
Irop
MukoJjiaiioBuy4

KYCJII

Irop

IBanoBuu4
KYIIKA
BikTop
MukoJiaiioBu4
JEBYEHKO

Ouer
€BrenoBuy

nepimii 3actynHuk aupekropa A1 «{entpy rpo-
Majacbkoi Oesmexku 112» epxaBHoi cimyxOu 3
HaJI3BUYAHUX CUTYyaIlii

TOJIOBHUH iHcHekTop MiHicTepcTBa BHYTPIIIHIX
cripaB Ykpainu

CTapIIUil HAYKOBHH CIIIBPOOITHHUK BIIIITY €KOJIO-
ri4HOI Ta TeXHOTreHHOI Oe3nexu HalioHaJIbHOTO
IHCTUTYTY CTPATETIYHHUX JOCITiIKEHb

HAYaIBbHUK BIAIUTY CHCTEMHOTO aaMIiHICTpPYBaH-
Hs JII1 «LlenTp rpoMascekoi 6esneku 112» Jlep-
JKaBHOI CITy»OW 3 HAJ3BUYAMHUX CUTYaIlil

3aCTyIIHMK KOMaHJlyBaya BHYTPIIIHIX BIHCHK
MBC Vkpainu

CTapIINi HAyKOBHH CIIIBPOOITHUK BiIAUTy BH-
po6HMYOT iHpacTpyKTypH [HCTUTYTY €KOHOMIKH
Ta nporuo3yBanHs HAH Ykpainn

CTapIIuii HAyKOBHW CIIBPOOITHUK [HCTHUTYTY
npobnemM Oe3MeKH aTOMHHMX —EJIEKTPOCTAHINH
HAH Vkpainu

HA4YaJbHUK BTy HPOTHUIIl aKkTaM sIEPHOTO
TEpOpHU3MY, CHELialbHOI MepeBipKH Ta OXOPOHH
00’ekTiB xutTe3adesneyeHus D3 AV Tta SIM
AD3Ch JAIT HAEK «Eneproatom»

3aCTYIHHUK AUPEKTOpa JACTApTaMEHTY IUBIIbHO-
ro 3axucty JJCHC

HAYaIIbHUK YIPABIIHHSA 3 MUTAHb SICPHOI 3aXH-
meHocTi JlepykaToMperyTroBaHHS

HadaJIbHUK Kaelpu BIHCHKOBOT TOKCHKOJOTII,
paaionorii, MEAMYHOTO 3aXUCTy YKpPaiHChKOI Bili-
CbKOBO-MEIUYHOI akageMil
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Cnucok yuacHuxie

JIMCIOK
Muxona
OunexkcaHapoBny

JIUTBUHEHKO
Oaexcanap
BanepiiioBuu
JUTBUHOB
Biragii
BacunianoBuu
JHUDAP
Bosogumup
OusekciiioBu4

JYYKOB
B’auecias
IBanoBUY

MAHMKO

Biranii

IBanoBuu4
MAKCHUMEHKO

€Breun
BacunianoBuu

MAPKEEBA
Oxcana
JAmurtpiBHa
MATAIIEHKO
BanenTun
MuxaiijioBua

MOMCEEHKO
BikTop
MuxkosalioBuyu

MOPO30B
AHaTouii
OuaekciiioBny

3acTynHMK qupekropa Hamionaneroro H/II oxo-
POHHM TIpari

3aCTYIHUK JupekTopa HamioHambHOro iHCTUTYTY
CTpATeTrivyHUX JOCIiKEHb

3aBigyBau kadeaporo YepHIriBChbKOTO JeprKaBHO-
IO TEXHOJIOT1YHOTO YHIBEPCHUTETY

JIOIEHT JIOHEILKOTO HAIIOHAJIBLHOI'O TEXHIYHOIO
YHIBEPCHUTETY

TOJIOBHHH CHEMialicT BiIIiny (Pi3sHYHOrO 3axmc-
Ty, aHTUTEPOPUCTHYHOI ISTILHOCTI Ta OXOPOHHU
00’exTiB MiHEHEPTOBY TS

Bille-TIpe3uIcHT BceykpaiHchkoi TpoMaachKol
oprasizaiii «YKpaiHCbKUH COI03 MPOMHCIIOBIIIB
1 T IIPUEMITIBY

3aCTYIHHMK 3aBigyBaua creniaibHoi Kadeapu Ne 5
[HCTUTYTY CrieIialbHOTO 3B’SI3Ky Ta 3aXUCTY 1H-
dopmanii HTYY «KIID»

3aBilyBad BIIIUTY CTpaTeriii peOpMyBaHHS CEK-
Topy Oesrneku HallioHaIbHOTO IHCTUTYTY CcTpare-
TYHUX JOCITIKEHD

HayaJIbHUK BIIIUTY JEMapTaMEHTy CHeliabHUuX
iH(hopMaIiiHO-TeIeKOMYHIKAI[ITHIX cCUCTeM AJl-
MiHicTparii [epKcrens3s’ 3Ky

HavdaJbHUK OaceiHOBOI abopaTopii MOHITOPHH-

ry JHinmpoBchkoro 6aceifHOBOTO YIIpaBITiHHS BOJ-
HUX pecypciB JlepkBomareHTcTBa YKpaiHH

aupektop [HCTUTYTy mnpofieM MareMaTHYHHX
marH i cucteM HAH VYkpaian
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MOXOP
Boaonumup
Bosonnmuposua

HIKI®OPYK
Onena
IropiBHa

OBEPYEHKO
Cepriii
MukoJjiaioBuy

MHNIHYYK
Muxaiiio
T'eopriiioBu4

MOJIIIYK

Tapac
BacuaboBuu

nomnoB
KOpiii
BikTopoBu4

IIYHIA
FOpiii
BacunianoBuu

PACCOBCBKUM

Bagum
JleoHigoBuu

PACTOIIYIH
Cepriii
OunekciiioBuu

3aBigyBau crnemianbHol Kagenpu Ne 5 [HcTHTYTY
CHELiaTbHOIO 3B’SI3Ky Ta 3axXHUCTy iH(opmarii
HTVYYVY «KII»

CTapIIuii HAyKOBHW CIIBPOOITHUK BIIJIUTYy BH-
poOHMUOT iHPPACTPYKTYpH [HCTUTYTY €KOHOMIKH
Ta nporuo3zyBanud HAH VYkpainu

HavyaJIbHUK YTIPaBIiHHI KOHTPOJIO 32 OXOPOHHOIO
TISUTHHICTIO Ta pekuMoM JlermapTaMeHTy eKOHO-
MigHOi Oe3reku Ta ynpamimiHHA pusnkamu HAK
«Hadtoraz Ykpainn»

3acTymHUK aupekropa ¢imii Kackam KuiBcpkux
I'EC i TAEC ITAT «VYkprigpoeHepro»

3aCTyIIHUK JAWPEKTOpa JemapTaMeHTy 3amodi-
TaHHSA HaI3BUYAHUM CHUTYAIlisiM Ta JEp>KaBHO-
ro HarsAay (KOHTPOJIO), HAYaJIbHUK YIPaBIiHHS
TeXHOreHHO1 6e3neku Jlep:xaBHoi ciryx0u Ykpai-
HU 3 HQJI3BUYAWHHUX CHTYaIlii

HaYaJbHUK BiJJILTy MEPEyCKHOTO PeXUMY YII-
PaBIIHHSA KOHTPOJIO 32 OXOPOHHOIO MisUIBHICTIO
Ta PEKUMOM JICTIAPTAMEHTY €KOHOMIUHOI Oe3re-
ki Ta ynpasiminHsa pusukamMu HAK «Hadroras
VYkpainu»

kadenpa cTpaterii HarioHaJIbHOI Oe3MeKHu 1 000-
ponn HarmioHanbHOro yHIBEpPCUTETY OOOPOHU
VYkpainn

TOJIOBHUH iH)KEHEp, 3aCTYIMHHUK TeHEPAIbHOTO JH-
pexropa ITAT «YkprigpoeHepro»

TOJIOBHUH CITEIiaiCT JerapTaMeHTy Jep KaBHO-
ro KOHTPOJIO 33 CTAHOM KPUITOrpadivyHOro Ta
TEXHIYHOTO 3axucTy iHpopmamii AmmiHicTpamii
Hepxcrenss’ 3Ky
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Cnucox yuacHuxis

POMAHEILb
MukoJja
ITaBa0oBHY

PTILIEB
Oaexcanap
CepriiioBu4

PYJAEHKO
Bosonumup
BosonnmupoBu4

CHUPOTA

OJgena

IlerpiBHa
CKAJIEIIbKUI
HOpiii
MuxoJsiaiioBu4
CJIOBOASHIOK
Ounexcanap
BikTopoBu4

CTE®PAHUIIINH
Amutpo
BosonumupoBu4
CTEHEHKO
AmnaroJiii
AmnaroJiiioBuu

CYCJIOB
Cepriii
MukoJjiaiioBuy4

TIIEHKO
Amnapii
BosonumupoBu4

JUPEKTOp 3 PO3BUTKY Ta iHBectuiil IIpAT
«CTEK»

HayaJbHUK BIJJIUTy BIPOBaJDKCHHS 1H(OpMa-
niHO-TesekoMyHikaiiaux cucrem JIIT «IleHT-
py rpoMazcekoi 6esnexu 112» Jlep:kaBHOI cinyx-
Ou 3 HaJ[3BHYAHHUX CUTYyaIlii

mupekTop ¢imi Kackan Kuicskux ['EC i TAEC
ITAT «YkpriapoeHepro»

HavaJIbHMK BiJITLTY HOBUX BUKIIMKIB 1 p0330pO€H-
1, M3C

3aBiyBa4 BiJJITy €KOJOTIYHOI Ta TEXHOTEHHOI
Oe3nekn HarioHanbHOTO 1HCTUTYTY CTpaTeriy-
HHUX JTOCHIKEHD

TOJIOBHMH (haxiBellb BIIAUTY OpraHizalii Ta KOHT-
pOJII0 OXOPOHM YTPaBIiHHA KOHTPONIO 33 OXO-
POHHOIO JISUTBHICTIO Ta peXUMOM JlenapTaMeHTy
€KOHOMI4HO{ Oe3NeKH Ta YHpaBIiHHS PU3HKaMU
HAK «HadToras Ykpainn»

MIPOBIAHUN HAyKOBUH CHIBpOOITHUK [HCTHTYTY
TEJIeKOMYHIKalliii 1 robanpHOTO iH(pOpPMAIliifHO-
ro npocropy HAH Ykpainu

npe3uaeHt TOB «JliarnocTtukay

TOJIOBHUH CHEIalicT BTy Harsiny y cdepi
TEXHOTEHHOI Oe3MeKH YIpaBIiHHSA TEXHOT'CHHOI
6e3neku Jlep:xaBHOI cityOu YkpaiHu 3 HaJl3BU-
YaiHUX CUTYaIlii

HaYaJIbHUK BIIUTY TUIAHYBAHHS T4 MOHITOPHHTY
3aXO/iB IMBIUILHOTO 3aXHUCTy JACMapTaMEHTy Op-
ratizaumii 3axofiiB LIMBUILHOTO 3axucTy Jlepias-
HO{ CiTy)kOm YKpaiHu 3 HaA3BUYAHHIX CUTYAIIii
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TOPBIH
Baagucaas
DegopoBu4

TPUI'OJIOB
Oaexcanap
IBanoBu4

TPOOPUMYUYYK
Ounexcanap
MukoJiaiioBu4

TYPYKIH
KOpiii
McTHCIaBOBHY

YCTUMEHKO
Ounexcanap
BosonumupoBu4

XEJJIEHBEPT
Timo

YEHYUK
Amnapii
MukoJjiaiioBuy4
SIKOBJIEB

€Bren
OnexcaHapoBu4

SINEHKO
Crenan
CrenaHnoBu4

npodecop Kadenapu BiMCHKOBOI TOKCHKOJIOTTII,
paniosorii, MEINYHOTO 3aXUCTy YKpaiHChKOI Bili-
CBKOBO-MEINYHOI akazeMil

TOJIOBHUH (haxiBelb BTy OpraHizauii Ta KOHT-
pOJII0 OXOPOHM YTPaBIiHHSA KOHTPOJIO 33 OXO-
POHHOIO JIISTHICTIO Ta PEKUMOM JICTIapTaMEHTY
€KOHOMI4HOi Oe3NeKH Ta YHpaBIiHHS PU3HKaAMU
HAK «Hadtoras Ykpainn»

3aCTYIHHUK JUPEKTOpa 3 HAyKOBOi pobotH IHCTH-
TYTy TEJIEKOMYHIKalliid 1 miobanbHOro iH(OopMa-
niinoro npoctopy HAH Vkpainn

3aCTYyIIHUK HadajJbHWKA BIJIUTY OXOPOHH JIiHIH-
HOI YaCTMHHU Ta CTallioOHApHUX 00’€KTIB Ympas-
JIHHS OXOpOHH 00’€KTiB Ta pexxumy ITAT «Ykp-
TpaHcHadTa»

CTapIInii HayKOBHH CITiBpoOiTHUK LleHTpy BoeHHO-
CTpaTeriuHuX JOCTipkeHb HartionanpHui yHiBep-
CUTET 00OPOHH

reHepaibHuid upekrop Hellenberg International,
Diusuais

HaYaJbHUK BIJUIUTY IIUBUIBHOTO 3aXHCTY, TIOXKEXK-
HO{ Ta 3arajbHO1 Oe3MeKH enapTaMeHTy Oe3neKku
MinicTepcTBa iHQpacTpyKTypH YKpainn

TOJIOBHUI HayKOBUH criBpoOiTHHK HarioHaasHO-
TO IHCTUTYTY CTpaTeTiYHUX JIOCII/DKEHb

3aCTYIHUK HadaJbHUKA YTMPaBIiHHSI KOHTPOIIO
32 OXOPOHHOIO HISTIBHICTIO Ta pekuMoM Jlemap-
TaMEHTY CKOHOMIYHOI Oe3NeKd Ta yIpaBIiHHS
pusukamu HAK «Hadroras Ykpainm»
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